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Abstract: Cyber-physical systems mix digital and analog devices, interfaces, networks, pc systems, and also the like with the 

natural and unreal physical world. Cyber-physical systems that combine discrete and continuous dynamics are everywhere 

including automatic or semi-automatic controllers in modern cars, trains, airplanes, ground robots, robotic household appliances, 

or surgical robots. Cyber–physical systems (CPSs) are considered to be the next generation systems in which computing, 

communication, and control technologies are firmly integrated. Research on CPSs is fundamentally important for engineered 

systems in many important application domains such as transportation, energy, medical systems and major investments are being 

made worldwide to develop the technology. In this paper we are going to discuss about the features of developing cyber physical 

systems, Design challenges and the application of CPS in automotive domain. Most of the innovation in automotive domain is in 

electronics and software. All new features in modern cars—like advanced driver assistance systems—are based on electronics 

and software rather than on mechanical engineering innovations. A modern high-end car has over 100 million lines of code and it 

is widely believed that this number will continue to grow in the near future. Such code implements different control applications 

spanning across various functionalities—from safety-critical functions, to driver-assistance and comfort-related ones. 
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1. Introduction 

A CPS is a system in which the information processing and 

physical processes are so tightly integrated that it is not 

possible to identify whether behaviors are the result of 

physical and computational objects. Today, most of the 

innovation in the automotive domain is in electronics and 

software. All new features in modern cars—like advanced 

driver assistance systems—are based on electronics and 

software rather than on mechanical engineering innovations. 

A modern high-end car has over 100 million lines of code [1] 

and it is widely believed that this number will continue to 

grow in the near future. A cyber-physical system is “the next 

invention system that requires stretched amalgamation of 

computing, communication, and control technologies to 

attain stability, recital, consistency, robustness, and 

competence in dealing with physical systems of the many 

application domains” [1]. A cyber-physical vehicle system 

ranging from automobile to aircraft and marine craft, is 

composed of tightly-coupled locomotion, computational and 

communication components. The CPVS expansion has been 

determined by progress in closely-related autonomous 

vehicle examination [2] and cooperative vehicle management 

to extend system capability and improve safety and potency. 

CPS research generally aims to synergistically integrate 

control, computing, communications and physical systems in 

novel ways that leverage interdependent behavior. 

Consumer devices, like good phones, multimedia players 

and gaming systems, respond to voice commands, and 

wearable electronics are ubiquitous. Smart buildings square 

measure equipped with advanced sensors, pervasive 

networking and economical energy management systems. 

Advances in medical devices can lower costs and improve 

patient care [3]. New software-enabled functionality, 

increased connectivity and physiologically closed-loop 

systems have the potential to reduce human error that can 

cost lives. A new energy service system dubbed the “smart 
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grid” assure to exploit Hertz technologies to expand 

configurability, flexibility, reactiveness and 

self-manageability, but will simultaneously require CPS 

breakthroughs in security to monitor, manage and thwart 

threats both to the physical units including the grid, as well as 

the cyber assails on its networked components. Most relevant 

to the add this paper is that the application of Hertz analysis 

to vehicle systems. In this domain, CPVS analysis offers a 

rise in autonomy, reconfigurability, responsibility, system 

capability, safety, energy potency and strength. 

Comprehensive holistic CPVS co-design would account for 

cyber and physical resources spanning the life-cycle of a 

system or system of systems. Emerging CPVS analysis 

extends the normal independently-designed system 

architectures for contemporary vehicles toward ways of 

dependent and integrated CPVS co-design. In Figure 1, we 

show the often segregated design techniques contrasted with 

the tight coupling and integration in a co-designed CPVS. 

CPVS analysis demand new models, new abstractions, 

new performance metrics, new vogue methodologies, new 

integration ways that for large-scale systems, new ways that 

of reasoning regarding uncertainty and a revolution in 

however we think about computing. This paper focuses on 

emerging CPS for vehicles and automation. It explores the 

possibilities for optimization and real-time control or 

regulation work as it relates to CPVS design. 

 

Figure 1. An Evolution toward Cyber –Physical system. 

2. History of CPS 

The term “cyber,” as a prefix, stems from the sector of 

analysis referred to as “cybernetics”, the scientific study of 

management and communication within the animal and also 

the machine [4]. Cybernetics as a field of analysis within the 

era began within the Forties with mathematician, Warren 

McCulloch, Ross Ashby, mathematician and gray Walter. 

Since then, however, semantically, “cyber” is usually 

associated with information technology, computers and the 

Internet or to denote control in the computer or electronic 

context [5]. Perhaps the foremost fitting definition of the 

word “cyber” from “cybernetics” stems from Plato’s The full 

general and is “the study of self-governance” [6]. As a field 

of analysis, CPS strives to improve self-governance for 

machines, infrastructure and devices. An excellent exposition 

on Hz analysis and its history may be found in the study [1]. 

We highlight choose key events on a timeline in Figure 2. 

 

Figure 2. History of CPS. 
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3. Cyber-Physical Vehicle Systems 

Recent automotive appliances use numerous layers of 

conception in code and hardware to force locomotion, 

domestic and exterior communication and knowledge 

manipulation, such mission goals are safely achieved. 

Autonomy is no longer a question of “if”, but instead a 

question of “how much”. Every vehicle segment, aerospace, 

automotive has struggled with determinant the most effective 

levels of autonomy for every mission given current 

technology and expected operator data and talent. There area 

unit varied architectures for coming up with CPVS, often 

stemming primarily from the robotics community. 

The CPVS integrate pedestrians, vehicles, sensors, 

road-side infrastructures, traffic management centers, 

satellites, and other transportation system components by 

adopting different variation of wireless communication 

technologies and standards. CPVSs of the future allow 

real-time traffic monitoring; increase in transportation safety 

and comfort through information exchange among traffic 

users; optimal traffic management; collision avoidance; and 

utilization of satellite based technology to connect drivers, 

roads, and vehicles smoothly. With the integration of CPS 

into infrastructures, vehicles, and roadways, CPVSs can 

achieve driver assistance, collision avoidance or notification, 

improvements in travel time without fear of unexpected 

delays, reductions in congestion, and advanced management 

over infrastructure and vehicles for energy saving. CPVSs 

rely not only on advanced sensor and embedded computer 

systems technology but also on wireless, cellular, and 

satellite technologies for vehicle-to-vehicle (V2V), 

vehicle-to-pedestrian (V2P), and vehicle-to- infrastructure 

(V2I) communication to raised manage complicated traffic 

flow, guarantee safety, and extend situational awareness. 

4. CPVS Challenges 

Cyber-Physical Systems transforms our communication 

with the physical world. Since even heritage embedded 

systems need higher standards than general computing, we'd 

like} to pay special attention to the present next generation 

physically-aware built system necessities if we actually want 

to place our full trust in them. Therefore, we would like to 

clarify the definitions of some common Hz system-level 

necessities /challenges. We have a tendency to associate main 

Hz challenges with their attributes in Figure. 3. Brief 

definitions for the challenges area unit given within the 

following and an outline, linking challenges to applications, 

concludes this section. 

Dependability refers to the property of a system to perform 

needed functionalities throughout its operation while not vital 

degradation in its performance and outcome. Reliability 

reflects the degree of trust place within the whole system. 

Maintainability refers to the property of a system to be 

repaired just in case a failure happens. A extremely reparable 

system ought to be repaired in an exceedingly easy and fast 

manner at the minimum expenses of supporting resources, 

and free from inflicting further faults throughout the upkeep 

method. 

 

Figure 3. CPS Challenges. 

Availability refers to the property of a system to be 

prepared for access even once faults occur. A extremely 

accessible system ought to isolate nonfunctional portion from 

itself and still operate while not it. 

Safety refers to the property of a system to not cause any 

hurt, hazard or risk within or outside of it throughout its 

operation. a really safe system ought to suits each general 

and application-specific safety rules to a good extent and 

deploy safety assurance mechanisms just in case one thing 

went wrong. 

Reliability refers to the degree of correctness that a system 

provides to perform its perform. The certification of system 

capabilities regarding a way to do things properly doesn't 

mean that they're done properly. 

Robustness refers to the power of a system to stay its 

stable configuration and stand up to any failures. A extremely 

strong system ought to still operate within the presence of 

any failures while not elementary changes to its original 

configuration and forestall those failures from obstructive or 

stopping its operation. 

Predictability refers to the degree of foreseeing of a 

system’s state/behavior/functionality either qualitatively or 
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quantitatively. A extremely predicable system ought to 

guarantee the required outcome of the system’s 

behavior/functionality to a good extent each moment of your 

time at that it's operative whereas meeting all system 

necessities.  

Accuracy refers to the degree of closeness of a system’s 

measured/ observed outcome to its actual/calculated one. A 

extremely correct system ought to converge to the particular 

outcome as shut as attainable. 

Security refers to the property of a system to manage 

access to the system resources and defend sensitive info from 

unauthorized disclosures. A extremely secure system ought to 

give protection mechanisms against unauthorized 

modification of data and unauthorized withholding of 

resources, and should be free from revelation of sensitive 

info to a good extent. 

Reconfigurability refers to the property of a system to vary 

its configurations just in case of failure or upon inner or outer 

requests. A extremely reconfigurable system ought to be 

self-configurable, which means able to fine-tune itself 

dynamically and coordinate the operation of its parts at finer 

granularities. 

Efficiency refers to the quantity of resources (such as 

energy, cost, time etc.) the system needs to deliver nominal 

functionalities. A extremely economical system ought to 

operate properly beneath optimum quantity of the system 

resources.  

Integrity refers to the property of a system to guard itself 

or info inside it from unauthorized manipulation or 

modification to preserve correctness of the knowledge. A 

high integrity system ought to give intensive authorization 

and consistency check mechanisms. High integrity is one 

amongst the necessary properties of a Hz. 

Interoperability refers to the power of the 

systems/components to figure along, exchange info and use 

this info to supply nominal services. A extremely practical 

system ought to give or settle for services tributary to 

effective communication and interoperation among system 

parts. 

5. Conclusions 

The Cyber-Physical System (CPS) is a promising 

paradigm for the design of current and future engineered 

systems and is expected to make an important impact on our 

interactions with the real world. The idea behind CPS 

places the focus on the integrated system design instead of 

on the cyber or the physical system independently. This 

paper has surveyed the literature describing methods to 

model and analyze CPVS with a focus on challenges of 

real-time embedded CPVS. Thus Most of the innovation in 

automotive domain is in electronics and software. All new 

features in modern cars—like advanced driver assistance 

systems—are based on electronics and software rather than 

on mechanical engineering innovations. Also with new 

advancements in mobile devices and sensors new revolutions 

are possible in near future in vehicles and automobile 

industries. In the future, there are many research issues that 

are needed to be investigated in order to increase the 

efficiency and enhance the functionality and intelligence of 

the applications of mobile CPS. One direction is to consider 

mobile user privacy, which is fundamental to protect users’ 

personal information and thus well interact and cooperate 

with users. 
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