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Abstract: Nowadays digital image captured through Photoelectric Technique have undergone with malicious modifications.
The proposed paper tells on a high quality recovery of digital document using absolute watermarking approach. The recoveries of
lost informations are identified using bit values. Whereas the problem on recovering scaled, rotated and translated images exist
still. Thus the absolute watermarking approach assures the recovery of digital images from any format of manipulations
providing high quality pictures. The different sort of bits used for this purpose is classified into audit bit, carrier bit and output bit.
Here the consistent feature of the original image is coded and the output bit is protected using a carrier encoder. This enables the
audit bit to detect the erasure locations and retrieve the manipulated areas of the image with high quality pictures in low cost.
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1. Introduction
The recent digital culture provides many new opportunities
for the rapid and inexpensive distribution of digital content.
Various kinds of information can be encoded into digital form,
duplicated without loss of fidelity and transmitted to
incredible numbers of recipients over worldwide at negligible
cost. While offering interesting opportunities, this evolution
also posses’ serious challenges like protecting the authenticity
and integrity of the digital image. Digital watermarking is a
method to make data set, such image, sound or video. A stego
data set consist of the original data, the cover data set and a
digital watermark that does not affect the data set's usability
but that can be detected using dedicated software or system.
Watermarking can be used for marking authorship or
ownership of a data set [2]. The paper focuses on the recovery
of an image from any means of modifications or
manipulations by considering the wavelength coefficient of
the original image. There are certain limitations, which
includes the detection of slight changes in gray level based on
the viewers position. Of all the methods that have been
proposed to protect the intellectual property rights of digital
images, digital watermarking schemes are the most commonly
used. In digital watermarking schemes, some types of digital

data, such as logos, labels are embedded in the image.
Generally existing popular image manipulation techniques
provokes the integrity of the digital images. Various
techniques are required to guarantee the integrity of the image
or to safe-guard it from many intentional malicious
manipulations. The examples are in video surveillance
applications requires to guarantee the snap shot captured were
genuine and are not manipulated anyway in between
transmission and reception, or in digital content transmission
over peer-to-peer network.

2. Related Works
Some common approaches used to guarantee the integrity
of the digital images are the use of hash function, fragile
watermarking, semi-fragile watermarking and self embedding
techniques. In the use of hash function, along with the original
image the hashed one is also transmitted. The receiver checks
the original image by hashing the original image and
comparing it with the received hashed one. If both are same,
the receiver declares the image is unaltered [1]. But the hashed
image requires a separate secure channel for transmission,
which must be reused for each image transmission. Such a
channel might not be available in all the cases. Hence we go
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for embedding the verification data into the image itself.
Fragile watermarking is the process of marking the image
which can detect the modifications by comparing the extracted
mark with the original image. A scheme proposed for the
authentication of image by watermarking, includes the
embedding of simple features in compressed form on the
image that can locate the tampered areas. Usually the
watermarking has been used to embed author and copyright
information to the multimedia content. The watermark will
not damage even after the intentional attacks and this
preserves the stored information [6].
Some other techniques aim to tampering location detection
and error-recovery via single watermark. Depending on the
application, the parameter dependency can be considered and
adequate performance can be provided as well. The change of
quality of watermarked image with tolerable rate happens in
flexible watermarking, whereas the constant fidelity
watermarks provide stability in parameters [5]. Most recent
technique deals the trade-off problems in major parameters of
watermarking by certain articulate notions. These include (i)
Modeling image representation and reference bit generation as
a source coding problem; (ii) Modeling the tampering as an
erasure channel while handling it with proper channel coding.

3. Method and Implementation
Like the other systems used, the method uses the algorithm
Scale-Invariant Feature Transform (SIFT), that bundles a
feature detector and a feature descriptor. The detector extracts
from an image a nu-umber of attributed regions in a way
which is consistent with the viewpoint and the other viewing
conditions. The descriptor associates to the regions a signature
which identifies their appearance compactly and robustly and
is least expensive. Further only few number of bits will be
generated on the usage of this algorithm. Predictive encoding
is used for the compression of the images. This combines the
sequence of identical symbols into single symbol and
determines its number of occurrences. RS coding is used for
the carrier coding to deal with erasure problem. Audit bits and
carrier bits are used for manipulation detection as well as
self-recovery of contents. Audit bits are derived from the hash
of the MSB bits, which compares with the hash of actual
image received. The receiver generates SIFT of the received
image and it follows decompression as well carrier decoding.
Thus it recovers a high quality image.
The objective of the approach is to recognize the tampered
areas of the image and also the reconstruction of the image
information in the tampered area. This can be achieved by
considering the most significant bits of each pixel as
unchanged, and use the remaining bits for the watermarking
purpose. This is done by applying Scale Invariant Feature
Transform to the original image and then compressing the
image using source encoding algorithm, this results in an
efficient watermark.
However, there is a chance to lose the content of the image
due to manipulations. To overcome this, the Scale Invariant
Feature Transform is applied. Compressed image is carrier

coded to exhibit robustness against high level manipulations.
To detect tampered blocks at the receiver, audit bits are
generated from the parts of the scale invariant feature
transformed image which remain unchanged during
watermark embedding procedure. These audit bits are
included in the total watermark as part of it. As a result, both
carrier bits and audit bits of the original image has the least
significant bit contained in it. By the usage of audit bits the
tampering can be viewed as erasure error. Thus the
compressed bit stream is carrier coded using a code that can
resist certain level of tampering. At the receiver, the Scale
Invariant Feature Transform finds out the received tampered
image. The audit bits identify the tampered blocks and in turn,
the tampered blocks identifies erasure locations, which helps
the RS channel decoder to find the compressed image bit
stream despite the occurring erasure. Finally the source coded
image will be decoded and the original image is recovered.
The steps included here are:
3.1. Watermarking Approach
The gray scale pixel value of the original image is divided
into four parts, most significant bit mb, audit bit ma, source
code bit ms and carrier bit mc. The most significant bit remains
unchanged throughout the watermarking procedure. The
image reproduction and hash value generation is done with the
MSB bit. Whereas the other three parameters are used for
watermarking procedure. Consider the image pixels being
represented as N1 x N2. Here N1is the number of rows and N2
is the number columns of the image pixel.

Figure 1. Embedding of Absolute Watermarking.

The original image is compressed and the compressed bit
streams are permuted by using secret key K. Reed-Solomon
algorithm is an error correcting algorithm, which is used for
carrier coding here. The bit streams are permuted before and
after the carrier coding and the secret key K is generated.
These keys are known to both transmitter and receiver end to
ensure the security of the system. The image I which has to be
watermarked is divided into block sizes of MxM, so the each
image block will host bc=ma x b2channel code bits. The bc bits
are originally derived from some other blocks. The rows and
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indices of these blocks are turned to binary streams, which are
called position bits. The derived binary bits and most
significant bits used for the hash generation. This will result in
bh=mh x b2 hash bits. At the watermark embedding phase, we
randomly generate a binary key which is fixed over the whole
image. The bh audit bits are generated by XOR the derived
binary key with hash bits. The least significant bits of the
actual image are replaced with the check mw stands for
indicating the number of bits for watermark embedding.
3.2. Spoofing
The received image might be tampered due to the
interference of various types of noises or due to some other
intentional manipulations. Trace the local feature coordinates
of the received watermarked image, which is decomposed into
blocks of size B × B. Here mwis the watermarked one which
contains whole information about the image. The MSB bits
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are decomposed to produce MSB bits. Record the extracted
audit bits and generated hash bits, and compare them can find
out the tampered blocks. The result shows tampering, if the
generated and extracted hash bits are different.
3.3. Recovery
After the tampered blocks detected, the carrier coded bits of
the whole image are found out and stored from the LSB
watermark. Carrier coded bits undergo inverse permutation by
using the secret key K2. Then these bits and the list of
tampered blocks are given as the input to the RS decoder. The
compressed image bits streams are obtained at the output of
the RS erasure decoder, which is again inverse permuted by
the secret key K2. Then the compressed image bit stream is
source decoded. The reconstructed image is made by
replacing the tampered blocks by their corresponding blocks
at the output of the source decoder.

Figure 2. Detection and Recovery of Manipulated Image.

3.4. SIFT - Scale Invariant Feature Transform
SIFT is applied in the proposed method to convert the
original image as well the received image into set of local
feature coordinates. These feature vectors of the image stands
invariant and distinctive to any types of scaling, rotation or
translation. These invariant features are also robust across a
substantial range of affine distortion, addition of noise, and

change in illumination. The proposed method implement the
SIFT as in the following steps 1) Creating the Difference of
Gaussian Pyramid; 2) Extrema Detection; 3) Noise
Elimination; 4) Orientation Assignment; 5) Descriptor
Computation; and 6) Key points Matching. First, take the
convolution of the original image I with Gaussian function G0
of width σ0. This would result in blurred image L0as the
primary image in the Gaussian pyramid. For creating the
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ithimage in the image pyramid, incrementally convolve L0with
a Gaussian Gi, of widthσi. This is equivalent to the original
image filtered with Gaussian Gk of width kσ0.
Gaussian Pyramid. Each point is compared with all its 26
neighbors of the pixels to get the local maxima and minima of
D(x,y,σ). If the algorithm finds out that this point is maximum
or minimum, then the obtained point is an extreme. By using
Taylor series expansion, localization of the key point is
improved to sub pixel accuracy. The key point elimination
stage attempts to eliminate some points from the list of
candidate key points by finding those that have low contrast or
poorly localized on an edge. The poorly localized extrema is
eliminated by use a large principle curvature across the edge
but a small curvature in the perpendicular direction of the
Difference in Gaussian functions. Based on local image
properties, the orientation step assigns a consistent orientation
to the key points. An orientation histogram is formed from this,
the peaks of it defines dominant direction of local gradients.
The image gradient magnitudes and orientations are sampled
around the key point location in the descriptor. Finally, the key
points in the transformed image are compared with the key
points in the original image and the feature is picked for the
comparison.

available for watermarking. Only the least significant bit of
the SIFT transformed image is used for watermarking. The
PSNR of the watermarked image is improved by PE
compression algorithm. The quality of the real image is
preserved without any noticeable distortion. Hence, in the
transparency point of view, this method outperforms the
existing method. The PSNR values are constant and
independent on the selected host image. The self-recovery
performance of the proposed algorithm is investigated by
applying variety of tampering in high rate and low rate. Here
the original and watermarked images are same as in Figure. 3
and 4. Tampering of the watermarked image and the original
reconstructed images are shown in Figure. 6 and 7
respectively.

3.5. Compression
Compressing an image is to avoid redundancies in data.
Here, the color value of pixel is estimated by using the color
value of neighboring pixels. The first step is the color
quantization with some region of the image input. The
centroid of the regions can get from the first task. The color
value prediction is the next step and it starts from the left to
right column and top to bottom row by taking one pixel bit at a
time. Then the residual error is calculated for each pixel. The
final step is the encoding of errors and the calculation of some
parameters such as value and the number of centroid.

Figure 3. Original Image.

3.6. Carrier Coding
The RS codes add redundant parity symbols to the end of a
message. When the signal to noise ratio is low, the bits could
get flipped during transmission. The use of redundant parity
bits (p) can recover the original message up to certain point.
The value of p is chosen to be 2 when applied to a digital
system, so its values can be expressed in a binary
representation. The symbol size is m bits where m is an integer
and at least 2. RS codes are denoted as RS (m, k) where k is the
number of symbols that is encoded and m is the total number
of symbols in the encoded block.

4. Experimental Results
An image of size 256 × 256 is watermarked using the
proposed method. The original image is shown in Figure. 3
and the Figure. 4 shows SIFT transformed version of the
original image. The local coordinate feature is specified in red
color. Figure. 5 show the watermarked image by the proposed
algorithm. The SIFT algorithm reduces the number of bits

Figure 4. SIFT Image.
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5. Conclusion

Figure 5. Watermarked Image.

The proposed method introduces a new watermarking
scheme to protect images against tampering as well as used for
the self-recovery of tampered images. The watermark
bit-budget falls into three parts, audit bits, source encoder
output bits, and channel encoder parity bits. The original
image is source coded using PE compression algorithm after
scale invariant transformation. The output bit stream of source
encoder is channel coded using Reed-Solomon code of a
required rate and over appropriate field. Since image
tampering affects a burst of bits, the RS codes over large
Galva fields are good choices. Audit bits help the receiver to
detect the tampered blocks. In this way tampering can be
modeled as an erasure error because of the receiver knows the
exact location of tampering. The use of SIFT to locate feature
coordinates is the major suggestion of this paper that reduce
the bit-budget for the watermarking as well as efficient
error-recovery. The combination of Predictive encoding
scheme along with modified SPIHT for the compression of the
image can result in better PSNR and efficiency. The proposed
system suggests an efficient method for finding tampered
areas of an image and also recovers the lost information. This
method can be applied to the field of image forensics. And
also can be extent to Security purposes, Copyright protection
and Hidden communication. The video tampering detection
and retrieval of lost information can also be done with the
proposed technique.
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