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Abstract: In cyberwar, people use technological means to launch a variety of attacks. Some of these attacks take a very 

conventional form. Computers can be used, for example, for propaganda, espionage, and vandalism. Denial of service attacks 

can be used to shut down websites, silencing the enemy and potentially disrupting their government and industry by creating a 

distraction. Cyberwar can also be utilized to attack equipment and infrastructure, which is a major concern for heavily 

industrialized nations which rely on electronic systems for many tasks. Using advanced skills, people can potentially get 

backdoor access to computer systems which hold sensitive data or are used for very sensitive tasks. A skilled cyberwarrior 

could, for example, interrupt a nation's electrical grid, scramble data about military movements, or attack government 

computer systems. Stealthier tactics might involve creating systems which can be used to continually gather and transmit 

classified information directly into the hands of the enemy or using viruses to interrupt government computer systems. 
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1. Introduction 

Cyberwarfare is a form of warfare that occurs in 

“cyberspace,” which is the abstract location in which Internet 

websites and databases exist. This is not a physical space in 

the sense that the servers and other hardware running 

websites exist in real space, but instead refers to the 

collective digital information that makes up the Internet. It is 

a form of information warfare sometimes seen as analogous 

to conventional warfare although this analogy is 

controversial for both its accuracy and its political motivation. 

Cyberwarfare typically consists of activities over the Internet 

that represent new forms of attack, while still resembling 

older military or combat practices. This can include 

vandalism, espionage, and sabotage to gain information and 

access to critical computer systems. 

Sometimes also referred to as cyber warfare, cyber spying, 

and cyber terrorism, cyberwarfare can consist of any type of 

aggressive or malicious action taken against a corporation, 

private citizen, or government agency that occurs in 

cyberspace. There are a number of different forms of cyber 

attacks that can be perpetrated against a person, business, or 

government and these different attacks typically build on 

each other toward a single goal. Espionage is a common 

form of cyberwarfare, often referred to as cyber espionage, 

and typically consists of attempting to learn secret or private 

information about a person, business, or government. 

Information gained this way can be used in cyber sabotage 

in a cyberwarfare campaign. For example, a cyber terrorist or 

cyber soldier could gain access to data regarding pressure 

controls of a natural gas pipeline. This information could be 

further used to take over those pressure controls and even 

override safety systems and cause the pipeline to explode or 

otherwise shut down. Attacks such as these, in a large enough 

coordinated effort, could cause serious damage, injury, or 

otherwise negatively affect operations of a company or 

country. 

While cyberwarfare is a fairly new form of warfare, it is 

being taken quite seriously by many corporations and 

countries across the world. Security concerns for 

governments and businesses have increasingly revolved 

around cyber attacks, and many nations are moving toward 

something of a cyber arms race to amass computer experts to 

defend against and launch cyber attacks. Many military 

officials consider cyber attacks to be of great importance, and 

future military campaigns will likely include cyberspace as 

well as land, sea, air, and space operations. 

As the world becomes more networked, more crucial 

systems become susceptible to attacks in cyberspace. 

Although certain military systems remain accessible only by 

being present at a terminal on site, the vast majority of 

critical systems that control modern nations are now tied into 
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the Internet in some way or another. While these systems are 

defended by high levels of security, they are nonetheless 

breakable, and cyber warfare concerns itself with finding 

weaknesses and exploiting them.  In the USA,critical 

infrastructure protection became a veritable watchword in 

local and national security policy circles, even before the 

9/11 terrorist attack and the establishment of the Department 

of Homeland Security. The success of the 9/11 conspiracy 

has been attributed in part to a “failure of imagination” on 

the part of the U.S. defense and intelligence community. This, 

in turn, has spawned reactive, “worst case” predictions, along 

the lines that, “the attack the experts say cannot happen or 

that terrorists are not interested in pursuing is simply an 

attack that hasn’t happened yet. 

In February 2010, top American lawmakers warned that 

the "threat of a crippling attack on telecommunications and 

computer networks was sharply on the rise."  According to 

The Lipman Report, numerous key sectors of the U.S. 

economy along with that of other nations, are currently at 

risk, including cyber threats to public and private facilities, 

banking and finance, transportation, manufacturing, medical, 

education and government, all of which are now dependent 

on computers for daily operations. There are three major 

sectors targeted by most nations involved in cyber warfare: 

financial, infrastructure, and governmental. Financial attacks 

could disrupt the world’s major markets by taking down 

electronically-controlled commodity exchanges, or by 

shutting down web-based operations of major banks or 

retailers. Infrastructure attacks can damage a nation by 

shutting down critical utility systems, such as electrical grids, 

or by wrecking havoc on others, such as opening dams, or 

interfering with the air traffic control system. Governmental 

attacks can shut down the ability of government officials to 

communicate with one another, steal secret digital 

communications, or release things like tax information, 

social security information, or other personal data to the 

public. 

In 2009 a report was released showing that the United 

States electrical grid was incredibly susceptible to attacks in 

cyberspace which could cripple the nation by shutting off 

electricity to hundreds of millions of people. The report 

claimed that the grid had already been breached by both 

Russia and China, both of whom had left behind software 

that could be activated remotely to control the system. 

Although such an attack has not yet happened anywhere in 

the world, if combined with a conventional military attack it 

could prove catastrophic. 

Many critical military systems are also susceptible to 

virtual attacks. Satellite systems, for example, although 

protected by extensive security, have been breached on 

occasion. If an enemy were to take control of spy satellites or 

satellites which feed GPS data to aircraft and missiles, it 

could be a major blow to the military. 

In recent years, it has become apparent that the major 

military nations of the world are each devoting large amounts 

of energy and money to cyber warfare. China has received 

the most press for its programs, but reports have also 

surfaced about the programs of both the United States and 

Russia as well. Although these attacks have, for the most part, 

been benevolent, they are laying the groundwork for future 

wars which could be waged predominantly through the use 

of communications technology. 

Seasoned observers, such as military analyst Anthony H. 

Cordesman writing on cyber warfare and related matters, 

pointed  out the need for calm reflection and accurate 

calibration of the problem before allocating scarce tax dollars 

to critical infrastructure protection. With respect to cyber 

warfare, Cordesman observed in December 2000: 

“There is a flood of uncertain and poorly defined data on 

the threat, much of which is highly anecdotal. Incidents tend 

to be exaggerated while the overall pattern in the threat may 

be understated or missed altogether. Cost and risk estimates 

are issues that are little more than guesstimates, often using 

ridiculous methods and data. There is a critical lack of 

technological net assessment of the trends in offense and 

defense…” 

There exists the possibility that foreign nation-states—not 

only the U.S.—could mount and 

finance a well-organized cyber warfare program. This 

would allow them to utilize a cyber attack 

capability against an adversary. A multi-faceted cyber 

attack employing various techniques could 

be highly disruptive if the United States and its allies were 

unprepared for it. A cyber attack by nation-states targeting 

the transportation, communications, or banking sector 

computer systems in the United States would, at a minimum, 

entail significant economic costs and its effect will go 

beyond the level of temporary nuisance to inflict sustained 

uncertainty, confusion, and even chaos across significant 

elements of the population. In the most extreme of cases, 

these disruptions could cause human casualties. 

Cyber attacks occur on a frequent basis and in a near-

instantaneous manner; as the world becomes more connected, 

more machines and more people will be affected by an attack. 

In the months and years to come, cyber attack techniques 

will evolve even further, exposing various— and possibly 

critical—vulnerabilities that have not yet been identified by 

computer security experts. Moreover, such attacks could also 

be coordinated to coincide with physical assaults, in order to 

maximize the impact of both. 

2. Recent Developments 

During the past five years, the world has witnessed an 

escalation in the number of cyber attacks involving hackers 

attacking and counterattacking in the context of regional or 

local disputes. When peacekeeping operations began in 

Kosovo, NATO and Serbian hackers attacked back and forth 

attempting to control each other’s electronic resources. The 

same has occurred during the Palestinian-Israeli conflict, the 

India-Pakistan disagreement over Kashmir, and between 

Chinese and American hackers during the accidental 

bombing of the Chinese Embassy in Belgrade in 1999 and 

the May 2001 downed spy-plane incident.  A cyber war 
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between Chechen and Russian hackers has also taken place 

during the conflict between the Russian military and 

Chechen fighters. These cyber wars coincided with actual 

physical conflicts but intrusions, in one form or another, also 

have taken place in isolation. In recent years, the scope and 

sophistication of cyber attacks have also expanded. Whereas 

antecedent attacks were relatively benign, more recent 

intrusions have compromised vital communications and 

critical infrastructure systems, such as public utilities 

connected to the Net. 

The Slammer worm, for example, exploited a vulnerability 

in Microsoft’s SQL database software that led to cascading 

effects in electronic infrastructure that were certainly not 

predicted beforehand.  Airline booking systems and bank 

Automated Teller Machines (ATMs) were among other 

systems impacted by Slammer infections. The Slammer 

worm also significantly degraded computer systems that 

control monitoring capabilities at the Davis-Besse nuclear 

power plant in Ohio. 

3. Why Cyber Warefare 

Although cyberwarfare will probably not displace 

traditional,kinetic warfare, it will become an increasingly 

important weapon in the arsenals of nation-states for several 

reasons. First, developing the capacity to wage cyberwar 

costs little compared to the cost of developing and 

maintaining the capacity to wage twenty-first century kinetic 

war. The expense of cyberwarfare primarily encompasses 

training and paying cyberwarriors, and purchasing and 

maintaining the hardware and software needed to launch and 

counter cyberattacks, because nations will wage 

cyberwarfare primarily over publicly accessible networks. 

Second, cyberwarfare provides an appealing option for 

nations because of the relative conservation of human and 

non-human resources. While cyberattacks are likely to 

generate human casualties and property destruction, 

cyberattacks will inflict far less damage than kinetic attacks. 

This conservation of resources erodes has the added 

advantage of insulating cyberwarriors from physical injury: 

unlike their counterparts in traditional military organizations, 

cyberwarriors operate remotely and launch cyberattacks from 

within the territory of their own nation-state. The remoteness 

of cyberwarfare effectively eliminates the likelihood of 

injury or death in a physical encounter with forces from an 

opposing nation-state. Therefore, a nation-state needs only a 

relatively small cadre of cyberwarriors to wage cyberwarfare, 

and it can assume that few, if any, of those warriors will be 

lost in the conflict. Third, nation-states are likely to find 

cyberwarfare attractive because the sponsoring nation-state 

may be able to disguise the source of the attacks and thereby 

avoid responsibility. Even if Nation A suspects Nation B 

launched the cyberattacks that targeted its infrastructure, 

Nation A probably will not (and under the existing laws of 

war cannot lawfully) retaliate against Nation B unless and 

until it confirms that suspicion. For these and other reasons, 

nation-states will be forced to deal with the phenomenon of 

cyberwarfare in the years and decades to come. Cyberwarfare 

is a new phenomenon that differs in a number of respects 

from traditional warfare, and these differences raise legal, 

policy, and practical issues that nation-states will have to 

resolve,both individually and collectively.Some of these 

issues includes: 

3.1. The Internet is Vulnerable 

The Internet’s imperfect design allows hackers to 

surreptitiously read, delete, and/or modify information stored 

on or traveling between computers. There are about 100 

additions to the Common Vulnerabilities and Exposures 

(CVE) database each month.1 Attackers, armed with 

constantly evolving malicious code, likely have more paths 

into your network and the secrets it contains than your 

system administrators can protect. 

3.2. High Return on Investment 

The objectives of cyber warfare practitioners speak for 

themselves: the theft of research and development data, 

eavesdropping on sensitive communications, and the delivery 

of powerful propaganda deep behind enemy lines (to name a 

few). The elegance of computer hacking lies in the fact that it 

may be attempted for a fraction of the cost – and risk – of 

any other information collection or manipulation strategy. 

3.3. The Inadequacy of Cyber Defense 

Cyber defense is still an immature discipline. Traditional 

law enforcement skills are inadequate, and it is difficult to 

retain personnel with highly marketable skills. Challenging 

computer investigations are further complicated by the 

international nature of the Internet, and, in the case of state-

sponsored computer network operations, law enforcement 

cooperation will be either Potemkin or non-existent. 

3.4. Plausible Deniability 

The maze-like architecture of the Internet offers cyber 

attackers a high degree of anonymity. Smart hackers can 

route attacks through countries with which the victim’s 

government has poor diplomatic relations and no law 

enforcement cooperation. Even successful investigations 

often lead only to another hacked computer. Governments 

today faces the prospect of losing a cyber conflict without 

ever knowing the identity of their adversary. 

3.5. Participation of Non-State Actors 

Nation-states endeavor to retain as much control as they 

can over international conflict. However, globalization and 

the Internet have considerably strengthened the ability of 

anyone to follow current events, as well as the power to 

shape them. Transnational subcultures now spontaneously 

coalesce online, and influence myriad political agendas, 

without reporting to any chain-of-command. A challenge for 

national security leadership is whether such activity could 

spin delicate diplomacy out of control. 
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3.6. Low Entry Cost 

For the price of a computer and connection to the Internet 

anyone can conduct cyber warfare operations. A variety of 

cyber warfare tools are openly available on a multitude of 

Internet sites worldwide. Consequently, the potential number 

of organizations capable of conducting cyber warfare  is 

incalculable. 

3.7. Blurred Traditional Boundaries 

Cyber warfare creates its own fog of war. Given the 

infinite number of potential threat to organizations, the 

number of different cyber attack tools and the 

interconnectivity of the World Wide Web, it becomes 

increasingly difficult to determine between foreign and 

domestic sources of cyber warfare. This creates a cyber 

response dilemma. If you don’t know who is attacking you, 

how do you respond to the incident? . The use of third parties 

by adversaries to conduct cyber warfare attacks can further 

complicate this issue. 

3.8. Expanded Role for Perception Management 

Our adversaries now have the ability to effortlessly 

manipulate public perception by digitally manufacturing 

information or altering multimedia files. The cyber world 

never sleeps—it is available 24 hours a day. Perception 

management requires an equal amount of counter-perception 

management. This effort consumes valuable resources. 

Counter-perception management may detract from the 

original mission or may cause the mission to be canceled 

outright if the efforts are not successful.  For 

example,American participation in Somalia Operations from 

1992-1994 was a case in point. The Clinton administration’s 

efforts were doomed when it could not counteract the 

negative domestic perceptions caused by photos showing a 

dead American service member being dragged through the 

city streets of Mogadishu. 

3.9. Lack of Strategic Intelligence 

Traditional intelligence gathering methods and subsequent 

analytic techniques are outdated. Current intelligence and 

law enforcement organizations are not prepared for cyber 

warfare intelligence gathering. The blurring of traditional 

boundaries is a factor in this issue. Who, legally, collects 

what intelligence on whom? 

3.10. Difficulty of Tactical Warning and Attack Assessment 

As a result of the ease and availability of cyber warfare 

tools and the fact that anyone can potentially launch a cyber 

attack, there is little to differentiate the “thrill-seeker” attack 

from the nation-state attack. Consequently, a country may not 

know when an attack is underway, how the attack is being 

conducted, or by whom. The anonymous nature of 

cyberspace can be pierced over time but the initial cyber 

assault favors the attacker. 

4. Types of Cyberwarfare 

4.1. Espionage 

Increasingly, governments around the world complain 

publicly of cyber espionage. On a daily basis, anonymous 

computer hackers secretly and illegally copy vast quantities 

of computer data and network communications. Theoretically, 

it is possible to conduct devastating intelligence-gathering 

operations, even on highly sensitive political and military 

communications, remotely from anywhere in the world. 

Classified information that is not handled securely can be 

intercepted and even modified, making espionage possible 

from the other side of the world. Specific attacks on the 

United States have been given codenames like Titan Rain 

and Moonlight Maze. General Alexander notes that the 

recently established Cyber Command is currently trying to 

determine whether such activities as commercial espionage 

or theft of intellectual property are criminal activities or 

actual "breaches of national security." 

4.2. Propaganda 

Cheap and effective, propaganda is often both the easiest 

and the most powerful cyber attack. Digital information, in 

text or image format – and regardless of whether it is true – 

can be instantly copied and sent anywhere in the world, even 

deep behind enemy lines. And provocative information that 

is removed from the Web may appear on another website in 

seconds. 

4.3. Denial-of-Service (DoS) 

The simple strategy behind a DoS attack is to deny the use 

of a computer resource to legitimate users. The most 

common tactic is to flood the target with so much 

superfluous data that it cannot respond to real requests for 

services or information. Other DoS attacks include physical 

destruction of computer hardware and the use of 

electromagnetic interference, designed to destroy unshielded 

electronics via current or voltage surges. 

4.4. Data Modification 

Data modification is extremely dangerous, because a 

successful attack can mean that legitimate users (human or 

machine) will make an important decision(s) based on 

maliciously altered information. Such attacks range from 

website defacement (often referred to as “electronic graffiti”, 

but which can still carry propaganda or disinformation) to 

database attacks intended to corrupt weapons or Command 

and Control (C2) systems. 

4.5. Infrastructure Manipulation 

National critical infrastructures are, like everything else, 

increasingly connected to the Internet. However, because 

instant response is often required, and because associated 

hardware may have insufficient computing resources, 

security may not be robust. The management of electricity 
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may be especially important for national security planners to 

evaluate, because electricity has no substitute, and all other 

infrastructures depend on it. Also, it is important to note that 

almost all critical infrastructures are in private hands. 

5. Conclusion 

Cyber-warfare is different from conventional, kinetic 

warfare. Both it and its parent, information warfare, depend 

upon the frailties of human beings for many characteristics. 

One of the fundamental differences between cyber-warfare 

and kinetic warfare is the nature of their environments. 

Kinetic warfare takes place in the physical world, governed 

by physical laws that we know and understand. Cyber-

warfare takes place in an artificial, man-made world that is 

chaotic with imperfections. Cyber-warfare can use some of 

the principles of kinetic warfare, but there are other 

principles that have little or no meaning in cyberspace. For 

these reasons, the principles of cyber-warfare are, ultimately, 

different from those of kinetic warfare. 
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