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Abstract: Owing to the surfacing of new technologies which can abet easier and faster processing of data, there has been a 

increasing need for most organization to develop an online system. Most of these systems are developed using php 

programming language. This paper shows that most of these web-based systems are vulnerable to different types of attacks 

resulting from the disregard to security appraise during the development of the system. Security of information asset which are 

painstaking to any organization is one of the most important tasks which need to be safeguard regularly. Critical information 

infrastructure protection (CIIP) had become a lingering area of interest in the modern days of information dissemination, from 

the inauguration of internet to the modern elevated-profile dispersed denial-of-service assail against critical systems. Critical 

systems rely deeply on information communication; the interruptions of the information communication can obstruct the 

operation of critical systems. The western nations have advanced CIIP elucidation in place, but these elucidations are not 

always suitable for growing countries, where exceptional contest and necessities have to be addressed. Meanwhile, the western 

worlds are familiarizes with unmatched improvement of their information infrastructures. However, the lack of national CIIP 

efforts creates a situation for developing nations to become launch pads for cyber-attacks. In this paper, I have proposed a 

Network Traffic Analyzer that will analyze source codes of web based critical infrastructures and detect vulnerability in the 

codes for better security from attacks. 

Keywords: Critical Information Infrastructure Protection, Information Security, Vulnerabilities, Network Analyzer 

 

1. Introduction 

Dependability and smooth operation of system control are 

highly depend on the spectrum of inter-reliant of national and 

international software based dominant in solving national 

security [1, 2]. The present society involved the best suite to 

manage the information infrastructure in any organization for 

safety of attacks or treat from third party. 

Critical information infrastructure (CII) supports countless 

underpinnings of the critical infrastructure (CI), when some 

of the emerging technologies were embraced and 

implemented, connection to other infrastructures / 

organizations became easier and made them interconnected 

and co-dependent [3]. Information systems does not only 

exposed to failures or malicious attack, they're also likely to 

attractive targets for malicious attacks [4-6]. The CI conveys 

a spread of services to individuals, and society as a whole, 

depending on the extent of the information dissemination in 

the organisation. Any damage to or interruption of the CI 

causes ripples across the technical and therefore the societal 

systems – a principle that has held true within the past and 

even more. Attacking infrastructure, therefore, encompasses 

a ‘force multiplier’ effect, allowing even a comparatively 

small attack to realize a far greater impact. For this reason, 

CI structures and networks have historically proven to be 

appealing targets for a full array of actors (OCIPEP, 2003). 

Driven by a growing concern for the potential vulnerability 

of networked societies along with an increasing number of 

disruptions within the cyber-domain, many countries have 

taken steps to raised understand the vulnerabilities of and 

threats to their information infrastructure, and have proposed 

measures for the protection of those assets Critical 

Infrastructure Protection (CIP)/Critical Information 

Infrastructure Protection (CIIP)). Critical infrastructures (CI) 

are at center of any advanced civilized country [7, 8]. 

These organizations comprise: insurance sectors, financial 
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infrastructure (e.g. aircraft, railways, and mass transit), public 

services (e.g., emergency services, enforcement, and fire 

services), energy, and health care. Critical Information 

Infrastructure Protection (CIIP) could be a convoluted but 

focal topic for any nations. Nations at large critically depend 

upon Critical Infrastructure (CI) services like energy supply, 

telecommunications, financial systems, the middle, and 

governmental services [9, 10].  

Critical Infrastructures (CI): can be referred to as those 

substructures/organizations that are vital for the upkeep of 

relevant functions such as economy, security, medical and 

general care of the members of a society, and thus the 

interruption or destruction of which will have a serious 

consequences on such society”. 

A network traffic analyzer is sometimes a combination of 

related hardware and or software (computer program), or at 

other times an unconnected hardware component, which an 

organization can install on either a computer or network to 

increase their defense or protection against malicious activity 

or hackers. It is sometimes referred to as protocol analyzer or 

packet analyzer. 

Network analyzers can be an alternative firewall, or anti-

malware tracking programs. It also can act as an intrusion 

detection device. 

Network analysis is the technique involved in getting 

network traffic and scrutinizing it thoroughly to find out the 

kind of activities that is going on a particular network [11, 

12]. The network analyzer translates the data packets of 

known rules and presents the deciphered network traffic in a 

format that is understandable.  

A sniffer could also be a program that monitors data 

traveling over a network. Unauthorized sniffers are 

dangerous to network security because they're difficult to 

detect and should be inserted almost anywhere, which makes 

them a favorite weapon of hackers.  

Traditional network analyzers were mainly highly 

expensive devoted hardware systems which are highly 

complicated in usage [13]. But at present, emergence of 

newer technology has given room for network analyzers 

which are just software. This makes it easier and cheaper for 

professionals who may require it to effectively detect faults 

in a network. It also brings the potential of network analysis. 

2. Literature Review 

Malware Detection and Framework Analysis for Windows 

based API was design by [14], the work "Windows API 

based ", came up with a proposal for malware detection 

method that is based on mining applicable Application 

Programming Interface (API) calls from sub classes of 

malware. In their work, the related APIs were extracted from 

each defined malware group and additionally distinguished 

using DCFS Document Class-wise Frequency feature 

Selection criteria to categorize the executable as hateful or 

gentle. They concentrated on the Windows API calls, 

therefore it will be limited to the detection of Windows PE 

malware.  

A highly automated Web based applications methods for 

protecting against SQL injection which has abstract and 

applied benefits over most existing methodologies was 

proposed [15]. This was achieved by the use of auditing to 

analyze the communications to prevent malicious access and 

on the other hand Signature based method is used to decrease 

the time taken to detect attacks. Besides, observed evaluation 

is completed on wide range of web applications & WASP 

(wireless application service provider) which automates the 

task very easily. 

Phishing attacks and their mode of operations was also 

design by [16]. They claimed this kind of attacks has been on 

the increase lately and is affecting both industry and 

individuals. Phishing has impacts such as reduced confidence 

on the internet, financial loss, and difficulties in investigation 

of fraud related incidents in the banking industries. Their 

paper deliberates the efficiency of several anti-Phishing tools 

against phishing attack. Their study further shows that these 

tools are good in cases where the threats are known 

beforehand. Their methodology was named "Anti-Phishing 

design using mutual authentication”. 

Analyses of some very undesirable opinions, created in the 

past few years, about Critical Information Infrastructure 

Protection (CIIP) and Cyber Security in Africa continent [17]. 

The work approached the expressed undesirable views that 

Africa can become the vehicle or podium from where cyber-

attacks could be thrown towards the rest of the world. The 

paper reviewed the motives for such adverse views and then 

proposes some steps which Africa needs to take in other to 

fight such impressions and to protect it against cyber-attacks. 

Most of their proposals are based on sensitizing the end users 

and giving safety procedures on measures organizations 

needs to follow in the development of their platforms. 

This paper intends to shift attention on the incident 

response stage, preparing first the rules, regulations, 

techniques, procedures, skills and tools to avoid having to 

approach the issue only after an incident. It is intended to 

attempt defense of cybercrime even from the attempt stage as 

damages may be too grave once an attack is successful. 

It will basically test the source code itself for vulnerability 

and in turn help the developer of the web-based application 

to take corrective actions on areas where vulnerabilities are 

detected. 

3. Methodology 

Figure 1 shows the general network analyzer of the 

proposed system. The application comprises of both the 

client Front end and the server. In other for the client to 

perform any of the functions defined, the client must first 

connect to the server using the local host. 

The web application will be deployed on a web server and 

accessible through a web-based user interface by the client. 

The HTTP server (e.g. Apache or Microsoft IIS) accepts HTTP 

requests send by the client (normally by a web browser such as 

Mozilla Firefox or Microsoft Internet Explorer) and hands 

back a HTTP response with the result of the request. 
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When a HTTP request is sent by the client it is parsed by 

the HTTP server (step 1 in figure 1). 

The HTTP server extracts the file name that is being 

requested and the parameters send (for example GET or 

POST parameters). When it detects a request for a dynamic 

file (in example a PHP script) it fetches the source code from 

the file system (step 2 in figure 1) and passes it along with 

the parameters to the scripting language interpreter (step 3 in 

figure 1). The interpreter executes the source code and 

handles external resources like databases (step 4 and 5 in 

figure 1) or files. It then creates the result (normally a HTML 

file) and sends it back to the Network analyzer which does all 

the analysis and sends it to the client where the result is 

displayed in the web browser. 

The analyzer: The analyzer itself scans through an entire 

web application and breaks each part into tokens that can be 

processed as units. 

 
Figure 1. Architecture of the Network Analyzer. 

4. Results 

 
Figure 2. Shows the home page of the analyser which contains a detailed guide on the usage of the analyser for users intending to use the application. 
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It also contains fields where the user can specify the path of the source code to analyze on the local host, the extent of 

analysis required, type of vulnerability to search for, an option to analyze sub directories and a button (Scan) to perform 

analysis once criteria are all set. 

 

Figure 3. Select Path and criteria to analyze. 

Figure 3 above further explains the path of the application, 

the verbosity level, the kind of vulnerable detected that may 

prone to attacks upper, Figure 4 explained earlier where all 

criteria for the analysis are set. This will determine the kind 

of result that will be displayed by the application after input 

has been processed. 

 

Figure 4. Analyzer in progress. 

Figure 4 above shows the output of application during the 

process of analyzing the source code which has been inputted 

into the system. 

 

Figure 5. Analyzer Result. 

Figure 5 above is the result of the analysis itself at a glance. 

This is generated by the system after it has successfully 

completed the analysis on the input in Figure 4. The result 

contains the different types of vulnerabilities detected, the 

sum of the vulnerabilities in total, total number of files 

analyzed, the amount of time it took to analyze the input, etc. 

 

Figure 6. Sample Vulnerability Concept. 

Figure 6 above shows one of the types of the result by 

clicking on one of the vulnerability type detected in Figure 4 

earlier and explains the concept of formation for the 

vulnerability type. 
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Figure 7. Sample Vulnerability description. 

Figure 7 above shows a scenario where a user is coming across a vulnerability type for the first time or does have much 

information about it. By clicking on Help the user is presented with a short description (explanation) of the vulnerability and an 

example code as shown above. 

 

Figure 8. Sample Vulnerability Mapping. 

Figure 8 above shows the mapping of files/modules 

analyzed in the source code and shows how they are 

interconnected to one another including which of those unit 

of codes has vulnerabilities and how it can in turn affect the 

entire software. 

5. Conclusion 

This paper has enhanced Critical Information 

Infrastructure Protection using the concept of Network 

analysis to implement an intelligent system which automate 

vulnerabilities detention in web based applications which are 

specifically designed for vital societal functions (Such as 

health, security and education etc) and in turn prevents the 

system or its information from being accessed by 

unauthorized users. 
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