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Abstract

The existing communication networks are currently encompassed with various malicious activities that aim to compromise the
confidentiality, integrity, and availability of data and systems. The activities include malware, phishing, ransomware, Distributed
Denial of Service (DDoS) attacks, and insider attacks. The rapid evolution of these threats necessitates the development of
advanced and adaptable intrusion detection systems (IDS) capable of operating across diverse network environments. This paper
presents the design of a cross-domain network intrusion detection system that leverages a convolutional neural network and
principal components analysis to enhance network intrusion detection accuracy and generalisation. The design integrates GloVe
(Global Vectors for Word Representation) embeddings to transform network traffic data into a meaningful feature space, utilises
Principal Component Analysis (PCA) for dimensionality reduction, and employs a one-dimensional Convolutional Neural
Network (1D-CNN) for efficient classification of network activities. The design also considered preprocessing of multiple
intrusion detection data from various network domains, and each data is subjected to GloVe-based feature extraction to generate
dense vector representations, which are subsequently concatenated to form a unified embedding layer. The PCA component is
required for mitigating the issues with dimensionality and enhancing computational efficiency. It will also be used to extract
some significant features before the 1D-CNN-enabled intrusion classification. The experimental study of the system established
its practical function and suitability for a very high, accurate, and reliable detection of intrusions in multi-domain networks.
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1. Introduction

The growth in modern networks' complexity and intercon- A Network Intrusion Detection System (NIDS) is indispensa-
nectivity has amplified the demand for strong security  ble in the detection and prevention of malicious activities
measures to safeguard sensitive data and critical infrastructure. ~ within network environments. As organisations experience
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multi-lateral expansion and integration, the need for cross-do-
main NIDS that can effectively monitor and analyse network
traffic across diverse environments has continued to be on in-
crease [1]. A NIDS is a security mechanism for monitoring
network traffic to detect suspicious events and likely threats.
It examines network packets to know the patterns or anoma-
lies that could signal malicious behaviour like unauthorised
access attempts, malware spread, or data exfiltration. Tradi-
tional or old-style NIDS rely on pre-defined guidelines and
monicker databases to discover branded threats. It also relies
on some incongruity recognition systems to identify unfamil-
iar network behaviour. This class of NIDS is often restricted
to certain network domains and may not successfully detect
intrusions across multiple domains or heterogeneous network
environments. Its trials include the assortment of networks,
clambering problems, and missing contextual awareness. A
cross-domain NIDS with the capacity for monitoring and scru-
tinising network traffic across numerous network environ-
ments is imperative for addressing these challenges. Such a
system would enhance security by establishing an all-inclu-
sive discernibility of potential threats across multiple domains
[2].

Deep learning has changed intrusion detection by automat-
ing feature extraction and apprehending high-level abstrac-
tions of input data. It is used to convert categorical and high-
dimensional data into dense and continuous vector represen-
tations. In intrusion detection, deep learning embeddings are
used to handle numerous data types and promote learning.
Typical deep learning embedding techniques include GloVe,
the Bert model, and Word2Vec. The challenges to the adop-
tion of deep learning-based cross-domain intrusion detection
systems include the fusion of data from different domains,
which often requires concatenation and production rule tech-
niques. The concatenation method integrates feature vectors
based on end-to-end addition to form a single, more momen-
tous feature vector. The method is direct and conserves all in-
formation from the creative features. Based on the growth of
the dimensionality of the feature space, the IDS can assume
more complex patterns that are linked with intrusions. Con-
versely, higher dimensionality can lead to increased computa-
tional intricacies and risk of overfitting, especially when en-
gaged with restricted training data. These challenges are often
addressed by post-concatenation application of dimensional-
ity reduction techniques such as Principal Component Analy-
sis (PCA) or feature selection algorithms [3]. These tech-
niques support the identification of the most relevant features,
the reduction of noise, and the improvement of the IDS's effi-
ciency. The product rule method encompasses features via el-
ement-wise reproduction of feature vectors, seizing interac-
tions between equivalent features from different domains. The
method highlights common features and associations, making
it mainly effective for recognising synchronised attacks with
comparable shapes across domains. It is used to reduce the di-
mensionality that is related to concatenation, but demands that
the feature vectors are of equal length, which compels the need
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for preprocessing steps for aligning the features [4].

A cross-domain environment involves the interaction be-
tween different security domains, which may vary regarding
trust levels, security policies, and data sensitivity. These do-
mains include combinations of classified and unclassified net-
works, disparate organisational units, or integrated systems
from mergers and partnerships. Traditional IDS cannot effec-
tively monitor and analyse data across these varied domains
due to limited scope and inability to handle cross-domain data
flows [5]. The rise of advanced persistent threats (APTs) and
multi-vector cyber-attacks exploits the gaps between security
domains. Attackers leverage cross-domain interactions to by-
pass isolated security measures, making it imperative to have
an IDS that operates cohesively across these boundaries [6].
A cross-domain intrusion detection system (CDIDS) would
address this vulnerability by providing visibility and analysis
capabilities that transcend individual domains, thereby en-
hancing the overall security posture. One of the key technical
challenges in developing a Cross-Domain Intrusion Detection
System (CDIDS) is the integration of diverse data sources.
Different domains may use varied data formats, protocols, and
security mechanisms. Fusing this data for analysis requires so-
phisticated feature extraction techniques. Cross-domain inter-
actions inherently increase the attack surface. A CDIDS must
detect intrusions and ensure that the data sharing and analysis
mechanisms do not introduce new vulnerabilities. Implement-
ing secure communication channels between domains is criti-
cal [7]. In response to these problems, this study presents the
design of a cross-domain intrusion detection platform based
on Glove embedding, principal component analysis (PCA),
and 1D-CNN. The platform will integrate data sources and
network domains to address the challenges of varied data for-
mats and protocols based on effective feature extraction tech-
niques, production rules, and concatenation-induced multi-do-
main data fusion. The platform will be useful for addressing
the complexities of modern network environments, where
boundaries between domains are often blurred. This is partic-
ularly pertinent in organisations that operate hybrid infrastruc-
tures combining on-premises, cloud, and mobile environ-
ments. The platform will offer IDS solutions with improved
detection of advanced persistent threats (APTs) and multi-
vector attacks, as well as create situational awareness by cor-
relating data from diverse sources, which enables more accu-
rate identification of anomalies indicative of malicious activi-
ties.

2. Related Works

Intrusion Detection Systems (IDS) can be broadly classified
into two main categories: network-based IDS (NIDS) and
host-based IDS (HIDS). NIDS monitors network traffic for
malicious activities or policy violations, while HIDS focuses
on detecting intrusions on individual systems or hosts [8].
However, it is worth noting that some sources also mention a
third category called specification-based IDS, which is
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considered particularly suitable for cyber-physical systems
like smart grids. NIDS is deployed at key locations within the
network to monitor in real-time traffic to and from all con-
nected devices. Host-based intrusion Detection Systems are
deployed on individual hosts or devices to monitor incoming
and outgoing packets specific to the device. They alert users
or administrators to suspicious activity and effectively detect
internal intrusions and unauthorised actions [8, 9]. Yu et al.
[10] introduced a Cross-Domain Intrusion Detection Method
Based on Nonlinear Augmented Explicit Features (NAEF) to
improve the clarity of cross-domain models. The method
could enhance the feature space by combining shared, source-
domain-specific, and target-domain-specific features. The
nonlinear mapping relationship from shared features to unique
features in the source and target domains was separately mod-
elled, while the original features in the source and target do-
mains were mapped to uniform explicit features in the aug-
mented space by migration of the nonlinear mapping relation-
ship. With this method, secured communication requires a
CDS to match incoming response packets with outgoing re-
quests, which could pose a significant setback. Choi et al. [11]
introduced a next-generation CDS model to perform stateful
correlation between outgoing and incoming application-layer
packets. The model could extract user-specified state variables
from outgoing traffic and assess incoming packets using pre-
defined rule sets. A prototype-based study of the model estab-
lished its filtering accuracy over conventional CDS, though
with increased processing delay. Layeghy and Portmann [12]
explored the cross-domain performance of ML-based NIDSs
based on an expansive evaluation of some supervised and un-
supervised learning models on some of the recently published
benchmark NIDS datasets. The evaluation established that
none of the models consistently generalises across all datasets,
in addition to a significant asymmetry in cross-domain perfor-
mance. Swapping the source and target domains can lead to
substantial variations in classification accuracy. The superior-
ity of unsupervised learning methods over supervised models
in the examined scenarios was also confirmed. Layeghy et al.
[13] carried out the extraction of domain-invariant features us-
ing a trained domain adversarial neural network on labelled
source domains to extract and utilise a One-Class Support
Vector Machine (OSVM) model for network anomaly detec-
tion. During testing, the unlabeled data was passed through the
feature extractor network to map it into a domain-invariant
space, after which OSVM was applied to the extracted fea-
tures to identify intrusions. Extensive experiments on the
NIDS benchmark datasets NFv2-CIC-2018 and NFv2-
UNSW-NBI15 demonstrated that the model outperformed
some other models in cross-domain intrusion detection. Its
vulnerability to cyberattacks due to weaknesses in information
and communication technologies was also noted.
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Zhang et al. [14] leveraged transfer learning and public da-
tasets with known attack instances to develop a predictive
model for network intrusion detection. The model focuses on
mitigating the heterogeneity between datasets by mapping
them into a shared latent space and optimising the problem to
minimise the distributional differences. A multi-layer percep-
tron (MLP) classifier was used to transform data and identify
attack instances within internal networks. A transfer learning
experiment using the NSL-KDD and UNSW-NBI15 datasets
showed a high cross-domain attack detection accuracy, partic-
ularly in DoS to DoS and R2L to exploits scenarios. Abdallah
et al. [15] presented an IoT and machine learning model to
detect deviations from normal network traffic behaviour. Its
experimental study established its strong potential for detect-
ing network threats as well as its scalability and cross-domain
limitations issues. Zhang et al. [16] introduced a federated
learning-based IDS to address the problems associated with
diverse operational network environments. The framework
could preserve the privacy of data, but with high computa-
tional demands that pose significant constraints for resource-
limited IoT devices, limiting its deployment in the real world.

3. Proposed Platform

The proposed cross-domain intrusion detection model is
conceptualized in Figure 1 with stages for preprocessing,
GloVe embedding, concatenation of embedding layers, PCA-
based dimensionality reduction, 1-dimensional CNN, and in-
trusion detection. The preprocessing layer oversees the pro-
cess of data consistency and quality. The GloVe embedding
phase of each domain is used to generate domain-specific fea-
ture representations that are subsequently concatenated and
presented for PCA-based dimensionality reduction for the re-
tention of solely the most relevant features. The final stage of
a 1D-CNN is employed for training and prediction that sup-
port effective intrusion detection across the various domains.

3.1. 1D-CNN Model

The CNN model is presented in Figure 2 and designed to
extract hierarchical patterns from sequential network traffic
data and consists of the input, convolutional, pooling, and
fully connected layers. While the input layer accepts pre-pro-
cessed network flow data in a sequential format, the convolu-
tional layer extracts local patterns from the network traffic se-
quences. The pooling layer is used to reduce the dimensional-
ity and computational complexities, while the fully connected
layer is required for the aggregation of the extracted features
and for performing final classification.
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Figure 1. Proposed Model Architecture and Components.
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Figure 2. Proposed 1D-CNN Model Architecture and Component.

3.2. Input Layers

The input layers accept pre-processed network flow data
and process network traffic as sequential data with shape (T,
F). T represents the sequence length (number of time steps
per traffic flow) and F is the number of selected features per
time step. The input data is represented as:

X € RT*F (1)

X = [Xy,X,, ..., X7] is a sequence of feature vectors and R
is the set of real numbers which show that all elements in X
are real numbers.

3.3. Data Preprocessing

The multi-domain intrusion dataset must be preprocessed
before machine learning techniques are applied to guarantee
data consistency, eliminate redundancies, and improve model
performance. The following preprocessing procedures are re-
quired:

Data Cleaning

Due to packet loss or logging inconsistencies, the raw da-
taset may contain missing values, duplicate records, or unde-
fined entries. To improve data quality, missing and duplicate
values should be dealt with either by the imputation method
or by removal. Instances with infinite or undefined values
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should also be replaced with appropriate defaults or elimi-
nated.

Data Normalization and Standardization

Network traffic data features exhibit diverse numerical
ranges, necessitating transformation to improve model inter-
pretability and performance. By normalisation, features will
be scaled within a fixed range using the Min-Max scaling for-
mula [1]:

X—Xmin

X' =

2
Xmax—Xmin ( )
X is the original value, X,,;, is the minimum value in the
dataset, and X4, is the maximum value in the dataset. With
standardisation, Equation (3) is used to transform the mean
and standard deviation of the features to 0 and 1, respectively.

X! X—u

- 3)
X 1is the initial value, p represents the mean, and o is the
standard deviation.

3.4. First Convolution Layer

This layer applies 1-D convolutions to the input sequence
data based on 32 convolutional filters (kernels). Each of the
filters has a size of 3, meaning it slides over 3-time steps at
every sequence, and will be used to learn and detect different
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patterns in the input sequence. The filters also allow the local
patterns to be captured across three consecutive steps in the
network traffic sequence. The Rectified Linear Unit (ReLU)
activation function is applied element-wise after the convolu-
tion operation as follows [17-19].
ReLU(x) = max(0,x) @)
Equation (4) introduces non-linearity and assists the net-
work in learning more complex patterns. The convolution is
based on the following:
Vij = 0(ZKZ3 Xivi,jWij + bj) (5)
¥i j is the activation at the position, i, for filter j, k is the
kernel size (3 in this case), W represents the kernel weights,
b is the bias term, and o(x) = max(0,x) is the ReLU acti-
vation function, preventing vanishing gradients. The CNN
layer extracts local temporal patterns from the input network
traffic sequence, while the 32 filters allow the learning of di-
verse features. The small kernel of size 3 focuses on short-
term dependencies, while the ReLU activation is responsible
for the acquisition of nonlinear relationships in the data.
First Max Pooling Layer
The first max pooling 1-D layer slides a window of size two
across the input, moving by two steps at every move. For each
window position, the maximum value within the window is
selected as the element in the output feature map. The max
pooling is defined as follows [18-22]:
yi = max{ Xy, Xzi41} (6)
y; is the pooled output and x,;, x,;,, are the input values
within the pooling window.
Second Convolution Layer
This layer uses 64 convolutional filters (twice the number
in the first layer) to allow the network to learn more complex
patterns. The kernel size of 3 is required to maintain con-
sistency in capturing local patterns across 3-time steps, while
the ReLU activation function is required to introduce non-lin-
earity. Specifically, the layer is responsible for the extraction
of deeper, more abstract features from the patterns detected by
the first layer and the recognition of very complex attack sig-
natures in the network traffic data. The layer is equally respon-
sible for maintaining spatial relationships in the data through
the use of local convolutions.
Second Max Pooling Layer
The second max pooling layer in the CNN architecture
plays several critical functions that contribute to the model's
effectiveness and efficiency. It reduces dimensionality by
halving the spatial dimensions of feature maps, thereby de-
creasing the parameter count and computational requirements.
Through feature selection, the layer identifies the most salient
information while discarding less significant data, which en-
hances the model's robustness to minor input translations,
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mitigates overfitting, and increases the receptive field of sub-
sequent neurons. The max pooling layer also facilitates hier-
archical feature learning and noise reduction by selecting the
most potent activations, which play a crucial role in balancing
feature extraction, reducing computational complexities, and
raising efficiency.
Third Convolution Layer
This layer enhances the detection of more complex attack
patterns in the network traffic sequences based on 64 convo-
lutional filters that give room for the network to learn increas-
ingly abstract and sophisticated patterns. The kernel size three
constantly captures local temporal relationships across the
three consecutive time steps, while the ReLU activation func-
tion introduces non-linearity, enabling the model to capture
complex non-linear patterns in the data. The introduction of
the third convolution layer increases the model's capacity to
recognise intricate attack signatures and distinguish between
normal and malicious network behaviours across different do-
mains.
Embedding Layer
The embedding layer is required for the conversion of the
multi-dimensional output of the convolutional layers into a
one-dimensional vector. The conversion preceded the passing
of data into fully connected (dense) layers for classification or
regression tasks. The layer is also responsible for seamless
processing and data structuring using dense layers of the one-
dimensional input. Based on the input tensor with dimensions
M X N. The Flatten operation output is derived from:
X, € RMN @)
The Fully Connected Layer of the CNN architecture com-
prises 64 neurons with ReLU activation. This dense layer per-
forms a linear transformation followed by a non-linear activa-
tion function, which enables the extraction of high-level fea-
tures from the embedded output as follows:
Y=0(WX +D) 8)
W is the weight matrix, X is the input vector, b is the
bias term, and o(x) = max(0,x) is ReLU activation. The
64 neurons promote the learning of a rich set of features, while
the ReLU activation introduces non-linearity to capture com-
plex patterns in the network traffic data. The connected layer
is crucial in aggregating spatial and temporal patterns detected
by earlier layers to enable effective intrusion detection across
different network domains.

3.5. Principal Component Analysis (PCA)

PCA involves data standardisation, computation of covari-
ance, eigenvalues and eigenvectors, selection of top principal
components, and data transformation.

Standardisation of Input Data

Let X be the input dataset with n samples and d
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features = {xy, x5, ..., xXn, X; € R%i = 1,2,..,n, each fea-
ture j is standardised using z-score normalisation as follows:
X5 = ST

=" ©)
W; is the mean of the feature j, o; is the standard devia-
tion of the feature j, and Xj; is the standardised value of the
sample i for feature j. All the features have a zero mean and
unit variance.
Computing the Covariance Matrix
The covariance matrix is derived as follows:
DEES e Anleaany (10)
X; is the feature vector of the ith sample, u is the mean
feature vector, n is the number of samples, (X; — ) is a
column vector of size d x 1 and (X; — w7 is arow vector
of size 1Xd. The product (X; —pw)(X; — )7 results in
d X d matrix, R (the set of real numbers) describes the type
of values in the matrix, and ¥ € R4*¢
trix. Each element o;; in X represents the covariance be-

is the covariance ma-

tween features i and j:

1
0ij =~ Lie=1(Xit — 1) (X — 1)) (11)

A high value of o;; indicates a strong correlation between
features i and j.

Eigenvalue Decomposition of Covariance Matrix

The covariance matrix is decomposed based on Equation

(12).

Jv=A4v (12)

v is an eigenvector (principal component) and A is the
corresponding eigenvalue, which represents the variance ex-
plained by the component.

Selecting the Top k Principal Components

The number of principal components to retain is based on
the explained variance ratio B derived thus:

k
B — Zé=1 A
Zi=17\i

13)

k is the number of selected components and d is the orig-
inal number of features. The aim is to select k components
that retain most of the variance while significantly reducing
dimensionality.

Transforming the Data into the New Feature Space

The original dataset X is projected onto the new basis us-
ing the selected principal components:

X =XV (14)

X, is the transformed dataset in the reduced feature space,
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and V} is the matrix of the top k eigenvectors. This trans-
formation maps high-dimensional network traffic data to a
lower-dimensional space.

3.6. Output Layer

The output layer of the proposed architecture has a single
neuron with a sigmoid activation function designed for binary
classification and prediction of network intrusions. The acti-
vation function shown in Equation (15) is used to generate a
probability score that represents the likelihood of an instance
belonging to a specific class.

1
ot ==

15)

o(x) is the attack probability or the likelihood of an intru-
sion and is in the range [18].

Loss Function

The loss function is the binary cross-entropy loss and is de-
rived from:

— =YX [ydog@) + (1 —y)log1 —5)]  (16)

y; is the actual class label, ¥, is the predicted probability
and N is the number of samples.

Optimization Algorithm

The optimisation algorithm is used to update the model
weights and is based on the Adam optimiser 0,,; derived as
follows:

amy

Ji+e

Br41 =6 —

(17)

a is the learning rate, m; and ¥, are moment estimates
and € is the division by zero tolerance index.

The Adam algorithm calculates the exponential stirring av-
erage of the slope (first moment) and the squared slope (sec-
ond moment) of the weights, where the constraints regulate
the flattening rates of the stirring averages [7].

4. Implementation Technique

The implementation of the proposed model was carried out
on an HP laptop with 8G RAM and 1 TB HDD on an Intel
processor. The software requirements include the Windows
operating system, Visual Studio Code IDE, Python program-
ming language, and Streamlit. The Windows operating system
provides the required support to other software tools for im-
plementation. It offers a dependable and intuitive environment
for executing real-time intrusion detection apps, data prepara-
tion libraries, and machine learning frameworks. While Visual
Studio Code IDE formed the primary development environ-
ment due to its lightweight nature, extensive extension support,
and powerful debugging features, Python programming in-
spired Visual Studio (VS) Code served as the basis for the
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implementation of the machine learning models. VS Code
also provides a virtual environment that offers an optimised
development experience with its Jupyter Notebook integration
and Python-specific debugging tools. StreamLit is necessary
for building an interactive and real-time visualisation interface
for network intrusion detection and easy deployment of ma-
chine learning models with minimal code.

4.1. Implementation Data

The cross-domain datasets UNSW-NB15, CICIDS2017,
and CSE-CIC-IDS2018 were used to train and assess the in-
trusion detection system. The UNSW-NB15 dataset was as-
sembled by the Australian Centre for Cyber Security in 2015
and comprises about 2.5 million records with 49 distinct at-
tributes. It is made up of simulated DoS, exploits, backdoors,
and other regular network traffic attacks. CICIDS2017 was
formulated by the Canadian Institute for Cybersecurity and
contains 3,119,345 records of network activities. It contains
time-stamped events and attacks such as DDoS, Brute Force,
and Web Attacks, and is useful for training machine learning
models with its over 80 flow features. The CSE-CIC-IDS2018
dataset contains network traffic data from over 50 distinct de-
vices with over 3 million assault records and 13 million benign

entries, which makes it ideal for creating systems that can
identify intricate threats in various network types. Prepro-
cessed Comma-Separated Value (CSV) files of the extracted
flow-based features of the datasets were utilised. The com-
pressed files contain 9.8 million network flows and roughly
80 attributes from which the most relevant ones were selected
to create balanced training and testing sets for the investiga-
tions. The choice of the UNSW-NB15, CICIDS2017, and
CSE-CIC-IDS2018 datasets for the study is premised on their
broad spectrum of the prevailing multi-domain network
threats.

4.2. Implementation Technique

A variety of cutting-edge techniques in a thorough pipeline
were used to detect network intrusions. First, the prepro-
cessing and data loading stage lays the groundwork. The large
CSV files were effectively handled with a custom load da-
tasets function, which processed them in pieces, as shown in
Figure 3. When working with the large UNSW-NBI15, CI-
CIDS2017, and CSE-CIC-IDS2018 datasets, good memory
management is promoted through continuous progress up-
dates and firm error handling.

wokets, Fud Packet Length M,

wooets, Fud Feciort Leagth Max,

Faliets, Fud Feciet Lesgth Mao,

d Patpts, Fud PaCiobt Lisgth Mo,

Figure 3. Screenshot of Data Loading and Initial Processing.

The preprocessing stage is extensively implemented
through the preprocess _data function. It is based on the re-
moval of unnecessary network-specific columns like
timestamps and IP addresses, management of missing and in-
finite values through mean imputation, and conversion of
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categorical features to numeric representations using label en-
coding. It also involved the standardisation of numerical fea-
tures to ensure a consistent scale across all variables. The at-
tack distribution for CICIDS2017 is shown in Figure 4.
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Figure 4. Preprocessed data and attack distributions.

For embedding layer implementation, GloVe (Global Vec-
tors for Word Representation) embeddings were used to create
rich feature representations through several coordinated func-
tions. The load glove embeddings function was used to re-
trieve pre-trained word vectors (shown in Figure 5). The cre-
ate_feature_embeddings function maps feature names to the
vectors, handling multi-word features by averaging their com-
ponent word embeddings. The glove embedding layer was
used to implement a memory-efficient approach that pro-
cessed data in manageable batches, created embedded repre-
sentations of features, and applied incremental PCA to reduce
dimensionality while preserving important patterns. The di-
mensionality reduction through PCA was carefully imple-
mented to handle large datasets, allowing the processing of
data in batches without total memory loading.

Applying Glove embeddings...

Loading Glove embeddings...

Loading Glove embeddings from glove.6B.5ed.txt...
Creating feature embeddings...

Initializing Incremental PCA...

Scaling data...

Processing data in batches...

Progress: 100.0% (2830743/2830743)

Combining results. ..

Final reduced shape: (2830743, S0)

Figure 5. Screenshot of GloVe embedding and PCA process.

A 1D-CNN is the fundamental component of the detection
system. Higher-level features were gradually extracted from
the input data, with each convolutional layer picking up in-
creasingly intricate patterns. The system includes comprehen-
sive evaluation and visualisation capabilities and generates
detailed visualisations of the PCA analysis results, training
metrics over time, including accuracy and loss curves, a con-
fusion matrix to assess detection performance, and the key
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performance metrics (accuracy, precision, recall, F1 score).
Finally, the implementation was based on the
save_model _components function that created timestamped
directories containing the trained CNN model, fitted IPCA
model, and feature names and configurations. The combina-
tion of GloVe embeddings and CNN architecture represents
an innovative approach to network intrusion detection, lever-
aging a semantic understanding of features and robust pattern
recognition capabilities.

The training process was set up with a batch size of 32 to
balance training speed and memory usage, a validation split of
0.2 to set aside 20% of the training data for validation during
the training process, and 10 epochs to allow for enough learn-
ing iterations while avoiding overfitting. The other parameters
are presented in Table 1.

Table 1. 1D-CNN training parameters.

Hyperparameter Value
1D-CNN Layers 3

Max Pooling 2
Kernel Size 3
Activation (Dense Layer 1) ReLU
Activation (Dense Layer 2) Sigmoid
Optimizer Adam

Loss Function Binary Crossentropy

Metrics Accuracy
Epochs 10
Batch Size 32
Validation Split 0.2

Verbose 1
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The experimental evaluation of the 1D-CNN-based Net-
work Intrusion Detection System was carried out as a Stream-
lit web application, which offers an intuitive drag-and-drop
interface for uploading and analysing network traffic data.
The application also supported real-time processing and visu-
alisation of network traffic analysis. A pre-trained CNN
model was integrated with an efficient data processing pipe-
line for practical deployment scenarios. The raw dataset fea-
tures included the basic flow metrics (duration, packet counts),
packet length statistics (forward/backward), protocol-specific
indicators, and traffic pattern identifiers. A sophisticated pre-
processing pipeline that transforms raw network data into
model-ready format was implemented. The initial data pro-
cessing involved a raw feature count of 77 dimensions and a
sample size of 225,745 network flows. The dimensionality re-
duction involved the implementation of Incremental Principal
Component Analysis (IPCA), reduction to 50 optimal features,
preservation of critical network flow characteristics, and final
data shape normalisation (225745, 50, 1).

4.3. Result Discussion

The attack scenarios of the datasets from multiple domains,

without prior training on these datasets, are presented in Table
2. The datasets were subjected to preprocessing to standardise
features and eliminate inconsistencies, ensuring effective in-
tegration for intrusion detection. After preprocessing, GloVe
converted the data into a feature representation and encoded
the network traffic attributes into dense vector representations
to improve the model's capacity to identify anomalies in net-
work traffic and generalise various datasets. The model learnt
from several datasets at once, thanks to the embeddings into a
concatenated embedding layer, which reduced domain-spe-
cific biases while improving generalisation across network
contexts. The most important attributes were extracted, and
feature redundancy was decreased using PCA.

By lowering dimensionality while maintaining crucial data
variations, PCA increased computing efficiency by ensuring
that only the most pertinent features were presented to the
classifier. The 1D-CNN performed well with sequential data
such as network traffic records and processed the refined fea-
ture set. The CNN successfully recognised intricate attack pat-
terns by capturing spatial relationships in network traffic. The
CNN's numerous layers allowed the identification of anoma-
lous sequences and temporal correlations in packet flows.
Consequently, the model can forecast certain incursions.

Table 2. Attack scenarios before and after model training.

UNSW-NBI15, CICIDS2017, and CSE-CIC-IDS2018,

Attack Type Dataset

DDoS UNSW-NBI15
CICIDS2017
CSE-CIC-IDS2018

PortScan UNSW-NB15
CICIDS2017
CSE-CIC-IDS2018

Infiltration UNSW-NB15
CICIDS2017
CSE-CIC-IDS2018

WebAttacks UNSW-NB15
CICIDS2017

CSE-CIC-IDS2018

The number of attack instances across all datasets for the
DDoS attack was 8,027. Prior to training, the detection rates
were relatively low, with only 1,294 (16.1%) detected in
UNSW-NBI5, 1,983 (24.7%) in CICIDS2017, and 3,152
(39.3%) in CSE-CIC-IDS2018. The post-training detection
rates of 2,214 (27.6%), 3,456 (43.1%), and 5,342 (66.6%),

Actual Before After
8,027 1,294 2,214
8,027 1,983 3,456
8,027 3,152 5,342
15,034 2,942 5,274
15,034 4,295 7,217
15,034 5,754 10,430
4,332 647 926
4,332 1,239 1,987
4,332 1,398 2,495
14,875 2,858 4,930
14,875 4,967 7,840
14,875 5,902 9,677
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respectively, showed improvements in detection accuracy,
with an average increase of approximately 67.4% across the
three datasets. Similarly, for the PortScan attack, the model
initially identified 2,942 (19.6%) attacks in UNSW-NB15,
4,295 (28.6%) in CICIDS2017, and 5,754 (38.3%) in CSE-
CIC-IDS2018. Post-training, detection rates increased to
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5,274 (35.1%), 7,217 (48.0%), and 10,430 (69.4%), respec-
tively, indicating an overall improvement of about 73.4%. For
the Infiltration attack, before training, the detection rates were
lower, with only 647 (14.9%) identified in UNSW-NB15,
1,239 (28.6%) in CICIDS2017, and 1,398 (32.3%) in CSE-
CIC-IDS2018. After model training, these values improved to
926 (21.4%), 1,987 (45.9%), and 2,495 (57.6%), showing a
significant enhancement in detection performance, with an av-
erage improvement of 88.5%. Finally, for Web attacks, the
pre-training detection rates were 2,858 (19.2%) in UNSW-
NB15, 4,967 (33.4%) in CICIDS2017, and 5,902 (39.7%) in
CSE-CIC-IDS2018. Following training, detection increased
to 4,930 (33.1%), 7,840 (52.7%), and 9,677 (65.0%), respec-
tively, leading to an overall increase of approximately 67.3%.
These results established that the proposed model signifi-
cantly enhances attack detection accuracy across multiple da-
tasets. The highest improvement was observed in Infiltration
attacks (88.5%), while other attack types also showed substan-
tial increases, indicating the robustness of the model in recog-
nising diverse cyber threats. This improvement suggests that
incorporating advanced detection techniques, such as feature
selection and anomaly detection, can significantly enhance

cybersecurity in real-time mode.

4.4. Model Evaluation

The Principal Components scatter plot shown in Figure 6
provides crucial insights into the structure of the UNSW-
NB15, CICIDS2017, and CSE-CIC-IDS2018 network traffic
datasets. Each point represents a network flow, with the x and
y axes showing the first and second principal components. The
distinct colouring scheme (purple and yellow) separates regu-
lar traffic (yellow) from various cyber-attacks (purple),
demonstrating how PCA can help distinguish between benign
and malicious network behaviour. The diagonal line pattern
visible in the upper portion of the plot suggests a strong linear
relationship between certain attack types, possibly indicating
similarities in their network signatures. The spread of points,
particularly in the range of -10 to 50 on the first component
and -15 to 25 on the second component, reveals the high di-
mensionality of network traffic features being effectively
compressed into two dimensions while preserving meaningful
separation between traffic classes.
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Figure 6. The Scatter plot of PCA.

The component correlations heatmap shown in Figure 7 re-
veals the relationships between the first ten principal compo-
nents of the transformed UNSW-NB15, CICIDS2017, and
CSE-CIC-IDS2018 features. The diagonal red squares repre-
sent the perfect self-correlation of each component, while the
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varying shades of blue and red in off-diagonal elements show
the correlations between different components. Of particular
interest are the moderate correlations between PC1 and PC5-
PC7 (shown in light red), which might indicate that these com-
ponents capture related aspects of network behaviour, such as
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different characteristics of similar attack patterns. The pre-
dominantly light blue colouring in many off-diagonal ele-
ments suggests slight negative correlations between compo-
nents, which could represent trade-offs between different

Component Correlations

aspects of network traffic patterns. This visualisation is valu-
able for understanding how different transformed features re-
late to each other in the context of network traffic analysis.
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Figure 7. Component Correlations heatmap.

The training and validation performance of a machine
learning model trained on the UNSW-NB15, CICIDS2017,
and CSE-CIC-IDS2018 network intrusion detection dataset
over several epochs is depicted in the model accuracy graph
shown in Figure 8. During the first two epochs, the training
accuracy (blue line) exhibits a distinctive rapid improvement,
rising from roughly 96.3% to 97.0% shortly before gradually
increasing. This initial notable enhancement indicates that the
model rapidly picks up the fundamental patterns that differen-
tiate between typical network traffic and different types of
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cyberattacks within the dataset. The validation accuracy (or-
ange line), which peaks at epoch eight at about 97.6%, is more
variable and begins higher at about 97.1%. The validation ac-
curacy is consistently above or near the training accuracy,
which is odd and indicates that the model may be generalising
particularly well to new network traffic patterns. This could
be because of the intrinsic structure of network attack patterns
in the three datasets, or it could be the result of good feature
engineering.
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Figure 8. Model training and validation performance accuracy.

Upon closer inspection of the Model Accuracy graph, both
curves exhibit a generally positive trend, but after the first few
epochs, the returns start to decline. Although this trend is com-
mon in machine learning models, network intrusion detection
is critical. The model's high accuracy values (above 96%)
show that it can effectively differentiate between malicious
and legitimate network traffic, essential for real-world imple-
mentation in network security systems. The model may be be-
ginning to identify more subtle patterns in the attack signa-
tures found in the UNSW-NB15, CICIDS2017, and CSE-
CIC-IDS2018 datasets, as evidenced by the modest disagree-
ment between training and validation accuracy towards the
later epochs (6-9). Instead of overfitting to training data noise,
the validation accuracy's continued strength indicates that
these patterns characterise actual characteristics of the various
assault types. The Model Loss graph in Figure 9 offers com-
plementary information regarding the learning process, which
illustrates how the error rates for the training (blue line) and
validation (orange line) sets decline over time. The training
loss begins noticeably greater at about 8.5% and decreases
sharply in the first period before gradually declining. The

model's initial learning of the most distinguishing
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characteristics that define various types of network traffic in
the three datasets is represented by this quick initial decrease
in loss, which is correlated with the quick improvement in ac-
curacy seen in the first few epochs. The smooth, consistent
decrease in both loss curves suggests that the model is learning
stably. This is particularly important for network security ap-
plications where reliability and consistency are crucial.

The validation loss curve in the Model Loss graph follows
a similar downward trend but with some interesting character-
istics. It starts lower than the training loss at around 6.9% and
generally maintains a smoother descent than the training loss.
The convergence of both loss curves around epoch 4, followed
by their continued close tracking, indicates the model's gener-
alisation capabilities. The final loss values of approximately
6% for both curves suggest that the model has reached a stable
state where it can reliably classify network traffic across both
seen and unseen examples from the UNSW-NBI15, CI-
CIDS2017, and CSE-CIC-IDS2018 datasets. This behaviour
is particularly desirable in intrusion detection systems, as it
indicates that the model has learned robust features that char-
acterise different types of network behaviour without becom-
ing overly specialised in the training data.
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Figure 9. Model Loss.

The confusion matrix presented in Figure 10 provides a  This significant frequency of true negatives is essential for a
comprehensive overview of the model's classification perfor- network intrusion detection system since it shows that the
mance for the three datasets for intrusion detection. The quad- model is very good at identifying typical traffic patterns and
rants of the matrix divide the model's predictions into four  avoiding false alarms, which could otherwise overwhelm se-
main groups. 446,423 true negatives or typical network traffic curity analysts with false alarms.
accurately classified as benign are in the top-left quadrant.
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Figure 10. Confusion Matrix.
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The 105,324 true positives in the bottom-right quadrant in-
dicate malicious traffic that was accurately classified as an at-
tack. This high value indicates that the model can identify dif-
ferent network attacks in the UNSW-NB15, CICIDS2017, and
CSE-CIC-IDS2018 datasets. These attack scenarios include
brute force, DDoS, web attacks, and infiltration efforts. Rec-
ognising this large number of attack instances accurately is
helpful because they constitute the security dangers that must
be detected and dealt with in a real-world network setup. The
model's error patterns are seen in the off-diagonal elements.
8,197 false positives, or instances when benign traffic was
mistakenly identified as malicious, are displayed in the top-
right quadrant. In a real-world scenario, each false positive is
an unwarranted security warning that might divert security
personnel from grave dangers, even though this number is mi-
nor compared to the true negatives (representing only roughly
1.8% of all regular traffic). Nonetheless, considering the deli-
cate nature of network security, a small portion of false posi-
tives is sometimes regarded as a reasonable trade-off to guar-
antee high detection rates of actual assaults.

The bottom-left quadrant displays 6,205 false negatives,
where actual attacks were misclassified as regular traffic. This
number, while relatively small compared to the true positives
(about 5.6% of actual attacks), represents perhaps the most
critical type of error in an intrusion detection context, as each
false negative represents a security threat that would go unde-
tected. The fact that this number is lower than the false posi-
tives suggests that the model is appropriately tuned for secu-
rity applications, where missing an attack (false negative) is
generally considered more serious than raising a false alarm
(false positive). To provide additional context from the
UNSW-NB135, CICIDS2017, and CSE-CIC-IDS2018 datasets,
these missed attacks could include more subtle or sophisti-
cated attack patterns that share characteristics with regular

0.96
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0.92

0.9

0.84
0.82

0.8

® Accuracy

m Precision

traffic, such as low-and-slow attacks or carefully crafted infil-
tration attempts. Given these numbers, the important metrics
can be calculated for this model's performance on the UNSW-
NB15, CICIDS2017, and CSE-CIC-IDS2018 datasets. The
overall accuracy is approximately 90.91%, which aligns with
the high accuracy values observed in the previous training
graphs. The model achieves a precision of approximately 89%
for attack detection, indicating high reliability when it flags
traffic as malicious. The recall rate of about 90% shows that
the model catches the vast majority of actual attacks, making
it a reliable tool for network security applications.

Figure 11 presents the machine learning model's major per-
formance metrics. With a precision of 94.0% and an accuracy
of 94.5%, the model shows good overall performance and a
low false positive rate. The lower recall number of 84.2% in-
dicates that the model is missing roughly 15.8% of the positive
cases it ought to detect, which could be a serious issue depend-
ing on the application scenario. The F1-score is 88.9%, which
gives the harmonic mean of recall and precision. By balancing
the trade-off between recall and precision, this statistic pro-
vides a more thorough understanding of model performance
than either metric. These findings show that the model per-
forms exceptionally well at correctly identifying the instances
it predicts as positive (high accuracy). However, locating all
pertinent positive occurrences in the dataset (lower recall) is
considerably complex. According to this performance profile,
the model might be better suited for applications where erro-
neous positives are more expensive than false negatives. The
disparity between precision and recall in essential security ap-
plications, such as those mentioned in the earlier analysis of
attack predictions, warrants more research and significantly
increases the detection rate of actual attack instances.

m Recall F1 Score

Figure 11. Performance Metrics of the Model.
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5. Conclusion

The design and implementation of a platform for advancing
cross-domain intrusion detection has been presented. The plat-
form is based on the integration of one-dimensional convolu-
tional neural networks and GloVe embeddings. The design em-
phasised the synergistic advantages of combining CNN-based
feature extraction with the contextual understanding provided
by word embeddings. As cyber threats continue to evolve, the
proposed platform presents a promising avenue for enhancing
the resilience and adaptability of cybersecurity measures in an
increasingly complex digital landscape. The implementation of
the platform was mainly supported by Visual Studio Code IDE,
Python as the programming language, and Streamlit. A one-di-
mensional convolutional neural network was integrated with
GloVe embeddings for advancing cross-domain intrusion de-
tection. The platform emphasises the synergistic advantages of
combining CNN-based feature extraction with the contextual
understanding provided by word embeddings. The experi-
mental study of the new platform achieved a reliable cross-do-
main network intrusion detection. The study also showed a very
promising avenue for enhancing the resilience and adaptability
of cybersecurity measures in an increasingly complex digital
landscape. It was also revealed that the 1D-CNN and GloVe
embeddings model for cross-domain network intrusion detec-
tion led to improved performances of some of the existing net-
work intrusion detection systems.

One limitation of 1D-CNNss is their constrained ability to cap-
ture long-range dependencies in text, as the convolutional filters
are primarily designed to identify local patterns. This approach
restricts the effectiveness of models when contextual relation-
ships extend beyond the immediate vicinity of any given token.
In addition, pretrained GloVe embeddings, which are static, fail
to account for polysemy and context variations in language use,
leading to potential semantic inaccuracies. As language continu-
ally evolves, the static embeddings may not represent new usages
or domain-specific terminologies effectively. Moreover, 1D-
CNN models usually require extensive tuning of hyperparame-
ters such as kernel sizes and filter numbers to achieve optimal
performance, potentially resulting in increased computational
cost when processing large-scale datasets. These limitations ne-
cessitate further research into dynamic embedding models and
architectures that integrate long-term contextual understanding.

Abbreviations
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