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Abstract 

The rapid proliferation of artificial intelligence (AI) and digital transformation technologies in the Vietnamese business 

environment has profoundly altered the landscape of accounting and auditing, simultaneously introducing new and complex 

information security challenges. This study applies the Technology-Organization-Environment (TOE) framework to examine 

factors affecting Accounting Information Security (AISe) in Vietnamese enterprises during the ongoing digital transformation. 

The research model integrates four independent variables — Senior Management Support (TMS), Information Security Culture 

(SC), Quality of Accounting Information Systems (QAIS), and Cybersecurity Readiness (CSR) — and constructs the dependent 

variable AISe as a second-order formative construct encompassing three dimensions of the CIA triad: Confidentiality (CISe), 

Integrity (IISe), and Availability (AvISe). Using Partial Least Squares Structural Equation Modeling (PLS-SEM) with SmartPLS 

4.0, the study analyzed data collected from 228 respondents across Vietnamese enterprises. Results show that QAIS exerts the 

strongest positive influence on AISe (β = 0.570, p < 0.001), followed by SC (β = 0.152, p = 0.047) and CSR (β = 0.151, p = 

0.046). TMS does not directly affect AISe but exerts a strong indirect effect through SC (β = 0.777, p < 0.001). The model 

explains 69.4% of variance in AISe (R2 = 0.694). These findings offer empirical evidence supporting the integrated role of 

technological and organizational factors in securing accounting information within Vietnam's developing digital economy. 

Recent developments in AI governance, including Resolution No. 57-NQ/TW (2024) and Vietnam's national AI transformation 

strategy (2025-2026), further underscore the urgency of these findings for policy and practice. 
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1. Introduction 

The digital transformation of business organizations repre-

sents one of the most consequential economic and technolog-

ical developments of the early twenty-first century. At its core, 

digital transformation reshapes enterprises through the strate-

gic integration of digital technologies, leading to fundamental 

changes in the way they operate and deliver value to custom-

ers. According to [65], digital transformation is "a process in 

which organizations change the way they create value for cus-

tomers through the use of digital technology," emphasizing 

that it involves not merely technological adoption but a fun-

damental shift in strategy and organizational structure. Tang 
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(2021) [60] further characterizes digital transformation as a 

comprehensive business restructuring process that simultane-

ously increases revenue and reduces costs by optimizing pro-

cesses and resources. 

With the rapid rise of artificial intelligence (AI), this trans-

formation is driven by increased operational efficiency, ser-

vice innovation, and radical redefinitions of customer experi-

ence. From an accounting perspective, Izzo et al. (2021) [35] 

argue that digital transformation supports continuous account-

ing, thereby enhancing transparency, reliability, and the time-

liness of financial decision-making. Rehm (2022) [55] further 

emphasizes that digital transformation necessitates a funda-

mental rethinking of accounting information systems, in 

which the traditional linear chain linking strategy, structure, 

and systems must become more flexible and adaptive [12]. 

Busulwa and Evans (2022) [16] observe that technologies 

such as drones, computer vision, cloud computing, and AI 

have automated many traditional accounting tasks - from in-

ventory counting to complex data analysis — effectively shift-

ing the accountant's role from "record keeper" to "strategic ad-

visor." 

In Vietnam, digital transformation has accelerated dramati-

cally since the issuance of Resolution No. 57-NQ/TW of De-

cember 22, 2024, which identifies science, technology, inno-

vation, and national digital transformation as key drivers for 

rapid and sustainable national development through 2030, 

with a vision extending to 2045. Building on this foundation, 

Vietnam has in 2025 articulated a national AI transformation 

strategy (AIX), positioning the country at the forefront of AI 

adoption in Southeast Asia [45, 67]. These developments, 

combined with the rapid digitalization of financial services, e-

commerce, and public administration, create both significant 

opportunities and heightened security risks for accounting and 

auditing systems. 

The digital transformation process simultaneously poses 

significant information security challenges. When accounting 

data is stored and processed on digital platforms such as cloud 

environments, IoT systems, or mobile applications, the risks 

of data leakage, unauthorized access, and cyberattack increase 

substantially [55]. Reports by Viettel Cyber Security [66], 

VNISA [69], and the Vietnam National Cyber Security report 

[68] confirm that cyberattacks targeting Vietnamese enter-

prises have grown in frequency and sophistication, with finan-

cial and accounting data among the primary targets. This 

makes Accounting Information Security (AISe) - defined as 

the protection of accounting information to ensure its confi-

dentiality, integrity, and availability - a matter of critical stra-

tegic importance for Vietnamese enterprises operating in an 

AI-driven digital economy. 

Despite the practical urgency of this issue, empirical re-

search on AISe specifically within the Vietnamese context re-

mains limited. Most existing studies focus on technology 

adoption or general information systems quality without sys-

tematically examining the multi-dimensional determinants of 

accounting information security under the CIA framework. 

This study addresses that gap by applying the TOE framework 

to investigate how technological factors (QAIS, CSR) and or-

ganizational factors (TMS, SC) jointly determine AISe in Vi-

etnamese enterprises, contributing new empirical evidence to 

the growing body of literature on accounting security in de-

veloping economies. 

2. Theoretical Background 

2.1. Accounting Information Security 

Accounting Information Security (AISe) is an essential el-

ement of information systems management, particularly in the 

context of the current rapid digital transformation. According 

to [34], information security is defined as the process of pro-

tecting information from threats in order to ensure three core 

attributes — commonly referred to as the CIA triad: 

(i) Confidentiality: Ensuring that information is accessible 

only to authorized individuals and systems; 

(ii) Integrity: Ensuring that information is not illegally mod-

ified, falsified, or corrupted; and 

(iii) Availability: Ensuring that information can be accessed 

and used by authorized parties whenever required [34]. 

These three dimensions provide a comprehensive and en-

during framework for evaluating information security perfor-

mance. Alhassan and Adjei-Quaye (2017) [5] define infor-

mation security broadly as "the practice of protecting infor-

mation from unauthorized access, use, disclosure, disruption, 

modification, review, recording, or destruction," with the CIA 

principles operationalizing these protections in practice. 

Bishop (2019) [13] further confirms the centrality of the CIA 

model in academic and applied cybersecurity research. 

In the accounting field specifically, information systems 

store large volumes of sensitive financial data, making secu-

rity a vital organizational concern. Haapamäki and Sihvonen 

(2019) [28] emphasize that cybersecurity has become a top 

priority in the global digital accounting environment, a view 

reinforced by the American Institute of Certified Public Ac-

countants (AICPA), which recommends that enterprises de-

velop cybersecurity risk management programs to protect ac-

counting information. Steinbart et al. (2018) [59] demonstrate 

that risks from cybercrime can cause significant financial 

losses, disrupt operations, and undermine the reliability of fi-

nancial reporting. Similarly, Abutaber (2023) [3] confirms 

that accounting information system security directly enhances 

financial information reliability in organizational settings. 

Recent research has further expanded the conceptualization 

of AISe in the context of AI-driven environments. Rehberger 

(2024) [54] documents how prompt injection attacks in large 

language model (LLM) systems directly threaten all three CIA 

dimensions, representing a novel category of risk for AI-inte-

grated accounting systems. Similarly, the Accenture State of 

Cybersecurity Resilience Report [2] finds that a majority of 

organizations across Asia and Europe still lack the founda-

tional data and AI security practices necessary to safeguard 
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critical models, data pipelines, and cloud infrastructure — un-

derscoring the continuing relevance of CIA-based security 

frameworks in the age of AI. 

In summary, for the purposes of this study, AISe is under-

stood as the process of protecting accounting information 

through technological measures, human practices, and man-

agement processes, to ensure Confidentiality (CISe), Integrity 

(IISe), and Availability (AvISe) of information in the context 

of digital transformation. This is not only a legal requirement 

under Vietnamese law (Accounting Law No. 8/2015/QH13 

[46]; Law on Network Information Security No. 

86/2015/QH13 [26]; Decree No. 64/2007/ND-CP on IT appli-

cation in state agencies [25]) but also a core strategic capabil-

ity for organizations seeking to maintain the reliability of fi-

nancial reporting and competitive advantage in the digital 

economy. 

2.2. The Technology - Organization - 

Environment Framework 

The Technology - Organization - Environment (TOE) 

framework, developed by Tornatzky and Fleischer [61], is a 

widely applied theoretical model for explaining how organi-

zations adopt and implement technological innovations. The 

framework posits that organizational decision-making with re-

spect to technology adoption is influenced by three contextual 

dimensions: 

1) Technology context: Characteristics of both existing and 

emerging technologies relevant to the firm, including in-

frastructure, compatibility, and complexity; 

2) Organization context: Internal organizational attributes 

including size, managerial structure, available resources, 

human capital, and organizational culture; 

3) Environment context: External factors in which the firm 

operates, including industry characteristics, competitive 

pressure, regulatory requirements, and government pol-

icy. 

Oliveira and Martins (2011) [49] and Baker (2012) [9] con-

firmed TOE as a reliable and widely applicable framework for 

studying organizational technology innovation. The frame-

work has been applied across diverse domains including e-

commerce, ERP systems, cloud computing, and information 

security [4, 15, 19]. Kim and Kim (2021) [38] used TOE to 

assess continuity of corporate information security manage-

ment, and Marei (2024) [43] recently applied TOE to examine 

cybersecurity's moderating role in e-accounting adoption, fur-

ther validating its utility in accounting security research. 

Von Solms and Von Solms (2006) [53] provide a founda-

tional governance framework linking strategic security over-

sight to operational security outcomes, a perspective that 

aligns well with the TOE theoretical lens of this study. In the 

present study, TOE serves as the primary theoretical lens for 

explaining how accounting information security is determined 

by the combined influence of technological capabilities 

(QAIS and CSR), organizational commitment (TMS), and in-

ternal cultural environment (SC). This four-factor model maps 

onto TOE as follows: QAIS and CSR represent the technology 

context; SC represents the organizational cultural environ-

ment; and TMS represents the organizational leadership and 

resource allocation dimension. This integrated application of 

TOE contributes to extending the framework's explanatory 

scope in the emerging area of accounting security research in 

developing economies. 

2.3. Research Hypotheses Development 

Based on the TOE framework and a synthesis of prior em-

pirical studies, this research develops five hypotheses regard-

ing the determinants of AISe. 

2.3.1. Senior Management Support (TMS) 

Senior management support is widely recognized as a crit-

ical organizational factor in shaping information security out-

comes. According to [37], senior management has strong po-

tential to influence employee behavior and awareness by pro-

moting information security values and encouraging compli-

ance with security policies. Whitman and Mattord (2018) [70] 

emphasize that an IT security strategy is only truly effective 

when it receives substantial participation from organizational 

leadership - from policy formulation to implementation mon-

itoring. 

Empirical evidence from [40, 57-59, 63] consistently con-

firms the decisive role of TMS in enhancing the effectiveness 

of information security policies, particularly through resource 

provision, monitoring mechanisms, and organizational cul-

ture-shaping behaviors. AlGhamdi et al. (2020) [7] further 

demonstrate that top management involvement positively 

moderates the relationship between security infrastructure and 

security outcomes. Dutta and McCrohan (2002) [22] similarly 

emphasize that management commitment to information se-

curity governance is foundational to effective security out-

comes in cyber-enabled business environments. 

In the Vietnamese context, Resolution No. 57-NQ/TW 

(2024) explicitly assigns leadership at all organizational levels 

a central responsibility for digital transformation and data se-

curity governance. Given these considerations, the following 

hypotheses are proposed: 

H1: Senior Management Support has a positive impact on 

Accounting Information Security in Vietnamese enterprises. 

H2: Senior Management Support has a positive impact on 

Accounting Information Security Culture in Vietnamese enter-

prises. 

2.3.2. Information Security Culture (SC) 

Information security culture in accounting is understood as 

the set of values, perceptions, beliefs, and behavioral norms 

within an organization that collectively govern how employ-

ees approach the protection of accounting information. Knapp 

et al. (2006) [39] established that the maturity of information 
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security culture depends directly on organizational commit-

ment and employee attitudes. Cameron and Quinn (2011) [17] 

emphasize that organizational culture guides behavior and re-

inforces control systems, while Cram et al. (2021) [31] 

demonstrates that safety culture is grounded not only in formal 

control systems but also in internal commitment at all levels 

of the hierarchy. 

Van Niekerk and Von Solms (2010) [64] developed an in-

formation security culture model showing that data protection 

behavior results from awareness shaped by the organizational 

environment. Chang and Lin (2007) [18] further demonstrate 

that organizational culture serves as a primary determinant of 

effective information security management practices. Solo-

mon and Brown (2021) [56] confirm that both organizational 

culture and information security culture independently and 

jointly influence employee compliance behavior. In the con-

text of digital transformation, where increasingly complex 

technological environments amplify human behavioral risks 

[44], a robust security culture is indispensable. Pham Tra Lam 

(2024) [52], examining information security culture in Viet-

namese AIS contexts, further confirms that cultural dimen-

sions are critical determinants of accounting data protection 

behavior. Abu Afifa et al. (2025) [1], in a recent study of Vi-

etnamese manufacturing firms, underscore that transforma-

tional leadership - closely aligned with strong management 

support - significantly promotes positive attitudes toward AI 

adoption and digital security in accounting. 

H3: Information Security Culture has a positive impact on 

Accounting Information Security in Vietnamese enterprises. 

2.3.3. Quality of Accounting Information Systems 

(QAIS) 

The quality of accounting information systems reflects the 

extent to which systems effectively meet requirements for pro-

cessing, storing, and protecting financial information. Draw-

ing on the Resource-Based View [10, 71], high-quality ac-

counting information systems that are valuable, rare, inimita-

ble, and non-substitutable can generate sustainable competi-

tive advantage in the digital economy. [23, 24] assess AIS 

quality across three dimensions: system quality (reliability, 

processing capability, and security), information quality (ac-

curacy, completeness, and decision-support capacity), and 

service quality (technical support and user satisfaction). 

Papiorek and Hiebl (2023) [50] demonstrate that infor-

mation systems quality significantly enhances management 

accounting and management control effectiveness. Vietnam-

ese empirical studies corroborate this pattern: Dong Quang 

Chung (2023) and Tran Nu Hoai Nhu (2024) [21, 62] find that 

AIS quality plays an intermediary role in mitigating the nega-

tive effects of IT risks on accounting information quality and 

reliability. Nguyen and Vo (2025) [48] further demonstrate 

that management accounting information systems positively 

affect competitive advantage and business performance in Vi-

etnamese enterprises, with digital transformation moderating 

these relationships. 

H4: The Quality of Accounting Information Systems has a 

positive impact on Accounting Information Security in Viet-

namese enterprises. 

2.3.4. Cybersecurity Readiness (CSR) 

Cybersecurity Readiness reflects an organization's prepar-

edness to prevent, detect, and respond to cybersecurity threats 

— integrating technological capabilities, organizational re-

sources, human awareness, and behavioral compliance. In ac-

counting environments characterized by multi-layered digital 

platforms such as cloud ERP, distributed systems, and AI-

driven analytics, CSR serves as the frontline defense against 

data corruption, unauthorized access, and information leakage. 

Kraemer et al. (2009) [42] identify that human and organi-

zational factors represent a key pathway to information secu-

rity vulnerabilities, underscoring the need for comprehensive 

readiness programs. Daud et al. (2018) [20] emphasize that 

technological investment in cybersecurity must be accompa-

nied by employee training and awareness-building, while Al-

shaikh and Adamson (2021) [8] find that organizations with a 

strong security culture consistently outperform others in im-

plementing cybersecurity measures. Hasan et al. (2021) [32] 

demonstrate that organizations with high readiness outper-

form counterparts in incident prevention and response. More 

recently, the World Economic Forum's Global Cybersecurity 

Outlook 2025 [73] indicates that organizations across Asia 

and Europe continue to face significant readiness gaps, partic-

ularly in the context of AI-enabled threats — findings that are 

directly relevant to Vietnamese enterprises undergoing rapid 

AI integration. 

Peltier (2016) [47] specifies that an organization achieves 

high Cybersecurity Readiness when it demonstrates: a peri-

odic risk assessment system, a clear incident response plan, 

regular employee training, application of encryption and ac-

cess control technologies, and continuous monitoring of infor-

mation systems. These specifications reinforce the theoretical 

basis for CSR as a determinant of AISe within the TOE frame-

work. 

H5: Cybersecurity Readiness has a positive impact on Ac-

counting Information Security in Vietnamese enterprises. 

3. Materials and Methods 

3.1. Research Model 

Based on the theoretical foundations of the TOE framework, 

inherited research instruments, and the practical context of Vi-

etnamese enterprises during the digital transformation period, 

the study proposes the following research model with four in-

dependent factors and one second-order dependent variable. 
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Table 1. Theoretical basis for the research model. 

No. Factor Abbreviation Source 

1 Information Security Culture SC Hamdan (2017); TOE Framework 

2 Senior Management Support TMS Knapp et al. (2006); TOE Framework 

3 Quality of Accounting Information Systems QAIS / AIS Papiorek & Hiebl (2023); TOE Framework 

4 Cybersecurity Readiness CSR Berlilana et al. (2021); TOE Framework 

 

 
Figure 1. Research Model — Determinants of Accounting Infor-

mation Security (AISe). 

Note: Solid arrows (→) represent hypothesized direct paths; AISe is 

a second-order formative construct comprising Confidentiality 

(CISe), Integrity (IISe), and Availability (AvISe). TMS also has a 

direct path to AISe (H1). H2 represents the TMS→SC mediation 

pathway. 

3.2. Research Methodology 

3.2.1. Survey Design and Sampling 

This study employs a quantitative research design using a 

structured questionnaire based on a five-point Likert scale, 

ranging from (1) Strongly Disagree to (5) Strongly Agree, to 

measure respondents' assessments of the latent constructs in 

the model. The variables include: Senior Management Sup-

port (TMS), Information Security Culture (SC), Accounting 

Information System Quality (QAIS/AIS), Cybersecurity 

Readiness (CSR), and Accounting Information Security 

(AISe). All scales were adapted from validated instruments in 

prior studies and adjusted to suit the Vietnamese enterprise 

context. 

Survey subjects were individuals with knowledge and pro-

fessional experience in accounting, auditing, information 

technology, or senior management (CEO, CFO) at enterprises 

operating in Vietnam. These respondents were selected for 

their ability to objectively assess factors related to accounting 

information systems, security policies, and cybersecurity 

readiness. The survey was administered through both online 

and direct (face-to-face) channels. 

According to [29], when using PLS-SEM, the minimum 

sample size should be at least 10 times the number of observed 

variables belonging to the construct with the most indicators. 

In this study, the largest construct (AISe) has 15 observed var-

iables, yielding a minimum required sample of 150. To further 

ensure statistical representativeness, the study also applied the 

probability-based sample size formula for large populations at 

a 95% confidence level and 5% margin of error (Z = 1.96; p = 

0.5; E = 0.05), yielding N = 384. The final usable sample com-

prised 228 valid responses (response rate: 59.4%), exceeding 

the PLS-SEM minimum threshold of 150 and providing an ad-

equate basis for robust statistical inference. 

3.2.2. Measurement Instruments 

The TMS scale (6 items) was adapted from [39], with sub-

sequent validation by [6, 27, 33, 63]. The SC scale (7 items) 

was inherited and adapted from [31], drawing on [14, 51, 72]. 

The QAIS scale (6 items) was derived from [50], originally 

developed by [41], focusing on processing speed, flexibility, 

integration, and data quality. The CSR scale (9 items) was 

adapted from [11], covering three dimensions: technological 

capacity, organizational resources, and external environmen-

tal interaction. The AISe scale (15 items) was inherited from 

[36], capturing confidentiality (5 items), integrity (6 items), 

and availability (4 items) in line with the CIA model. 

3.2.3. Analytical Method 

The study employs Partial Least Squares Structural Equa-

tion Modeling (PLS-SEM) via SmartPLS 4.0 software for 

three primary reasons. First, the research model incorporates 

both reflective and formative measurement relationships; 

specifically, AISe is a second-order formative variable com-

prising three first-order reflective sub-constructs (CISe, IISe, 

AvISe). PLS-SEM is specifically suited to this reflective-

formative structure, whereas Covariance-Based SEM (CB-

SEM) is restricted to reflective models [29, 30]. Second, 

PLS-SEM does not require data to follow a normal distribu-

tion, which is appropriate for data collected from organiza-

tional surveys in developing economies. Third, the sample 
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size of 228 is fully adequate for PLS-SEM requirements 

while falling below the threshold (> 200) typically recom-

mended for CB-SEM. A Two-Stage Approach is employed 

for the second-order construct AISe, as recommended by 

[30]. 

3.2.4. Sample Characteristics 

Table 2. Profile of surveyed enterprises (N = 228). 

Classification Frequency Percentage (%) 

Type of Enterprise 228  

State-owned enterprise 130 57% 

Private enterprise 17 7% 

Limited liability company 44 19% 

Joint stock company 26 11% 

Foreign-invested enterprise (FDI) 11 5% 

Enterprise Size 228  

Micro (fewer than 10 employees) 9 4% 

Small (10-100 employees) 99 43% 

Medium (100-200 employees) 41 18% 

Large (more than 200 employees) 79 35% 

Digital Transformation Status 228  

Partially applying digital technology 163 71% 

Comprehensive digital transformation 65 29% 

Source: Data extracted from SmartPLS 4.0 

4. Results 

4.1. Measurement Model Evaluation: 

Dependent Variable Sub-constructs 

In the first stage of the Two-Stage Approach, the measure-

ment model was evaluated for the three first-order reflective 

constructs of AISe: Confidentiality (CISe), Integrity (IISe), 

and Availability (AvISe). Cronbach's Alpha and Composite 

Reliability (CR) coefficients for all three constructs exceeded 

0.86, indicating high internal consistency (see Table 3). Aver-

age Variance Extracted (AVE) values all exceeded the 0.70 

threshold, confirming strong convergent validity. All outer 

loadings exceeded 0.81, demonstrating that each indicator re-

flects its intended construct well. 

Table 3. Reliability and convergent validity — CISe, IISe, AvISe. 

Construct Cronbach's Alpha CR (rho_a) CR (rho_c) AVE 

AvISe 0.865 0.866 0.908 0.712 

CISe 0.928 0.928 0.945 0.776 

IISe 0.941 0.941 0.953 0.773 

Source: Data extracted from SmartPLS 4.0 
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Discriminant validity was assessed using the Heterotrait-

Monotrait Ratio (HTMT). Two out of three concept pairs had 

HTMT < 0.90. The IISe-AvISe pair yielded HTMT = 0.928, 

marginally exceeding the 0.90 threshold; however, follow-

ing the recommendation of [30], this is acceptable in second-

order models where component constructs share a strong the-

oretical basis (the CIA triad). After bootstrapping, all 95% 

HTMT confidence intervals fell below 1.0, confirming dis-

criminant validity according to the criterion of Garson 

(2016). 

 

4.2. Measurement Model Evaluation: 

Independent Variables 

All four independent variables (TMS, SC, QAIS/AIS, CSR) 

demonstrated strong reliability and convergent validity. 

Cronbach's Alpha and CR exceeded 0.94 for all constructs; AVE 

ranged from 0.749 to 0.802. All outer loadings exceeded 0.70. 

HTMT values for all pairs of independent variables were below 

0.85, satisfying the more conservative discriminant validity 

threshold of [30]. These results confirm that the measurement 

model is robust and appropriate for structural model testing. 

Table 4. Reliability and convergent validity - Independent variables. 

Variable Cronbach's Alpha CR (rho_a) CR (rho_c) AVE 

AIS (QAIS) 0.942 0.943 0.954 0.775 

CSR 0.968 0.969 0.973 0.799 

SC 0.944 0.945 0.954 0.749 

TMS 0.951 0.951 0.960 0.802 

Source: Data extracted from SmartPLS 4.0 

4.3. Structural Model Testing and Hypothesis 

Results 

The structural model was evaluated using path coefficients 

and bootstrapping significance tests (5,000 subsamples), 

along with coefficients of determination (R2), predictive rele-

vance (Q2), effect sizes (f2), and multicollinearity diagnostics 

(VIF). Of the five proposed hypotheses, four were supported 

at the 5% significance level; one (H1: TMS → AISe) was not 

statistically supported. 

Table 5. Structural model path coefficients and hypothesis tests. 

Hypothesis / Path β (Original) β (Mean) SD T-stat T-value 

H4: AIS → AISe 0.570 0.571 0.067 8.539 0.000 *** 

H5: CSR → AISe 0.151 0.151 0.076 1.994 0.046 * 

H3: SC → AISe 0.152 0.152 0.076 1.989 0.047 * 

H1: TMS → AISe 0.087 0.086 0.081 1.070 0.285 (ns) 

H2: TMS → SC 0.777 0.776 0.048 16.255 0.000 *** 

Source: Data extracted from SmartPLS 4.0. 

Note: *** p < 0.001; * p < 0.05; ns = not significant. 

The model demonstrates strong explanatory power for the 

central dependent variable AISe (R2 = 0.694, adjusted R2 = 

0.689), which exceeds the threshold of 0.26 considered indic-

ative of high explanatory power in social science research [30]. 

The mediating variable SC also shows strong explanatory 

power (R2 = 0.604). The Q2_predict value for AISe (0.667) 

and SC (0.600) both substantially exceed the minimum thresh-

old of 0, confirming strong out-of-sample predictive relevance. 
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All VIF values remained below the threshold of 5.0, indicating 

no significant multicollinearity. 

Effect size analysis (f2) confirms that QAIS/AIS is the dom-

inant determinant of AISe (f2 = 0.565, large effect according 

to Cohen’s (1988) benchmarks of 0.02/small, 0.15/medium, 

0.35/large), while TMS exerts the largest effect on SC (f2 = 

1.525, a very large effect). CSR (f2 = 0.036) and SC (f2 = 0.027) 

both yield small but statistically significant effects on AISe, 

consistent with the complex, multi-determined nature of secu-

rity outcomes in organizational settings. 

5. Discussion 

The empirical results of this study provide several theoreti-

cally and practically significant contributions to the under-

standing of accounting information security in the context of 

digital transformation in Vietnam. The five hypotheses were 

evaluated using PLS-SEM path analysis with bootstrapping 

(5,000 subsamples), with results interpreted against estab-

lished benchmarks [29, 30]. 

First, the overwhelming dominance of QAIS in determining 

AISe (β = 0.570, f2 = 0.565) underscores that the technical 

quality of accounting information systems is the single most 

important driver of security outcomes. This finding is con-

sistent with [50], who demonstrate that well-designed infor-

mation systems with high processing, integration, and data 

quality capabilities are foundational to effective management 

control. It further aligns with recent findings by [48] in the 

Vietnamese context, confirming that AIS quality is a strategic 

organizational resource. As Vietnamese enterprises accelerate 

AI adoption in accounting — as documented by [1] — invest-

ment in robust, high-quality AIS infrastructure becomes even 

more critical, since AI-powered systems introduce new attack 

surfaces including adversarial attacks, data poisoning, and 

model inversion [54]. 

Second, the significant but smaller impacts of SC (β = 0.152) 

and CSR (β = 0.151) highlight that organizational and behav-

ioral factors complement technical safeguards. Security cul-

ture shapes voluntary compliance behavior [56], while cyber-

security readiness ensures that organizational responses to 

threats are timely and coordinated [32]. The Accenture State 

of Cybersecurity Resilience Report [2] estimates that more 

than 90% of organizations globally still fall short of full cy-

bersecurity resilience, suggesting that Vietnamese enterprises 

have significant room to strengthen both dimensions. 

Third, the finding that TMS does not directly affect AISe (β 

= 0.087, p = 0.285) but exerts a strong indirect effect through 

SC (β = 0.777, p < 0.001) is theoretically meaningful and 

novel. It implies that senior management influence on security 

outcomes is primarily channeled through the cultural and be-

havioral norms it shapes rather than through direct operational 

interventions. This is consistent with [39], who characterize 

security culture as the primary organizational mediator of 

leadership commitment. From a practical standpoint, this find-

ing suggests that management training programs, security 

awareness campaigns, and visible leadership endorsement of 

security values may be more impactful than formal policy di-

rectives alone. 

Fourth, these findings must be interpreted against Vi-

etnam's rapidly evolving national AI governance landscape. 

Vietnam's Resolution No. 57-NQ/TW (2024) and its emerging 

national AI transformation strategy (AIX) (Vietnam Digital 

Transformation Program, 2025-2026) signal a government 

commitment to AI-driven economic development that will 

place additional demands on accounting security infrastruc-

ture. Organizations that proactively strengthen QAIS, culti-

vate a robust security culture, and develop comprehensive 

CSR will be best positioned to capitalize on AI-driven trans-

formation while managing the associated security risks. 

6. Conclusions 

This study applies the TOE framework to empirically ex-

amine the determinants of Accounting Information Security 

(AISe) in Vietnamese enterprises during the digital transfor-

mation era, using PLS-SEM with data from 228 respondents. 

The key findings are: 

1) H4 (QAIS → AISe): Supported. QAIS is the strongest 

determinant (β = 0.570, p < 0.001), confirming the pri-

macy of technical system quality in securing accounting 

information. 

2) H3 (SC → AISe): Supported. Information security cul-

ture has a positive effect on AISe (β = 0.152, p = 0.047), 

highlighting the importance of behavioral and cultural 

dimensions. 

3) H5 (CSR → AISe): Supported. Cybersecurity readiness 

positively predicts AISe (β = 0.151, p = 0.046), con-

sistent with the TOE technology context. 

4) H2 (TMS → SC): Supported. Senior management sup-

port strongly shapes security culture (β = 0.777, p < 

0.001), confirming TMS as an indirect organizational 

driver of AISe. 

5) H1 (TMS → AISe): Not supported (β = 0.087, p = 0.285), 

suggesting that TMS operates through SC as a mediating 

variable rather than directly. 

The model explains 69.4% of variance in AISe (R2 = 0.694), 

demonstrating strong explanatory power. The Q2 index (0.667) 

confirms robust predictive ability. 

For practitioners, the findings recommend a three-pronged 

approach to strengthening accounting information security: (1) 

systematically upgrading the quality of accounting infor-

mation systems to ensure robust processing, security, and data 

integrity capabilities; (2) investing in security culture devel-

opment through leadership modelling, training programs, and 

awareness campaigns; and (3) building comprehensive cyber-

security readiness programs that integrate technology, pro-

cesses, and people in accordance with NIST SP 800-12 and 

ISO/IEC 27001: 2022 standards. As AI tools become increas-

ingly integrated into Vietnamese accounting and auditing 
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practice - a trend accelerating under national digital transfor-

mation policy [67] - these foundations will be essential to 

managing the novel security risks introduced by AI systems. 

For researchers, this study makes methodological and theo-

retical contributions by: (a) successfully operationalizing 

AISe as a second-order formative construct within the CIA 

framework using the Two-Stage Approach in PLS-SEM; (b) 

demonstrating the mediated pathway TMS → SC → AISe; 

and (c) providing empirical validation of the TOE frame-

work's applicability to accounting security in Vietnam, a de-

veloping economy context underrepresented in the extant lit-

erature. Future research may extend this model by incorporat-

ing additional variables (e.g., regulatory pressure, AI govern-

ance quality), examining sector-specific moderating effects, 

or adopting longitudinal designs to capture the dynamics of 

security improvement over time. 
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