American Journal of Electrical Power and Energy Systems
2026, Vol. 15, No. 5, pp. 103-114
https://doi.org/10.11648/j.epes.20261505.11

SciencePG

Science Publishing Group

Research Article

Digital-twin and Physics-informed Neural Ensemble for
Locating Asymmetrical Short-circuit Faults on 10 kV
Overhead Feeders

Ramziddin Maxamatxodjayev Xasan o‘g‘li” @, Nurmatov Obid Yoqubboyevich

The Department of Mechanics, Tashkent State Technical University, Tashkent, Uzbekistan

Abstract

This paper proposes a digital-twin-assisted, physics-informed (feature-enriched) ensemble for locating asymmetrical short-
circuit faults on a 10 kV radial overhead feeder using single-ended current and voltage measurements. The digital twin
randomizes feeder sequence impedances, source impedance, loading, fault location, fault resistance, and measurement error to
generate 6,000 operating scenarios. Observable fault cases are selected using an explicit current-based criterion, after which a
data-only multilayer perceptron, a physics-informed multilayer perceptron, Random Forest, Gradient Boosting, and
HistGradientBoosting are evaluated on an independent test subset. A weighted ensemble, 0.4 MLP + 0.6 HGB, achieves a mean
absolute error of 0.962 km, an RMSE of 1.316 km, and an R? of 0.948, reducing MAE by approximately 25% relative to the
data-only MLP. Error distributions are further analyzed with respect to fault resistance, measurement noise, observability, and
uncertainty. The proposed model is not intended to replace deterministic protection; instead, it operates as a confidence-gated
advisory layer that narrows the patrol segment and abstains under unreliable conditions. An IEC 61850-compatible deployment
architecture, cybersecurity controls, a TRL 3-7 validation roadmap, and the remaining requirements for HIL, COMTRADE, and
seasonal field validation are also presented.
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1. Introduction

The 10 kV distribution network is the layer of electrical in-
frastructure closest to end users. According to official data, the
total length of 10 kV lines in Uzbekistan's regional distribu-
tion system exceeds 88,773 km [1]. Because overhead feeders
are geographically dispersed and exposed to weather and ex-
ternal mechanical influences, they are particularly susceptible
to asymmetrical short-circuit faults. Accurate estimation of

the faulted location reduces the patrol area, shortens the repair
crew's travel time, and enables faster restoration of healthy
feeder sections.

The conventional impedance-based method is simple and
computationally efficient; however, fault resistance, load cur-
rent, feeder branching, uncertainty in zero-sequence parame-
ters, and measurement errors can bias the distance estimate [2,
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3,17, 18]. Traveling-wave methods can provide high accuracy,
but they require a high sampling rate, precise time synchroni-
zation, and dedicated terminals. IEC TR 61850-90-21 de-
scribes the information models and use cases associated with
this technology [8].

Recent studies have increasingly applied multilayer percep-
trons (MLPs), convolutional neural networks (CNNSs), graph
convolutional networks (GCNs), graph attention networks
(GATSs), and autoencoders [11-16, 19, 20]. Their principal
strength is the ability to learn nonlinear relationships. The
main risk is that a purely data-driven model does not inher-
ently enforce physical constraints, may produce unreliable
outputs under out-of-distribution operating conditions, and
may learn hidden simplifications in synthetic data as if they
were physical truth. Therefore, this study adopts a hybrid ap-
proach that combines a digital twin with physically meaning-
ful features rather than relying on a purely black-box model.

1.1. Research Objective and Questions

The objective is to develop a method that estimates the dis-
tance to an asymmetrical short-circuit fault on a 10 kV radial
overhead feeder using single-ended current and voltage meas-
urements and that can be safely integrated into an industrial
IED architecture. The study addresses three questions: What
improvement do physically meaningful features provide over
raw phase quantities? Which model offers the best balance be-
tween accuracy and computational complexity? How does un-
certainty change as fault resistance increases?

The contribution of this paper comprises four layers. First,
a digital-twin data generator is developed in which feeder pa-
rameters and operating conditions are randomized. Second,
the phase quantities are enriched with symmetrical compo-
nents, power variables, and apparent impedance. Third, a
smooth neural regressor and a local gradient-boosting model
are combined in a weighted ensemble. Fourth, the output is
interpreted within an industrial architecture constrained by an
uncertainty gate, an abstention mechanism, and an IED
fallback strategy.

The operational objective is not to produce a point coordi-
nate at any cost. If the model's 90th-percentile error exceeds
the length of a feeder section, it should recommend only a pa-
trol segment. Under high fault resistance, poor signal quality,
or out-of-distribution conditions, withholding a distance esti-
mate is safer than returning a falsely precise answer. This prin-
ciple unifies the accuracy, confidence, and deployment crite-
ria used throughout the paper.

The remainder of the paper is organized as follows. After
the literature review, the mathematical model of the digital
twin is presented. Data preparation, model architecture, and
the verification protocol are then described. The results are
stratified by fault resistance and uncertainty. Finally, 1EC
61850 integration, technology readiness, patentability, com-
mercialization, and deployment limitations are discussed.
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1.2. Literature Review and Research Gap

Graph neural networks are promising for complex distribu-
tion systems because they can directly learn network topology.
A GCN-based study reported fault-localization accuracy of up
to 98.5% under a high penetration of distributed generation
[12]. A multi-head GAT was shown to be more robust to to-
pology changes than an MLP and a conventional GCN [13].
VGAE-GraphSAGE and ResNet 50 approaches have also re-
ported high accuracy [14, 16]. However, because these results
were obtained on different networks, datasets, and evaluation
metrics, they should not be interpreted as a directly compara-
ble ranking.

A method based on a back-propagation neural network and
spectral centroid frequency reported errors as low as 100 m
for some modeled cases [15], although such performance de-
pends on the neutral-grounding regime, feeder configuration,
and training range. Broad surveys confirm the potential of Al-
based methods while identifying reliable training data, gener-
alization, and practical validation as major limitations [11]. A
2026 autoencoder study also reported high performance on
simulated and open datasets; nevertheless, successful anomaly
detection does not by itself guarantee selective tripping in a
protection system [19].

The research gap is the limited availability of compact hy-
brid models that simultaneously address single-ended meas-
urements, high fault resistance, parameter uncertainty, and in-
dustrial safety constraints for 10 kV feeders. This study par-
tially addresses that gap through a synthetic but broadly ran-
domized computational experiment.

Four criteria were applied in the critical literature assess-
ment: independence of the test data from the training-scenario
generator, coverage of high-fault-resistance cases, transparent
description of topology and neutral-grounding conditions, and
the availability of real-time or field validation. Although many
studies report high accuracy, their test domains are often very
close to the training domain or include only low fault re-
sistance. This limits direct comparison of metrics across pub-
lications.

A further gap is the limited reporting of uncertainty in re-
gression outputs. For protection and emergency-response ser-
vices, a point estimate of d = 8.0 km is insufficient: a 95%
interval of [7.8, 8.2] km leads to a fundamentally different op-
erational decision from an interval of [5, 11] km. Therefore,
in addition to point-error metrics, this study introduces an em-
pirical error CDF, the 90th-percentile error stratified by fault
resistance, and an abstention criterion.

The novelty of the proposed solution does not lie in the
name of a single algorithm. It lies in integrating a digital twin,
physically meaningful features, two regressors with different
inductive biases, and a protection-oriented safety envelope
within one methodology. However, without evidence from
real COMTRADE records and hardware-in-the-loop testing,
this novelty should not be interpreted as industrial readiness.
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Table 1. Critical comparison of fault-location approaches.

Approach Strength Main limitation Use in this study

Impedance Simple and interpretable Sensitive to Rrand load Physical baseline and Zapp feature
Traveling wave Potentially high accuracy High sampling rate and synchronization Future multimodal channel
MLP/CNN Nonlinear mapping Topology and OOD risk Compact edge inference
GCN/GAT Represents topology Requires multipoint measurements Future stage for branched feeders

Digital twin + PIML Integrates physics and data Requires twin

The research gap is the limited availability of compact hy-
brid models that simultaneously address single-ended meas-
urements, high fault resistance, parameter uncertainty, and in-
dustrial safety constraints for 10 kV feeders. This study par-
tially addresses that gap through a synthetic but broadly ran-
domized computational experiment.

Four criteria were applied in the critical literature assess-
ment: independence of the test data from the training-scenario
generator, coverage of high-fault-resistance cases, transparent
description of topology and neutral-grounding conditions, and
the availability of real-time or field validation. Although many
studies report high accuracy, their test domains are often very
close to the training domain or include only low fault re-
sistance. This limits direct comparison of metrics across pub-
lications.

A further gap is the limited reporting of uncertainty in re-
gression outputs. For protection and emergency-response ser-
vices, a point estimate of d = 8.0 km is insufficient: a 95%
interval of [7.8, 8.2] km leads to a fundamentally different op-
erational decision from an interval of [5, 11] km. Therefore,
in addition to point-error metrics, this study introduces an em-
pirical error CDF, the 90th-percentile error stratified by fault
resistance, and an abstention criterion.

The novelty of the proposed solution does not lie in the
name of a single algorithm. It lies in integrating a digital twin,
physically meaningful features, two regressors with different
inductive biases, and a protection-oriented safety envelope
within one methodology. However, without evidence from
real COMTRADE records and hardware-in-the-loop testing,
this novelty should not be interpreted as industrial readiness.

calibration Proposed core concept

2. Mathematical Model and Digital Twin

The digital twin integrates the feeder's electrical model, pa-
rameter distributions, measurement-chain errors, and protec-
tion events. It is not a complete replica of the physical asset;
rather, it is an abstraction of sufficient fidelity for the specific
research task. The validity of the twin should be verified using
Z4, Zo, source short-circuit power, load profiles, and real event
records [2, 3, 9, 17].

The symmetrical components of the phase currents are ob-
tained as follows:

o L]"= AL, I_bI_c]", A=[[1,1,1],[1,a%a],[1,2,2°]] (1)

The sequence impedance up to the fault point is expressed
as Zy(d) = Zxs + zk*d. For a single-phase-to-ground fault, the
simplified expression is:

It = 3Us AZ:(d)+Za(d)+Zo(d)+3R5) )

The apparent impedance Zapp = |Vpn/lpn| is related to distance,
but it is strongly biased by fault resistance and load current.
Therefore, Zapp is not used as a stand-alone formula; instead,
it is supplied to the MLP and HGB as a physics-based feature.
The physics-enriched input vector Xny cOmprises phase mag-
nitudes, lo, 11, Iz, Vo, V1, V2, sequence-component ratios,
phase angles, P, Q, Zapp, Imax, Vimin, and load.

Table 2. Computational ranges of the digital-twin parameters.

Parameter Nominal value / range
Voltage 10 kV, 50 Hz

Line length 0.3-20 km
Positive-sequence impedance per km 0.34 +j0.41 Q/km, +16%
Zero-sequence impedance per km 0.88 +j1.18 /km, +12%

105

Reason for randomization

Study system
Fault location
Conductor and temperature variation

Ground and geometric uncertainty
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Parameter Nominal value / range

Rt 0.05-250 Q, log-distributed
Load 70-280 A

Measurement error c=1.5%

3. Assumptions and Scope of Application

The model operates on fundamental-frequency phasors and
does not reproduce the complete electromagnetic-transient dy-
namics of an arcing fault. The feeder is radial, measurements

Reason for randomization

Arc and contact conditions
Daily and seasonal operation

CT/VT and channel uncertainty

are taken at the substation end, and distributed generation is
excluded from the baseline experiment. Consequently, the re-
sults cannot be transferred directly to branched networks, bi-
directional power-flow conditions, or systems with compen-
sated neutrals.

Table 3. Regression models included in the comparison.

Model Input

Data-only MLP 9 phase/extreme-value features

Main hyperparameter

64-32, early stopping

Role

Neural baseline

Physics-informed MLP 24 physics-based features 72-36, L2 Physics-based enrichment
Random Forest 24 features 120 trees Nonlinear baseline
Gradient Boosting 24 features Huber loss Robust baseline

HistGradientBoosting 24 features

PIML ensemble MLP + HGB

The neutral-grounding regime is a primary determinant of
Zy and the ground-fault current. In isolated-neutral or Pe-
tersen-coil-compensated networks, capacitive current and arc
reignition require separate modeling. For a real feeder, identi-
fying Zo from event records or field tests rather than relying
solely on catalog values can reduce model bias.

An observability condition is applied as a physical filter: if
the fault cannot be distinguished from load and noise at the
measurement point, the attainable distance accuracy of any re-
gressor is fundamentally limited. Such scenarios should not be
hidden from the test set; they should be reported as a separate
"unobservable" category, together with the need for additional
sensing.

160 iterations

0.4/0.6
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Fast boosting

Proposed output

4. Data and Methodology

A total of 6,000 operating scenarios were generated, cover-
ing the normal state and the AG, BG, CG, AB, BC, CA, ABG,
BCG, and CAG fault classes. For the location-regression task,
faults satisfying Imax > 1.15 4load were retained because they
were sufficiently observable from single-ended measurements.
This filter was not introduced to artificially improve the re-
sults; it explicitly defines the observability boundary of the
method. Events outside the filter should be assigned to a "re-
liable distance unavailable" state.
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Digital-twin-assisted fault location and protection decision architecture

10 kV feeder
CT/VT/FTU

Edge buffer
V / event dat

Digital twin
IEC 60909 model

Physics-informed
P + HGB ensembile

Confidence gate
1IED / dispatcher

<\_/

Validated event - twin calibration

Figure 1. Architecture of the digital twin, edge inference, and protection decision process.

Table 4. Acceptance criterion.

Verification level Data source

Internal test Held-out synthetic test set

Parameter stress test Zo/Z:1, Rt, load, noise

HIL Real-time model + IED

Secondary injection CT/VT signal generator

Shadow pilot Real COMTRADE, no tripping

Controlled operation Limited setting advisory

The data were strictly divided into 75% training and 25%
testing subsets. The test subset was not used for hyperparam-
eter selection. The data-only MLP received only la, Ib, Ic, Va,
Vb, Ve, Imax, Vmin, and load. The physics-informed MLP
additionally received sequence components, component ratios,
P, Q, and Zapp. HistGradientBoosting learned complex local
nonlinear partitions, whereas the MLP learned a smooth
global mapping; the final ensemble combined their outputs
with weights of 0.4 and 0.6, respectively.

d_ens=0.4 d MLP +0.6 d_HGB (3)

MAE=(1/N)z|d_i—d_i|; RMSE=V[(1/N)=(d_i-d_i)?] (4)

The hidden layers of the physics-informed MLP use ReLU
activation, and the output layer uses a linear activation func-
tion. The features are standardized, while L, regularization
and early stopping limit overfitting. HGB partitions non-cate-
gorical features into histograms and captures local nonlinear-
ities between fault resistance and distance. The ensemble ex-
ploits the different error structures of the two models.

A confidence assessment should not consist of a single
point-distance estimate. In a practical implementation, an in-
terval [dL, dU] can be obtained using bootstrapping, an MLP
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Acceptance criterion

MAE, RMSE, R?, error CDF
Controlled metric degradation
Latency and trip logic

Channel and timing correctness

At least one season; false alarms = 0

100% rollback and auditability

ensemble trained with multiple random seeds, quantile boost-
ing, or conformal prediction. The interval width should in-
crease with fault resistance, noise, and distance from the train-
ing domain. If the interval is wider than 2 km or the input is
out of distribution, the system should indicate only a feeder
segment rather than provide a precise reference point to the
field crew.

5. Model Architecture, Confidence, and
Verification

The hidden layers of the physics-informed MLP use ReLU
activation, and the output layer uses a linear activation func-
tion. The features are standardized, while L, regularization
and early stopping limit overfitting. HGB partitions non-cate-
gorical features into histograms and captures local nonlinear-
ities between fault resistance and distance. The ensemble ex-
ploits the different error structures of the two models.

A confidence assessment should not consist of a single
point-distance estimate. In a practical implementation, an in-
terval [dL, dU] can be obtained using bootstrapping, an MLP
ensemble trained with multiple random seeds, quantile boost-
ing, or conformal prediction. The interval width should in-
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crease with fault resistance, noise, and distance from the train-
ing domain. If the interval is wider than 2 km or the input is
out of distribution, the system should indicate only a feeder

segment rather than provide a precise reference point to the
field crew.

Recommended measurement, protection and validation equipment chain

CT/NT
0.5P/5P

Merging unit
4-20 kHz

Protection IED)
50/51, S0N/51N

Edge computer_u
Al inference

IL / workstation
model & tests

Figure 2. Measurement, IED, edge-computing, and HIL verification equipment chain.

IEC 61869 provides a basis for instrument-transformer and
digital-interface uncertainty, IEC 60255 defines functional
and environmental requirements for protection equipment,
and IEC 61850 governs information exchange [4-10]. Com-
pliance with these standards does not automatically establish
the functional safety of an Al model; a dedicated model-vali-
dation protocol is required.

Verification is divided into accuracy, robustness, and safety.

Accuracy is evaluated using MAE, RMSE, R?, and the empir-
ical error CDF; robustness is assessed through stress tests in-
volving fault resistance, Zo/Z;, load, noise, and topology;
safety is assessed under OOD inputs, invalid signals, commu-
nication loss, and model-rollback conditions. If any one of
these three layers is not satisfied, there is insufficient justifi-
cation for connecting the model to operational control.

For the edge platform, the maximum inference and prepro-
cessing time, memory usage, processor load, and watchdog
response should be measured. Deterministic protection func-
tions must operate independently of the Al container. Model
updates should require digital signatures and two-stage ap-
proval, and rollback to the previous version should be verified
as a single operational action.

In the shadow pilot, the model evaluates real events but
does not affect the circuit breaker or protection settings. Each
error is linked to dispatcher records, COMTRADE files, and
patrol findings. A limited advisory stage should be considered
only after at least one season of monitoring false locations,
abstentions, interval coverage, and model drift.

Table 5. Test ranking of the fault-distance estimation models.

6. Results
Rank Model MAE, km
1 Physics-informed ensemble 0.962
2 HistGradientBoosting 1.005
3 Physics-informed MLP 1.026
4 Random Forest 1.039
5 Data-only MLP 1.283
6 Gradient Boosting 1.545
7 Impedance baseline 4.985
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RMSE, km R2 Within 0.5 km, %
1.316 0.948 36.4

1.352 0.945 34.1

1.430 0.938 354

1.405 0.940 34.5

1.831 0.899 29.6

2.029 0.876 22.6

5.734 0.007 5.4
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Fault-location model ranking

Physics-informed ensemble
HistGradientBoosting
Physics-informed MLP

Random forest
Data-only MLP
Gradient boosting

Impedance baseline

T T

2 3 4 5
MAE, km (lower is better)

Figure 3. Comparison of models by MAE (lower is better).

The proposed ensemble achieved MAE = 0.962 km, RMSE
=1.316 km, and R? = 0.948. The data-only MLP achieved an
MAE of 1.283 km; integrating physically meaningful features
and boosting reduced the error by approximately 25%. The
impedance baseline, with MAE = 4.985 km, was highly sen-
sitive to high fault resistance and load. The results demon-
strate the benefit of physics-based features; however, an error
of 0.962 km is not necessarily sufficient for every feeder and
must be compared with pole spacing, feeder-section length,
and operational requirements.

As a stand-alone model, HGB slightly outperformed the
physics-informed MLP, achieving an MAE of 1.005 km. The
ensemble reduced error correlation and lowered the overall
MAE to 0.962 km. Only 36.4% of estimates were within 0.5
km, indicating that high pointwise accuracy remains limited.
Therefore, it is scientifically and operationally more appropri-
ate to interpret the system as a tool for narrowing the patrol
segment rather than as a source of exact coordinates.

6.1. Agreement Between Predicted and Actual
Distance

The points cluster around the 1:1 line, but their dispersion
increases at high fault resistance. This is physically expected:
as fault current decreases, the sensitivity of Zapp to distance
weakens and the signal-to-noise ratio of phase and sequence-
component features deteriorates. Under such conditions, the
model tends to regress toward the mean distance, potentially
overestimating near faults and underestimating distant faults.

Physics-informed ensemble: predicted vs actual

20.0 1
L 102
17.51

15.0 4
12.5 1 F 10!

10.0 4

Rf, Q (log)

7.5 1
L 10°

Predicted distance, km

5.0

2.5
107!

0.0

T T

T T T T T T T
00 25 50 75 10.0 125 15.0 17.5 20.0

Actual distance, km
Figure 4. Actual distance versus ensemble estimate; color denotes
Rr..

The empirical error CDF provides more operational infor-
mation than a single average metric. For example, a model can
have a low MAE but a large 90th-percentile error. Pilot eval-
uation should separately report the probability of an error
within 0.5 km, within 1 km, and within one feeder section.
Error should also be stratified by fault type, fault resistance,
distance, and season.
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Empirical CDF of location error

100 4

80 1

60 A

40 A

204

Cumulative probability, %

0_

1.0

0.0 0.5 1.5

3.0

T

2.0 2.5 3.5 4.0

Absolute location error, km

Figure 5. Empirical cumulative distribution function of the absolute location error.

6.2. Fault Resistance and Uncertainty

Location uncertainty versus transition resistance

4.0 _g— Median error

3.5 1 90th percentile
E
3.0 4
g
5 2.5
o
5 2.0 1
°
B 151
<C

1.0 A

051 % =

05\ 20 o 5.0\ o0 o0\
L . . 2 10 30
0 @® po? 0 KU
Transition resistance Rf, Q
Figure 6. Median and 90th-percentile errors as fault resistance increases.
Table 6. Strategies for monitoring and reducing uncertainty.
Uncertainty source Indicator Detection Mitigation

High Rt Low current signal

CT saturation Clipped waveform
Topology change

Model drift

Shift in impedance map
Metrics degrade over time

OOD condition Far from input distribution

When Rt is below 0.5 ohm, the current signal is strong and
the distance mapping is more precise. In the 50-250 ohm range,
both the median and the 90th-percentile errors increase sub-
stantially. This limitation cannot be corrected merely by add-
ing more layers or training epochs because the underlying in-
formation content has decreased. Potential remedies include
additional FTU or D-PMU measurements along the feeder,

R proxy; wide interval
Saturation flag
Switch-status mismatch
Shadow monitoring

Mahalanobis distance / autoencoder

110

Additional sensor / two-ended measurement
Appropriate CT and algorithmic detector
Include SCADA topology

Revalidation / rollback

Abstain - do not report distance

high-frequency transient features, zero-sequence voltage, syn-
chronized two-ended measurements, or multimodal fusion
with patrol and sensor data [8, 13, 15].

Model uncertainty has three components: aleatoric uncer-
tainty arising from fault resistance, arcing, and noise; epis-
temic uncertainty related to training coverage and model
structure; and parametric uncertainty caused by errors in Zo,
Z3, and the source equivalent. The digital twin partially covers
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parametric uncertainty through randomization, but real feed-
ers still require parameter identification and seasonal recali-
bration.

7. Ablation Analysis and Scientific
Interpretation

In the ablation comparison, the data-only MLP restricted to
phase magnitudes achieved MAE = 1.283 km. After adding
sequence components, component ratios, P, Q, and Zapp, the
physics-informed MLP improved to MAE = 1.026 km. This
approximately 20% improvement indicates that physically

meaningful features encode asymmetry and ground-return
current paths more effectively. HGB achieved 1.005 km
through local partitions, while the two-model ensemble pro-
duced the best result, 0.962 km.

The term "physics-informed" is used cautiously. The pro-
posed model is not a physics-informed neural network that
strictly enforces differential equations in the loss function; ra-
ther, it is a data-driven model enriched with data generated by
a physical model and with physically meaningful input fea-
tures. Accordingly, the claim is limited to "physics-feature-
enriched" learning. From a reviewer's perspective, this avoids
overstating the novelty of the method.

Table 7. Conceptual ablation results for the model components.

Removed component Expected effect

Io/Ii and Vo/V:

Io/Ii and V2/V)

Zapp

HGB from ensemble Local nonlinearities are lost

MLP from ensemble

Training is performed offline on a server or workstation.
The edge device performs only feature standardization, infer-
ence through the 72-36 MLP, and traversal of the HGB trees.
These operations can be executed within milliseconds on a
modern industrial computer; however, actual latency must be

8. IEC 61850 Integration and Cybersecurity

Poorer separation of ground faults
Weaker representation of phase asymmetry

Direct distance-related signal is removed

Smooth global mapping is reduced

Observed result / interpretation

Higher error at high Rt
Reduced sensitivity to fault type
MLP requires more data

MAE 0.962 -> 1.026 km

MAE 0.962 -> 1.005 km

measured on the target processor and depends on the program-
ming language, operating-system scheduling, and cybersecu-
rity layer. The paper does not infer a real-time guarantee solely
from simulation metrics.

Table 8. Cybersecurity risks of the intelligent protection layer.

Asset Threat
SV/GOOSE Forged or delayed packet
Model file Unauthorized replacement

Setting group Unauthorized change

Edge OS Malware / service interruption

Audit Loss of traceability

111

Control

Quality, sequence, timing, redundancy
Digital signature and hash

Two-stage authorization and limits
Whitelisting, watchdog, read-only image

WORM log and centralized copy
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Digital-twin-assisted fault location and protection decision architecture

10 kV feeder
CT/VT/FTU

Edge buffer
V / event data

Digital twin

IEC 60909 model'ﬂ[m + HGB ensem!f‘

Physics-informed Confidence gate

IED / dispatcher

4\_///

Validated event - twin calibration

Figure 7. The protection decision is confined to the local edge layer; the cloud is used only for offline functions.

In a digital-substation architecture, the merging unit con-
verts current and voltage measurements into a Sampled Val-
ues stream, the IED exchanges circuit-breaker status and trip
signals through GOOSE, and the model can run on a local
edge device or in an isolated container within the IED [6, 7].
Off-premises cloud inference is not recommended for protec-
tion because latency and availability are difficult to guarantee.
The cloud should be limited to model monitoring, reporting,
and offline retraining.

From a cybersecurity perspective, the principal threats are
forged or delayed SV/GOOSE data, unauthorized replacement
of the model file, unauthorized changes to the setting group,
and deletion of audit logs. Countermeasures include network
segmentation, application whitelisting, signed model artifacts,
role-based access control, secure boot, time-synchronization
monitoring, redundant independent measurements, and a strict
fallback mechanism. Compromise of the Al module must not
block conventional protection.

9. Industrial Deployment, Technology Readiness, and Economic Impact

Industrial validation roadmap for a 10 kV feeder

TRL 3 TRL 4 TRL 5 TRL 6 TRL 7
val}lilggteitlnn HIL laboratory Pilot feeder Seasonal pilot dg[gi;ztti?arlia;n
Figure 8. Validation pathway from TRL 3 to TRL 7 for a 10 kV feeder.
Table 9. Technology-readiness stages and decision criteria.

Stage TRL Main deliverable Go/No-Go criterion
Digital model 3 Reproducible dataset and code Metrics and limitations disclosed
HIL laboratory 4 Closed-loop IED + edge system False trips = 0; latency within limit
Shadow pilot 5 Comparison with real COMTRADE Stable for one season
Extended pilot 6 Multiple feeders / topologies Generalization confirmed
Operational demonstration 7 Limited advisory / control function Audit, rollback, and safety verified

This work is close to TRL 3: the concept and computational
experiment exist, but laboratory HIL testing and validation on
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a real feeder have not been completed. For TRL 4, the real-
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time model, protection IED, CT/VT injection, and communi-
cation delays must be evaluated in a closed loop. TRL 5 re-
quires a shadow-mode pilot on one feeder, TRL 6 requires val-
idation under seasonal and topological changes, and TRL 7
requires a limited operational demonstration.

Economic benefit cannot be inferred from accuracy metrics
alone. The assessment should include patrol distance, crew
time, outage duration, energy not supplied, losses caused by
incorrect tripping, the cost of additional sensors and IEDs, cy-
bersecurity expenditure, and model-maintenance costs. Be-
fore the pilot, measurable KPIs rather than assumed "benefits"
should be defined, including fault-to-location time, recom-
mended segment length, false-location rate, impact on SAIDI,
and service resources per event.

10. Limitations and Future Work

The first limitation is the use of synthetic data. The model
does not fully reproduce real arcing, insulator wetting, CT sat-
uration, harmonics, or electromagnetic transients. The second
limitation is the radial single-ended measurement configura-
tion; branched feeders, distributed generation, and switching
topologies require a graph model or topology-aware features
[12-14]. The third limitation is the observability filter: under
very high fault resistance or when the fault signal is buried in
noise, a point-distance estimate is physically unreliable.

Future work will include domain adaptation using real
COMTRADE records; an electromagnetic-transient model;
D-PMU and synchronized two-ended measurements; confor-
mal-prediction intervals; an OOD detector; graph neural net-
works; cyber-physical HIL testing; and end-to-end functional
tests integrated with circuit-breaker and autoreclosing logic.
Each added level of complexity should be justified through an

independent ablation study and statistical confidence intervals.

10.1. Patentability and Commercialization
Perspective

The general idea of "neural-network-based fault location"
is not new [11-20]. Patentability may instead reside in a spe-
cific technical solution: a digital twin that identifies feeder pa-
rameters online, integration of physically meaningful features
with an uncertainty gate, selection of IED setting groups under
strict safety constraints, and automatic rollback within a uni-
fied method. Before filing, a dedicated prior-art search should
be conducted in WIPO, EPO, and national databases; publica-
tion of this paper does not by itself establish patent novelty.

10.2. Key Checks for Reviewers

Avre the dataset and code reproducible, and is the test subset
genuinely independent?

Do the synthetic-model parameters represent realistic
ranges for 10 kV feeders?

Can the model abstain under high fault resistance and out-
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of-distribution conditions?

Were the baseline models tuned fairly, and are the metrics
reported with confidence intervals?

Are industrial claims appropriately limited in the absence
of HIL or field evidence?

11. Conclusion

A digital-twin-assisted, physics-feature-enriched MLP-
HGB ensemble was developed to locate asymmetrical short-
circuit faults on a 10 kV radial overhead feeder. For observa-
ble test cases generated from 6,000 simulated operating sce-
narios, the ensemble achieved MAE = 0.962 km, RMSE =
1.316 km, and R? = 0.948. Physically meaningful features re-
duced the error by approximately one quarter relative to the
MLP using only phase quantities, whereas the impedance
baseline was inadequate under high fault resistance.

The principal scientific conclusion is that combining a
physical model, sequence-component features, and data-
driven learning produces more robust results than black-box
regression. The principal practical conclusion is that the
model should initially operate not as an independent protec-
tion function that provides exact coordinates, but as an advi-
sory layer that reports uncertainty and narrows the patrol seg-
ment. Claims above TRL 3 are not scientifically justified until
HIL testing, validation with real COMTRADE records, and a
seasonal shadow pilot have been completed.
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CNNs  Convolutional Neural Networks
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