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Abstract

As enterprises continuously rely on data to effectively drive and power business processes in a digital economy, privacy concerns
have emerged as a major source of deep concern among consumers and privacy advocates in a digital society. Several scholars
have shared their opinions and perspectives in related articles on this issue since privacy is a fundamental and constitutional right
in many countries that must be protected at all times. While several practitioners and industry experts have proffered various
privacy-preserving measures to help empower users to make informed decisions that relate to the use of their personal
information, others have proposed various privacy preserving measures and mechanisms to help protect the use of personal
information in a digital society to create the necessary confidence and trust amongst members of the public. With the current
advances in artificial intelligence, social media platforms, and automation, the issue has emerged as a major source of concern
among policymakers, privacy advocates, and industry experts. The purpose of the e-Delphi study was to gain consensus from
the opinions of industry experts on best practice measures and various effective privacy-preserving measures to help enhance
users' privacy and allay privacy concerns in a digital society. The study adopted the Restricted Access/Limited Control (RALC)
theory of privacy to provide a theoretical framework for the research study. The study included three rounds of questioning using
the Delphi method. The findings from the study revealed that effective privacy-preserving measures, such as Data minimization,
Privacy-By-Design, Privacy Labels and icons, Data Ownership and control, Third-party App Permission, Mandatory
Data/Privacy Breach Notice, Frequent Policy Updates, End-to-End Encryption, User-Friendly Privacy Control features, and
Informed Consent, provided an effective way to allay the fears of consumers in a digital age.
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1. Introduction

The Digital Age is characterized by unprecedented levels of
data generation, collection, and analysis. Advances in data
mining, artificial intelligence, cloud computing, and ubiqui-
tous connectivity have transformed data into a critical eco-
nomic, strategic, and social asset. Organizations across sectors
increasingly rely on data-driven insights to personalize ser-

vices, optimize operations, predict consumer behavior, and
gain a competitive advantage. While these developments have
generated significant innovation and economic value, they
have also intensified concerns regarding consumer privacy
and individual autonomy. The need to protect privacy rights
and data privacy in a digital age continues to be a subject of
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major concern [70, 85]. Data is referred to as the new oil in a
digital economy. Organizations in various industries increas-
ingly use all kinds of business intelligence software powered
by sophisticated algorithms to help collect and analyze the
volume of data generated daily. Application of data mining al-
gorithms to several types of structured and unstructured data,
from various sources, helps disclose hidden relevant infor-
mation [14, 73]. The convergence of data mining, consumer
privacy, and autonomy represents one of the most critical chal-
lenges of the digital age. While data mining continues to drive
innovation and economic growth, its unchecked application
risks undermining fundamental rights and ethical norms. Un-
derstanding how data mining practices affect consumer pri-
vacy and autonomy—and how policy, governance, and organ-
izational strategies can mitigate these effects—is essential for
developing sustainable, trustworthy digital ecosystems. The
information discovered within the data is used to enhance de-
cision-making abilities [14, 43].

The current advances in digital space with artificial intelli-
gence and machine learning allow for systematic processing,
which includes clustering, logical or mathematical queries,
summarizing, separation, distributions, correlations, and rela-
tionships, to gain deeper insight into the data [43, 62-67]. Data
mining is a knowledge discovery process to uncover hidden
patterns, relationships, customer preferences, unknown corre-
lations, and market trends to better serve users’ needs. It offers
businesses the opportunity to discover information from con-
sumers, to better understand the dynamics of the business en-
vironment. The immense value and benefits of data mining
analytics are realized when organizations use the information
generated to enhance decision-making capabilities [5, 78]. Data
mining is not only the extraction of previously unknown in-
formation from a database but also the discovery of relation-
ships that did not surface in previous methods of data analysis.
Data mining processes are characterized into three distinct
types: Discovery, Predictive Modelling, and Forensic Analysis
[11, 14].

With the current advances in digital technologies, with arti-
ficial intelligence and social media, the issue of privacy has
become deeper amongst policymakers and privacy advocates.
Primary sources of concern revolved around sharing personal
or individual-specific data, such as names, locations, date of
birth, age, address, demographics, lifestyle, and interests,
without consumer consent. Consumer privacy occurs and exist
when individuals can limit access and control the release of
information about them [47, 62]. An invasion of privacy oc-
curs when control is lost or unwillingly reduced due to a mar-
keting transaction [68]. The two key assumptions under-lying
privacy are (i) Most consumers would like to have more con-
trol, and (ii) Giving consumers more control over how infor-
mation about them is used will alleviate their privacy concerns.
The issue of privacy in the digital age is an important subject
that has generated concerns amongst privacy advocates [11,
12, 68]
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In a landmark settlement deal, brought by privacy advo-
cates attorneys against Alphabet Inc., the parent company of
Google. Google Inc. reached a $391.5 million settlement deal
with 40 US states due to its monetization of “location history
data” of consumers, providing advertisers and other third-
party organizations with consumer location history, users who
viewed and visited advertised stores [17, 84, 85]. Privacy ad-
vocates argued that location history tracking is one of the most
sensitive personal pieces of information of consumers and
constitutes a major privacy breach, such cases have continued
to evolve and pit privacy advocates against various digital
companies both in the US and the EU (European Union). As
the current advances in digital technologies with artificial in-
telligence continued to enhance the ability of organizations to
easily collect and share consumer data to better provide quality
services, the need to allay the fears of consumers and privacy
advocates on its impact on privacy lies on how organizations
can put transparency at the fore-front of their business process
practice [85, 88]. The need to get a deeper insight and gain
commercial value from the large volumes of data generated to
help improve business process performance often allows en-
terprises to collect consumer data indiscriminately [14, 31].
Also, the lack of clear consumer consent and adequate imple-
mentation of data-sharing policies created a loophole for en-
terprises to share users' data with third-party organizations,
without appropriate consent. It becomes increasingly clear that
as advances in digital technologies continue to shape the soci-
ety with the current advances in artificial intelligence, ma-
chine learning, and automation, privacy concerns will con-
tinue to take the center stage amongst industry watchdogs, pri-
vacy advocates and policy maker as the application of infor-
mation and communication technologies (ICT) in social and
businesses platforms increases in future [8, 52, 53].

2. Literature Review

The pace of the proliferation of digital content and its nega-
tive impacts on privacy has been a subject of major concern
amongst scholars, policymakers, and industry watchdogs [3-
14, 21]. At the core of these privacy concerns is data mining—
the systematic extraction of patterns, correlations, and predic-
tions from large datasets—which often involves personal and
behavioral data generated through everyday digital interac-
tions [41]. The continuous advances and proliferation in the
digital ecosystem, leading to the expansion of data mining
practices, have reshaped the relationship between individuals,
organizations, and digital systems, raising fundamental ques-
tion about control, consent, transparency, and power in the
digital ecosystem. The right to privacy is a fundamental hu-
man right that should be protected in the current digital age
[63, 82]. Data is seen as the new gold, and data privacy is a
major source of concern to all stakeholders. Privacy advocates
argue that a privacy framework requires the processes used in
gathering and disseminating information to be two-fold: (a)
Appropriate to a particular context and (b) Comply with norms
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that govern the flow of personal information in each context
[33]. In the digital economy, data mining techniques are em-
bedded in Online platforms and social media, E-commerce
and digital marketing systems, Financial services and credit
scoring, healthcare analytics and personalized medicine,
Smart devices, IoT systems, and mobile applications. These
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various systems continuously collect both explicit data (such
as user-provided information) and implicit data (such as be-
havioral traces, location data, and interaction logs). And
through machine learning and predictive analytics, data min-
ing transforms raw data into actionable insights, often enabling
automated decision-making at scale [11, 39].

_—

Figure 1. Data mining analytic processes.

2.1. Historical Content

Historically, information is power, and both collecting, stor-
ing, and collating personal information are means of ac-quir-
ing power [16, 28]. In the early 1960s to 1980s, this was the era
of mainframe computers, and early databases marked the first
major shift in data practices. Governments and large organi-
zation began digitizing records related to taxation, health, em-
ployment, and social services [31]. While data mining as a dis-
cipline had not yet emerged, concerns grew amongst privacy
advocates about centralized data repositories and the potential
for misuse. Data mining in its early stage was seen as a great
technology with the opportunities it offers, and the greatest
challenge facing it was making the transition from being an
early market technology into the mainstream. Historically, the
greatest early opportunity facing technology was the vast col-
lection of data from websites such as Yahoo, collecting over
[88, 95]. Consumers always believed and anticipated that pri-
vacy loss would be a greater problem in a digital age, and pri-
vacy concerns sometimes might influence users to provide
spurious information even though data mining services require
accurate input for results to be meaningful [62, 82-95].

2.1.1. Privacy Concerns in the Digital Age

With the rapid advances in the digital technology with so-
cial media, artificial intelligence (Al), big data, and automa-
tion, a breach of privacy might occur when individuals are not
aware that their data have been collected and passed on to other
organizations and used for purposes other than the one for
which they were initially collected [2, 63]. As data mining in-
creasingly become an indispensable component of the digital
economy, and its expansion has fundamentally altered the bal-
ance between innovation, privacy, and individual autonomy,
Privacy advocates have increasingly voiced their concerns at
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various opportunities about the impact of data mining on pri-
vacy in a digital age. The digital age demands a reexamination
of how data is governed, how consent is operationalized, and
how autonomy is preserved in increasingly automated and
data-driven environments [32, 46]. Data mining challenges
this control by: Aggregating data across multiple sources, In-
ferring sensitive attributes from non-sensitive data, and Re-
purposing data beyond its original context. Privacy concerns
have increasingly revolved around informational self-determi-
nation, which is the ability of individuals to control how their
personal data is collected, used, shared, and retained. Datam-
ining challenges this control by: Aggregating data across mul-
tiple sources, Inferring sensitive attributes from non-sensitive
data, and Repurposing data beyond its original context. Ad-
dressing these concerns requires interdisciplinary inquiry,
combining insights from technology, law, ethics, behavioral
science, and organizational governance [68, 71].

2.1.2. Privacy-Value Trade Off

A significant part of the privacy concerns often voiced
amongst privacy advocates is the privacy value trade-off. The
rapid proliferation and deployment of various digital technolo-
gies that continuously undermine privacy by business enter-
prises threaten to make informational privacy obsolete [68,
95]. The need for a more robust, meaningful definition of pri-
vacy becomes more important to satisfy genuine concerns, as
electronic data about individuals becomes increasingly de-
tailed and as technology enables more powerful collection and
curation of these data [94, 95]. There is a privacy-Value trade
off as digital services are often offered in exchange for per-
sonal data, creating a perceived trade-off between conven-
ience and privacy. Consumers may consent to extensive data
collection to access services, discounts, or personalization,
even when they do not fully understand the scope of data min-
ing practices. In the digital economy, personal data functions
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as a form of currency, enabling organizations to deliver tai-
lored products, targeted advertising, predictive services, and
data-driven innovation [87, 88]. This exchange has become a
foundational business model for many digital platforms and
data-intensive industries. This dynamic raises concerns about
whether consent is genuinely informed or merely procedural.
While consumers often recognize the value derived from data
driven services, the trade-off is rarely transparent or symmet-
rical. Individuals may consent to extensive data collection
without fully understanding the scope, duration, or secondary
uses of their data. Since the complexity of data mining prac-
tices is not always transparent to consumers, algorithmic in-
ference and third-party data sharing limit consumers’ ability
to accurately assess long-term privacy risks. As a result, con-
sent may be procedural rather than genuinely informed [65,
96]. From an ethical perspective, the privacy—value trade-off
raises questions about fairness, autonomy, and proportionality.
When access to essential digital services is contingent upon
extensive data surrender, individuals may face coerced
choices rather than voluntary exchange. This challenges the
legitimacy of consent-based privacy models and calls for
stronger structural protections. [56, 60, 61].

2.2. Importance of Data Protection and Privacy
Laws

Data privacy-protection laws aim to protect consumers from
being vulnerable through data in the hands of authorized or
unauthorized businesses and to protect various members of so-
ciety [65, 68]. Consumer data protection and privacy laws seek
not only to protect consumers but also to enhance the promo-
tion of fairness, accountability, and transparency on the part of
those handling, using, storing, and sharing consumer data [67, 65].
Consumers may face possible risks from digital products and
services that are non-transparent, such that informed con-sent
alone may not adequately protect or guarantee adequate ac-
countability, fairness, and transparency from digital service
providers [50, 97]. The argument is that without privacy, indi-
vidual rights to freedom of expression and freedom of access
to information are inherently threatened, and the possibility of
living in a civilized, fair, and democratic society [14, 68-82].
Privacy and data protection laws should guarantee adequate

protection for consumers, regardless of whether there is in-
formed consent from the consumer [8, 47]. [50] Suggested
three core fundamental principles of data protection and pri-
vacy laws: (a) Purpose Specification, (b) Data minimization,
and (c) Treatment of data protected or special categories of
people. (Race, gender; religion, or groups). Consumer protec-
tion and data privacy into three broad Phases: (i) Pre-engage-
ment phase: This phase involve primarily what disclosures and
information notifications need to be made known to consumers
regarding the use of their data, what purpose, why the data is
being collected, how it is being collected if it's going to be
shared to third parties, and basic procedures for obtaining in-
formed consents. (ii)Engagement Phase: This phase involves
restrictions, carefully detailing responsibilities on the things
organizations can do or not do with consumers' or users' data
within their custody. (iii)post-engagement phase. this phase
discloses and details accountability measures for holding dig-
ital product and service providers, cloud computing organiza-
tions, and those using data analytics algorithms, machine
learning, and artificial intelligence accountable for any viola-
tions of consumer protection and data privacy laws [47, 50, 51].

2.2.1. Data Privacy-Preserving Schemes

Preservation of privacy in data mining has emerged as an
unconditional prerequisite for exchanging privileged infor-
mation in data analytics [88]. The argument is that this privacy
preservation scheme does not reveal the data owner’s confi-
dential information during the outsourcing process [95, 98].
[75, 97] Classified Privacy-preserving data mining techniques
under the four major techniques of data anonymization, de-
anonymization, perturbation, and cryptography.

2.2.2. Cryptographic method

Employ secure-multi-party computation and uses Homo-
morphic Encryption (HE), Encryption-based technologies, At-
tribute-based encryption; Secure Two-Party Computing Pro-
tocol. Other privacy models: K-anonymity, I-diversity, t-close-
ness, and differential privacy models [2]. Homomorphic en-
cryption technology was proposed as one of the most effective
and direct means of protecting user privacy that can directly
perform operations with results consistent with the results of
operations [95, 98].

Table 1. Illustrates a comparison of proposed privacy-preserving data mining techniques.

Data Mining Tasks

Classification Clustering  Associated Rules  Regression

Techniques Method Employed
Anonymization Generalization, Suppression, Permutation
Condensation Aggregate, Rank

SMC (Secure Multi- Homomorphic Encryption (HE),
party Computation)  Circuit Evaluation & Sharing Scheme
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Techniques Method Employed

Pseudonymization Cryptographic

Perturbation Addl'ng NO}SC, Data Swapplng, Global re-
cording, Micro aggregation

Randomization Scrambling, Resampling

Fuzzy Based Clustering, Micro aggregation-regression

Neural Network
Based

Bayesian Network, Probabilistic Neural
Network

Privacy-preserving techniques help protect and preserve the
integrity and sensitivity of the data's content. An important as-
pect of the privacy preserving technique is the confidentiality
of the content of the data [2, 66]. Also other proposed privacy-
preserving measures to enhance confidentiality include: En-
cryption, Anonymization, and Noise-based approaches [20,
85].

Batch | lecative &lncremental |
Distrbuted & Paralld

Distributed RDBMS Distributed

Data Storage
File Svstem | NoSOL

I

Data Mining
Analytics

Processing Technique J

Data Mining Analytics
Data Input Privacy|| Publishing
Privacy | Information Privacy

Analythics Algorithms
Classifieation | Razrassion |
Clustaring

Data Exploration

Clean Azmezarion & Transform
Query & Visualize Model | Prsdit &
Drascribe

Data Source

ToT Devices| Websites| BI |
Application || CRM |ERP || §CM

Figure 2. Taxonomy of data mining analytics.

2.3. Privacy Rights in a Digital Age

Privacy is a fundamental human right recognized in many
international agreements and documents [68, 82]. [29] Em-
phasized the impact of the international regulatory frame-
work, such as the GDPR, which seeks to protect the privacy
rights of individuals as a human right. The ACLU maintained
that even though privacy laws at the international human
rights level are extensively grounded and rooted in robust
principles, they have not seemed to have been developed and
adapted to adequately fit the needs of the current 21st-century
digital society [1, 22]. In line with the need to strengthen data

Data Mining Tasks

Classification
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Clustering Associated Rules  Regression

privacy rights, the European Union EU strengthened its legis-
lation with the enactment of the General Data Protection Reg-
ulation (GDPR) applicable in the law of member states
[50]. Other privacy advocates referenced the Fourth
Amendment of the US Constitution for the protection of per-
sonal privacy [68]. The right to be forgotten (RTBF) is also
seen as a privacy right concept, which at its core is fundamen-
tally based on the rights to respect privacy, family life, and
protection of personal data [23, 65].

2.4. Protection of Consumer Autonomy in a
Digital Economy

Autonomy and privacy often interact, and consumers al-
ways want to have certain control over their personal infor-
mation. Privacy advocates have often maintained that there is
a strong relationship between autonomy and privacy, as pri-
vacy and autonomy often overlap in context, and it is particu-
larly important to note that when one's privacy is taken away,
autonomy often goes with it [12, 67]. Autonomy is closely tied
to data practices, as personal data increasingly shapes the op-
portunities, choices, and outcomes individuals experience in
the digital economy. Data mining can undermine autonomy
when consumers lack meaningful choice or alternatives. De-
cisions are influenced by opaque algorithms. Behavioral pro-
filing enables targeted persuasion or manipulation. When us-
ers entrust organizations with information, they make them-
selves vulnerable, and their vulnerability might increase the
risk of information misuse, unauthorized disclosure, manipu-
lation, or loss of autonomy [80]. Lack of self-determination can
invariably manifest when consumers feel they are unable to
control their actions or take actions that make significant
changes and impact the features of their environment [49, 93-
95]. Privacy advocates emphasized that if changes aren’t made
to protect and appeal to consumers’ sense of autonomy and vi-
olation of privacy which data mining analytics and big datasets
cause, the impending likely results might be future public out-
rage, which might subsequently elicit a regulatory crackdown
from government parastatals on data mining and big dataset
and the collection and use of consumer data, which poses a far
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greater threat to the innovative opportunities inherent in data
mining and big data [12, 30].

2.5. Consumer Data, and Privacy Rights in the
Digital Age

In the Digital Age, data—particularly consumer data—has
become a key economic and social resource. With the prolif-
eration of digital platforms, online services, the Internet of
Things (IoT), mobile applications, cloud computing, and arti-
ficial intelligence (Al), vast quantities of personal data are col-
lected, processed, stored, and shared [65]. This has created
new opportunities for personalization, efficiency, and innova-
tion, but also raised profound questions about privacy, auton-
omy, fairness, and control over personal information. Con-
sumer data and privacy rights are therefore central to contem-
porary debates in technology governance, legal compliance,
ethical business practice, and human rights protection [68, 71].

Consumer data is the new gold in the digital age. Consumer
data is referred to as any information that can be associated
with an individual or group of individuals. And it includes the
Personal Identifiable Information (PII): Name, address, con-
tact details, government IDs; Behavioral Data: Online activity,
purchase history, browsing patterns; Sensitive Data: Health
records, biometrics, financial data; Location Data: GPS, con-
nectivity logs; Derived Data: Inferences about preferences,
personality, or habits created through analytics. In a digital
ecosystem that comprises manufacturing, production, com-
munication, transaction, and any business process activities,
data flows continuously, generating new insights and associ-
ated privacy risk [85, 86].

2.5.1. Data Life Cycle in the Digital Era

Consumer data typically passes through phases: Collection:
Explicit (forms, registrations) or implicit (tracking, sensors),
Processing: Analysis, profiling, algorithmic inference, Stor-
age: Cloud databases, distributed ledgers, third-party servers.

Sharing/Transfer: With partners, advertisers, and platforms.
Deletion/Retention: Policy-governed retention and deletion
practices. At each stage, privacy and governance challenges
arise, requiring legal and ethical oversight. With the current ad-
vance in digital technologies and increasing level of deploy-
ment of artificial intelligence with algorithms that also under-
mine consumers' sense of autonomy, privacy, and self-deter-
mination, consumers are increasingly becoming more vulner-
able [4, 85].

2.5.2. Privacy- Preserving Solutions

The authors propose several methods to help resolve data
mining and big data privacy protection issues into three dif-
ferent categories: (a) Federated learning, (b)Encryption-
based technologies, and (c) Differential privacy technologies
[2, 98]. Privacy violations are not caused by the revelation of
big per-sonal secrets but by the disclosure of many cumulative
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small facts in a row and the lack of trustworthy privacy safe-
guards in many current services [37, 82].

2.6. Privacy Rights: Legal and Ethical
Foundations

Privacy rights have been referred to as a fundamental hu-
man right. Privacy rights are recognized in various legal in-
struments and jurisdictions: Universal Declaration of Human
Rights: Right to privacy, Regional Laws: GDPR (EU),
CCPA/CPRA (California), PDPA (Singapore), LGPD (Brazil),
PIPEDA (Canada), Sectoral Laws: HIPAA (health data),
GLBA (financial data) [25]. These laws define consumer
rights such as: Right to access personal data, Right to correct
inaccuracies, Right to deletion/erasure, Right to restrict or ob-
Jject to processing, Right to data portability, Right to in-formed
consent, Right to be informed about profiling/auto-mated de-
cisions.

Legal protection varies by geography and sector but increas-
ingly emphasizes individual control and transparency [27].
Technological and Ethical Design - Privacy-by-design and au-
tonomy-enhancing features should be part of product architec-
ture as privacy preserving measures at the development stage,
such as: Contextual consent flows, Explainable Al dashboards,
Default privacy protective settings, User-accessible data logs
and controls [15, 18]. These measures satisfy le-gal expecta-
tions and promote ethical legitimacy. Other Legal Responses-
Government put in place in view of the escalating concerns,
governments introduced stronger data protection laws empha-
sizing individual rights, transparency, and ac-countability.
These frameworks recognized that data mining posed sys-
temic risks to privacy and autonomy that individual consent
alone could not mitigate. Ethical Reframing -Ethical discourse
expanded to address: Power asymmetries between data collec-
tors and individuals, Fairness and bias in data-driven decisions
collective and societal impacts of surveil-lance. Privacy be-
came viewed as a collective good, essential to democratic gov-
ernance and social trust [59, 65].

2.7. Big Data and Data Mining Analytics in
Business

In the current digital economy, all businesses thrive on data-
driven decisions with data mining serving as a source to un-
cover hidden business process information and gain
knowledge for making informed decisions [3, 87-91]. The im-
mense value data mining provides to enterprises in various in-
dustries can never be overemphasized, from Healthcare, Man-
ufacturing, Business Analytics, Retail, Oil and Gas, Telecom-
munications, Legal, and Financial Services. As a knowledge
discovery process, data mining helps enterprises to remain
competitive in various industries. Other benefits include de-
tecting fraud, risk assessment, product retailing, supply chain
management, and discovering previously unknown valid pat-
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terns and relationships [65, 96]. Businesses in various in-
dustries employ a range of data mining techniques, such as:
Classification: Assigning data into predefined categories
(e.g., credit risk assessment), Clustering: Grouping similar
data points (e.g., customer segmentation), Association Rule
Mining: ldentifying relationships between variables (e.g.,
market basket analysis)[32, 52]

Regression Analysis- Predicting numerical outcomes (e.g.,
demand forecasting), Anomaly Detection: 1dentifying outliers
(e.g., fraud detection), Text and Sentiment Analysis- Extracting
meaning from unstructured data[31]. These techniques are in-
creasingly powered by machine learning and Al, enabling
continuous learning and adaptation. Business applications of
big data and data mining analytics include: Strategic Decision-
Making- Big data analytics supports evidence-based strategy
by enabling, Market trend analysis, Competitive intelligence,
Scenario modeling and forecasting, Executives increasingly
rely on analytics-driven insights rather than intuition alone.
Customer Analytics and Personalization - Businesses lever-
age data mining to: Understand customer behavior and pref-
erences, Deliver personalized recommendations and market-
ing, Improve customer retention and lifetime value. This has
become central to digital platforms, e-commerce, and service
industries. Operational Efficiency and Process Optimization -
Analytics enables: Predictive maintenance in manufacturing,
Supply chain optimization, Inventory management, Process
automation and performance monitoring [34, 56]. These appli-
cations reduce costs and improve responsiveness and agility.

Risk Management and Fraud Detection - Data mining iden-
tifies patterns indicative of: Financial fraud, Cybersecurity
threats, Credit default risk, and Compliance violations. Early
detection reduces financial and reputational losses. Innovation
and New Business Models- Big Data enables: Data-driven
product and service innovation, Platform-based and subscrip-
tion business models, Monetization of data assets. [31, 42-44]

In many cases, data itself becomes the core value proposi-
tion. Organizational Capabilities and Infrastructure - Techno-
logical Infrastructure, Effective Big Data analytics requires:
Cloud computing and distributed storage, Scalable data pro-
cessing frameworks, advanced analytics and Al platforms. In-
tegration across legacy and modern systems remains a key
challenge. Skills and Human Capital - Organizations must de-
velop: Data science and analytics expertise, Domain
knowledge to contextualize insights, Cross-functional collabo-
ration between IT, business, and leadership. The shortage of
skilled professionals remains a barrier to adoption. Data Gov-
ernance and Management- Strong governance is essential to
ensure: Data quality and consistency, Security and access con-
trol, Compliance with privacy and regulatory requirements.
Without governance, analytics initiatives risk producing mis-
leading or harmful outcomes. Strategic Challenges and Limi-
tations - Despite its potential, Big Data analytics presents chal-
lenges: High implementation and maintenance costs, Data si-
los and integration complexity [15, 23-25].

Overreliance on quantitative insights without contextual
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understanding, Risk of “analysis paralysis” or misleading cor-
relations. Successful organizations align analytics initiatives
with clear strategic objectives and organizational readiness.
The future of Big Data and data mining analytics in business
includes: Greater integration of Al and automation, Real-time,
edge-based analytics, Explainable and responsible Al systems,
increased regulatory oversight and ethical governance, Ana-
lytics will increasingly shift from supporting decisions to co-
creating and automating decisions, heightening the importance
of trust and accountability. By transforming vast diverse da-
tasets into actionable insights, organizations can improve per-
formance, innovate, and compete effectively in dynamic mar-
kets. However, the full potential of analytics can only be real-
ized when technological capability is matched with organiza-
tional maturity, ethical responsibility, and robust governance.
In a digital age, sustainable business value from data depends
not only on analytical power, but on how responsibly and
transparently that power is exercised [2, 95].

2.8. Ethical Concerns with Algorithms in
Business Process

Ethical issues and concerns of data mining with consumer
privacy in the digital age require moral or ethical analysis in
which the dilemmas contained in these issues are clarified and
fundamental solutions are proposed for them [53, 54]. Ethics
is the moral principle that governs the behavior and actions of
an individual or business enterprise. Computer ethics analyzes
the moral responsibilities of computer professionals and com-
puter users and ethical issues in public policy for information
technology development and use [44]. Ethics is the study of
what ought to be done, using three distinct categories from dif-
ferent scholars, first, as a guided action of a fixed set of duties,
rules, and policies. Second, from a teleological perspective, an
“action that will bring the most good to the majority or a people
that is deemed the most important” is described as a Utilitarian
approach. Third, using the virtue model of ethics tends to in-
fluence people in the absence of clear rules, regulations, and
guidance, and is motivated by instinct or spiritual will to do
the right thing [54].

2.8.1. Ethical Foundations

Beyond legal compliance, ethical frameworks highlight:
Autonomy and dignity- Respecting individuals’ control over
their information, Fairness- Avoiding discrimination through
algorithmic profiling, Transparency-Clear, understandable
data practices, Accountability- Organizational responsibility
for data misuse. Ethics extends protections beyond what the
law may explicitly require [40, 41]. Data Proliferation and
Surveillance - The scale and velocity of data collection have
grown exponentially, often without consumer awareness or
meaningful control. Surveillance capitalism describes a sys-
tem in which data is extracted and monetized, often prioritiz-
ing corporate interests over personal privacy.
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2.8.2. Algorithmic Decision-Making and Profiling

Al and machine learning transform data into profiles and
predictions used in credit scoring, employment screening, tar-
geted advertising, and risk assessment [15]. These raise ques-
tions about: Transparency and explain ability, Fairness and
bias, Unintended consequences and discrimination, Data
Sharing and Third-Party Risks - Data often flows through
ecosystems of platforms, analytics services, advertisers, and
partners. Consumers rarely understand the extent of these
transfers, raising issues of consent validity and liability in case
of misuse or breaches [44]. Parts of the concerns for privacy
advocates involve: Cross Border Data Flows and Jurisdiction
— The internet is global, but data laws are local. Divergent
legal regimes (e.g., GDPR vs. U.S. sectoral approach) create
complexity for multinational compliance and raise questions
about: Where data is “located” legally, which jurisdiction ap-
plies, how cross-border protections are enforced, Security
Risks, and Data Breaches [24, 27]. High-profile breaches
demonstrate the vulnerability of personal data, leading to fi-
nancial loss, identity theft, reputational damage, and erosion of
trust. Security Risks and Data Breaches-High-profile breaches
demonstrate the vulnerability of personal data, leading to fi-
nancial loss, identity theft, reputational damage, and erosion of
trust.

2.9. Laws, Policies, and Regulations, as Privacy-
Preserving Measures

Data governance policies are necessary privacy measures to
avert unwanted sharing of data collected through the public do-
main, and should not be readily swapped between private and
public partners due to privacy and confidentiality require-
ments. [23, 63]. Other privacy laws General Data Protection
Laws inspired by the GDPR, Argentina’s Protection of Per-
sonal Information Act (POPIA), Japan’s Protection of Per-
sonal Information Act (APPI), South Korea’s PIPA Act, and
the Australian Privacy Principles (APPs) privacy protection
policy that stipulates for mandatory notification procedure for
data breaches, considering the sensitivity of the information
[29, 36]. Privacy laws like the California Consumer Privacy
Act, provides that upon request from a consumer an organiza-
tion must disclose the categories and specific pieces of per-
sonal information the business has collected about a consumer,
from the source the business or commercial purpose for col-
lecting and any third party with whom the business shares
such information [26, 63]. Some of the applicable data protec-
tion Federal laws: The Federal Trade Commission Act (FTC)
of 1994 (FTC, 2006), Electronic Communication Privacy Act
(ECPA) of 1986 [19], Computer Fraud & Abuse Act (CFAA)
of 1986 [19], Children’s Online Privacy Protection Act
(COPPA) of 1998 [19], Control Assault of Non-Solicited Por-
nography and Marketing Act (CAN-SPAN) 2003 [19]. Fair
and Accurate Credit Transactions Act (FACTA) of 2003. These
policies and laws help to serve as guardrails to enhance con-
sumer privacy against the indiscriminate use of data that might,
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in turn, lead to a breach of privacy [18].

General Data Protection Regulation (GDPR) — A Global
Benchmark. The EU’s GDPR is widely considered the world’s
most comprehensive privacy law: Broad territorial scope,
High standards for consent, significant enforcement penalties,
and established data subject rights. GDPR has influenced other
jurisdictions’ laws and privacy-by-design requirements. Cali-
fornia Consumer Privacy Act (CCPA/CPRA). Enhances pri-
vacy rights in the U.S. at a state level, emphasizing: Consumer
choice in data use, Opt-out rights for data sales, Transparency,
and disclosure. Standards and Best Practices- Industry stand-
ards and best practices serve as a regulatory framework
providing guidance and oversight over practices within vari-
ous industries. These standards and best practices in various
industries guide most enterprises’ business process practices,
serving as industry compliance and privacy frameworks [59].
Organizations also adopt these compliance privacy frame-
works to ethically guide data storage, use, and transfer during
business by-Design (engineering principle), and NIST Privacy
Framework [31, 42]. These complement legal frameworks and
operationalize compliance. Such as Consent Management and
Transparency, Organizations must design systems that obtain
valid consent, present clear privacy notices, and allow mean-
ingful opt-out mechanisms. Data Minimization and Purpose
Limitation: Collect only what is necessary and use data only
for clearly defined purposes. Governance, Accountability, and
Risk Management; Senior leadership, data protection officers,
and cross-functional privacy councils are essential to enforce
governance and audit compliance. Privacy Engineering and
Security Controls; Technical controls such as encryption,
anonymization, access controls, logging, and monitoring are
core to protecting consumer-data. [38, 60].

2.9.1. Consumer Rights in Practice

Exercising Data Subject Rights. For consumers to exercise
data subjects over their information held in various enterprise
databases. Consumers may seek access to their data held by or-
ganizations, Correction or deletion of data, and transparency
reports about usage and sharing. Implementation challenges
include identity verification, complex data architectures, and
automation [25, 60]. A significant part of consumer rights in the
US is protected by various laws, rules, and regulations, en-
forced by various government agencies such as the Federal
Trade Commission (FTC), including the Fair Credit Report-
ing Act(FCRA), which enforces and promotes, upon request,
accurate and private information in files or databases of vari-
ous credit reporting organizations. Also, the Fair Debt Collec-
tion Practices Act (FDCPA) - which is a defining Law on in-
formation on debt collection in the US applies strict adherence
to consumer privacy on personal, family, and household debts.
While the Fair Credit Billing Act (FCBA) and Electronic Fund
Transfer Act (EFTA) establish procedural acts that guide the
resolution of mistakes on credit billing and electronic fund
transfer account statements, the Equal Credit Opportunity Act
(ECOA) strictly prohibits credit discrimination based on sex,
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race, national origin, age, marital status, and religion [19].
There is a fundamental Structural Power Imbalance, as the
asymmetry of power between data collectors and data subjects
in a digital economy. Large platforms and organizations pos-
sess superior technical expertise, Extensive data aggregation
capabilities, and control over digital infrastructures. Consum-
ers, by contrast, often have a limited understanding of data
mining processes and a limited ability to contest or opt out of
them. This imbalance challenges traditional notions of free
choice and informed consent [ 18, 46].

2.9.2. Ethical and Behavioral Dimensions

Many consumers are unaware of privacy risks or the impli-
cations of consent. Behavioral economics shows that privacy
fatigue and dark patterns often undermine consent legitimacy.
The ethical and behavioral dimensions of privacy examine
why privacy matters, how individuals perceive and respond to
data practices, and whether digital systems respect human au-
tonomy, dignity, and fairness [40, 56-61]. Since privacy is
widely understood as an extension of human dignity and per-
sonal autonomy, ethically, it enables individuals to: Control
personal boundaries, Exercise freedom of thought and expres-
sion, and avoid undue surveillance or manipulation.[2] Key
ethical principles in digital privacy arise within industrial
practice, and several ethical principles guide responsible data
practices: Autonomy: Individuals should have meaningful con-
trol over how their data is collected and used, Informed Con-
sent: Consent must be voluntary, understandable, and revoca-
ble, Beneficence and Non-maleficence: Data practices should
benefit users and avoid harm, Justice and Fairness: Data use
should not reinforce discrimination or exclusion, Accountabil-
ity: Organizations must be answerable for privacy impacts and
failures. Ethical tension arises when commercial incentives,
technological capability, and user welfare conflict. Behavioral
Dimensions of Privacy revolves around the actions of individ-
uals and their actions towards ensuring privacy [25, 46-56]. A
central behavioral phenomenon in digital privacy is the pri-
vacy paradox: this contends that individuals often express
strong privacy concerns yet engage in behaviors that expose
personal data, such as sharing information on social media or
accepting broad terms of service [86].

2.9.3. Theoretical Framework

The privacy theories that provide the lens for this research
study can be summarized in the following perspectives: (i)
of information about an individual; it is the control an individ-
ual has over information about himself or herself [35]. Privacy
is claimed when individuals or groups determine for them in-
formation about them is shared and communicated to society
[92]. [83] categorized privacy theories into four (4) distinct cat-
egories. (a) The Non-Intrusion, (b) Seclusion, (c) Limitation,
(d) Control Theories. The benchmark of privacy is contextual
integrity: which is that in any given situation, been trans-
gressed or violated (a) Norms of appropriateness, and (b)
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Norms of flow or distribution, maintaining that contextual in-
tegrity is maintained that when both types of norms are upheld
in any giving situation [46, 61]. The plausibility of a right to
control information about oneself, even one that is limited and
constrained by other competing or countervailing rights and
obligations, rests on the premise “individual autonomy, dig-
nity, and personal liberty require that persons have the capacity
to determine for themselves when, how, and to what extent in-
formation about them is communicated to others” [57, 58].

2.9.4. Privacy Theories and Philosophical
Conceptions of Privacy

Privacy is the right to be left alone, and privacy provides an
umbrella under which to act freely. In the context of constitu-
tional law, privacy is regarded as liberty or freedom to act in
personal matters. Privacy may be observed from three differ-
ent perspectives: (a) Privacy as undocumented personal
knowledge, (b) Privacy as restricted access, (c) Privacy as
control of information [55]. Privacy is not simply the absence
of information about an individual; it is the control an individ-
ual has over information about himself or herself [35]. Privacy
is claimed when individuals or groups determine for them in-
formation about them is shared and communicated to society
[92]. [83] categorized privacy theories into four (4) distinct
categories. (a) The Non-Intrusion, (b) Seclusion, (c) Limita-
tion, (d) Control Theories. The benchmark of privacy is con-
textual integrity: which is that in any given situation, been
transgressed or violated (a) Norms of appropriateness, and (b)
Norms of flow or distribution, maintaining that contextual in-
tegrity is maintained that when both types of norms are upheld
in any giving situation [46, 61]. The plausibility of a right to
control information about oneself, even one that is limited and
constrained by other competing or countervailing rights and
obligations, rests on the premise “individual autonomy, dig-
nity, and personal liberty require that persons have the capac-
ity to determine for themselves when, how, and to what extent
information about them is communicated to others” [57, 58].

3. Research Methodology, Population
and Sample

The study used a qualitative e-Delphi research approach to
derive a consensus from an expert panel and professionals on
best practices to enhance privacy and automation, and privacy
preserving techniques to help enhance consumer privacy and
autonomy in a digital age. For this research study, a group of
26 industry experts from diverse professional backgrounds
within the information technology (IT) industry was asked to
share their perspectives on the subject of the study.

Determine Level of Consensus

To determine the level of consensus of the experts’ opinion,
the mean score of the opinions on each category and subcate-
gory was determined. Kendall’s (W) Coefficient of Concord-
ance was used to determine.. the level of consensus. W ranges
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from between O to 1:

S= Xr,(Ri—R) (1)

Ri =Total ranks of factors; m = number of rank sets (5-point
Likert-type scale); and n = number of ranked factors. Ken-
dall’s Coefficient of Concordance (W):

For Strong Consensus: W>0.7,

For Moderate Consensus: W=0.5; and

For Weak Consensus: W<0.3

128

T m2m3-n)

)

4. Data Collection and Analysis

Round one provide participants an opportunity to share
their thought and perspectives on the subject of the study with
open-ended questions. Nvivo was used to organize, analyze,
and categorize privacy measures consistent with how partici-
pants responded about issues pertinent to the study. A 5-point
Likert Scale is prepared for the second round, and a third for
participants to affirm the effectiveness of the proposed privacy
measures. The mean (m) and standard deviation (s) of partici-
pants’ responses is determined for each of the proposed pri-
vacy-preserving measures.

Table 2. Shows Mean of Proposed Privacy-Preserving Measures.

s/n Privacy Preservation Measures

1 Frequent Policy Updates & Disclosure

2 Right —To-Be-Forgotten Practice

3 Third-Party App Sharing Permission

4 Educational Awareness Campaign

5 Data Minimization

6 Anonymizers & Pseudonymizes

7 End-To-End Encryption

8 Language Simplification Avoid Complex Legal Terms
9 Privacy Labels & Icons:

10 Mandatory Data/Privacy Breach Notice

11 Transparency & Accountability

12 Auditing and Monitoring

13 User-Friendly Privacy Control Settings

14 Data Ownership & Control

15 Privacy-By-Design (PBD)

16 Informed Consent pages

17 Strong Privacy Protection Laws &Enforcement

The mean of the sum of all proposed privacy-preserving
measures was determined m=3.56, and two (2) categories of
proposed measures were identified. Those with a mean score
below 3.5 and those with a mean score above 3.5. Average
mean (m) of 3.5 was adopted as a threshold to determine pro-
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n m m’? S
26 3.46 14.00 111.09
26 3.42 13.58 103.20
26 3.81 15.81 143.85
26 3.07 11.77 75.67
26 3.65 14.73 122.77
26 3.38 13.77 107.94
26 3.42 11.69 68.44
26 3.85 12.46 85.19
26 342 1431 115.99
26 3.69 15.34 113.42
26 3.25 12.96 92.35
26 3.12 12.34 83.72
26 3.85 1431 124.55
26 3.95 19.46 259.53
26 3.61 16.65 163.07
26 3.88 16.50 152.13
26 3.81 15.96 147.64
X1886.1

posed measures for the third-round survey. Proposed privacy
preserving measures with a mean (m) score above 3.5 were
grouped into a 5-point Likert-type scale for a round three sur-
vey to determine the consensus of experts on the effectiveness
of these measures.
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Figure 3. Responses on Privacy-Preserving Measures.
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Figure 4. Privacy-Preserving measures with mean score below the threshold.

Proposed privacy measures with a mean score above the a mean (m) score above the average mean of 3.5. Privacy
threshold of 3.5 have strong agreement amongst participants. ~ measures with a mean score above 3.5 were used to prepare a
These privacy measures were compiled and analyzed to deter- Spoint Likert-type scale for round three (3) survey. To deter-
mine experts' level of Consensus () on the impact of these =~ mine the level of consensus among participant experts on the
measures when applied. Privacy-preserving measures with  effectiveness of proposed privacy-preserving measures. Ken-
mean (m) scores above 3.5 were used to prepare a 5-point Lik- dall’s (W). The Coefficient of concordance (W) ranges from 0
ert-type scale. The study identified privacy measures that have  to 1, (W >0, and W<1).
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W=0.9; Approx.=0.9

Kendall’s Coefficient of Concordance (W), W=0.9; Where
W > 0.7. This indicates a Strong Consensus amongst partici-
pants on the effectiveness of the proposed measures. Partici-

pants showed a strong level of consensus for the proposed pri-
vacy-preserving measure. The result (W > 0.7) indicated a
strong consensus amongst participants on the impact of this
proposed privacy preserving measure towards enhancing pri-
vacy in a digital society.

PRIVACY-PRESERVING MEASURES
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Figure 5. Privacy-Preserving Measures with Strong Consensus.

Table 3. Privacy-Preserving measures with strong consensus.

S/N Privacy-Preserving Measures

1 Privacy By Design (PbD)

2 Strong Privacy Protection Laws &Enforcement
3 End-To-End Encryption

4 Third-Party App Sharing Permission

5 Informed Consent Notice (Pop-Ups)

6 User-Friendly Privacy Control

7 Data Minimizations

8 Data Ownership & Control

9 Mandatory Privacy Breach Notice

Note: Average mean(m)3.5 threshold was used to shortlist this measure

5. Limitations

A limitation of the study is that the views of the participants
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n m m’ S

26 3.15 12.92 116.91
26 3.42 13.65 104.65
26 3.69 11.25 112.32
26 3.58 12.65 122.54
26 3.88 13.25 112.10
26 3.08 11.23 76.42

26 3.15 10.85 79.74

26 3.08 11.85 115.75
26 3.15 10.25 108.45

2948.88

were subjective and highly dependent on individual experts’
experiences. Another limitation is that the area of specializa-
tion and expertise of each participant shaped the view of the
participants on the subject of the study and thus shaped their
experiences. This limitation was addressed and mitigated
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through observation and collection of views common to all par-
ticipant. The study provided deep insight into the subject of
privacy in a digital society and the concerns shared by most
professionals who participated in the study. Part of the limita-
tions revealed while conducting the study included the re-
spondents’ ability to reply within the time frame of the survey
process. The focus of the study was to determine consensus
among the most common privacy measures proposed by the
participants. A consensus of opinions of industry experts on
the significance of privacy-preserving measures in a digital
society. Include: Privacy Protection Laws, Regulations & Im-
plementations, Anonymization and Pseudonymization, User
Education and Empowerment, Limited Data Retention, Ethi-
cal Practice, Data Ownership and Control. The Strong level of
Concordance (W) from the experts indicates that the experts
believe that the implementation of these measures will provide
privacy and assurance during utilization and interaction with
various [oT and social media platforms. Industry experts are
also deeply concerned that privacy breaches might trigger so-
cial insecurity among end-users, thereby reducing consumer
interactions with IoT devices and social platforms, triggering
a need to completely stay away from IoT devices and social
platforms. This reinforces the views of privacy advocates that
ensuring privacy and adequate personal data protection for us-
ers is extremely fundamental to individual safety in a digital
environment.

6. Discussion of Findings and
Conclusions

Consumer data is both an economic asset and a personal
right. Privacy rights have evolved from a legal afterthought to
a cornerstone of digital trust, governance, and legitimacy. Ro-
bust policy frameworks, ethical governance, technical safe-
guards, and organizational accountability are indispensable to
protect privacy while enabling innovation. Achieving this bal-
ance requires multi-stakeholder engagement, harmonized reg-
ulation, and a shift toward human-centered digital ecosystems
where individuals retain agency over their data. A consensus
of opinions from industry experts on best practice measures to
help protect consumer privacy in a digital age. The right to
privacy is a fundamental right and foundational for the healthy
development of self and community. Data mining has become
an indispensable component of the digital economy, yet its ex-
pansion has fundamentally altered the balance between inno-
vation, privacy, and individual autonomy. The digital age de-
mands a re-examination of how data is governed, how consent
is operationalized, and how autonomy is preserved in increas-
ingly automated and data-driven environments. Addressing
these issues requires interdisciplinary inquiry, combining in-
sights from technology, law, ethics, behavioral science, and
organizational governance. Findings from the study indicate
that industry experts are unanimous on privacy concerns. A dy-
namic Kendall’s Coefficient of Concordance (W) was used to
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determine the level of Concordance on the proposed privacy
measures in a digital environment. The research showed a
strong consensus amongst industry experts on the effective-
ness of the following privacy measures: Privacy-By-Design
(PBD), Strong Privacy Protection Laws and Enforcement,
End-To-End Encryption, Third-Party App Permission, User-
Friendly Privacy control settings, Data Minimization, and
Data Ownership & Control. Participants believe these
measures would have a significant impact when implemented
as privacy-preserving measures. Privacy-by-design concept,
as a privacy-preserving measure, involves designing the fea-
ture that allow privacy features to be embedded into the archi-
tectural framework of the IoT media platform in a digital en-
vironment. Data minimization prioritizes data collection to be
minimized to only what is necessary for the platform's function-
ality. This limits the collection and retention of consumer data
to only functional purposes. The study adds to the existing
body of knowledge on the need preserve preserving privacy in
a digital environment, and enhances privacy through the im-
plementation of effective privacy-preserving measures. The
major privacy and autonomy litigation issues in recent years
have significantly highlighted the need for broader transpar-
ency and oversight amongst digital companies. Such as Cam-
bridge Analytica and Meta-Facebook (Unauthorized Data
Harvesting); Google Location Tracking Cases (Germany and
US), TikTok and Minor Privacy Cases (Child Data Protection),
Apple App Tracking Transparency (ATT) and Legal Pushback,
Amazon Alexa and Smart Speaker Surveillance. In many juris-
dictions, courts have become key arenas for adjudicating these
disputes, highlighting gaps in legal protection, corporate prac-
tices, and public expectations regarding privacy and autonomy
[6]. This recent wave of privacy litigation—against these tech-
nology giants Meta (Facebook), Google, Apple, TikTok, and
Amazon—reveals a broader societal and legal reckoning over
consumer data, privacy rights, and autonomy in digital envi-
ronments. Privacy advocates with the Courts are increasingly
demanding that digital companies provide transparent, spe-
cific, and user centric explanations of data collection and use,
that meaningful choice and control be embedded in consent
mechanisms, and that data-driven systems respect individual
autonomy rather than undermine it. Going forward, digital
firms will need to institutionalize privacy and autonomy as
core design, governance, and strategic priorities. Litigation
and regulatory trends make it clear that data transparency is no
longer a competitive differentiator—it is a legal imperative
and a foundation of digital trust.

7. Future Research

The convergence of data mining, consumer privacy, and
autonomy represents one of the most critical challenges of
the digital age. While data mining continues to drive innova-
tion and economic growth, its unchecked application risks
undermining fundamental rights and ethical norms. Under-
standing how data mining practices affect consumer privacy
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and autonomy—and how policy, governance, and organiza-
tional strategies can mitigate these effects—is essential for
developing sustainable, trustworthy digital ecosystems. An
area of future study that might be further explored through
additional research is the effect and impact of privacy con-
cerns on antisocial behavior and social insecurity in a digital
environment. Individuals strive to constantly protect their
privacy to ensure their data is being used responsibly in ways
consistent with established laws and norms, and would not
violate their rights. The study demonstrated the significance
and im-portance of privacy-preserving measures in a digital
environment and added to the general body of knowledge by
providing effective privacy-preserving measures to help en-
hance consumers’ privacy in a digital society, to allay the
fears and privacy concerns of consumers that can influence
and shape interaction with digital devices in a digital age.
Future re-search is required to better understand the relation-
ship between privacy concerns and anti-social behavior and
interactions in a digital age, which helps to increase con-
sumer trust and interaction with digital technologies in a dig-
ital environment.
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