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Abstract 

The concept of fiduciary duty has long been framed around safeguarding a company's assets and finances. Corporate governance 

historically focused on safeguarding tangible property and financial assets. Today, the overwhelming majority of the market 

capitalisation of the world's largest public companies rests on their balance sheet, and the risks to enterprise value are now far 

more numerous, from catastrophic loss of intangible assets caused by trade secret cyber-thefts, uncontrolled deployment of 

generative artificial intelligence (AI) and unmonitored open-source code integration than the risks that the Caremark Doctrine 

was designed to protect against. Originating in Delaware jurisprudence and mirrored in mechanisms under the UK Companies 

Act 2006, the doctrine of board-level oversight liability has evolved to hold directors strictly accountable for systematic risk 

management. Today, passively delegating intangible asset risks to IT or legal departments without board-level escalation 

protocols fails to satisfy good-faith oversight standards. Expanding on recent legal decisions that extend oversight duties to 

corporate officers, this paper examines global governance failures in the digital age. It proposes a proactive framework that 

incorporates amended board charters, explicit reporting channels, and specialised insurance reviews to protect intangible assets 

across international jurisdictions. 
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1. Introduction 

1.1. The Intangible Economy and the Anatomy 

of IP Loss 

Over the last fifty years, the makeup of corporate value has 

turned upside down, a change that does not yet fit within the 

fiduciary duty doctrine. In 1975, the proportion of tangible as-

sets, property, plant and equipment, and inventory made up 

approximately 83% of the market value of the companies in 

the S & P 500 index, while the intangible assets accounted for 
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17% of the market value. [45] This trend had completely re-

versed by the end of 2025, with intangible assets accounting 

for about 92% of the market capitalisation, compared to the 

17% in 1975, while tangible assets had shrunk to a mere 8%. 

The book, which has been expanded to include foreign mar-

kets, now covers the last 50 years, which the authors call an 

"economic inversion," and tracks the shift of economic value 

from tangible to intangible assets [34]. 

It does not yet appear that this change will be short-lived. 

This trajectory remained resilient even through global disrup-

tion. An interim report from the same study demonstrated that 

the COVID-19 pandemic failed to reactivate a preference for 

tangible assets; rather, intangible assets captured more than 

90% of the S&P 500’s market value by mid-2020, accompa-

nied by a similar, albeit more modest, surge in the S&P Eu-

rope 350. [44] While the pandemic's operational disruption 

was about material supply chains and physical safety in the 

workplace, boards were governing an increasingly virtual as-

set base during and after that period. The stability after the 

global shift and economic shock is itself a sign that the intan-

gible-asset governance gap described in this paper is indeed 

structural, and that it is unlikely to disappear as the market 

returns to normal [25]. 

This shift has not, however, overturned the foundational 

tenets of corporate board oversight. Modern jurisprudence 

surrounding board liability for financial fraud and regulatory 

non-compliance grew out of cases where the vulnerable assets 

were tangible or statutory namely cash, inventory, or regula-

tory licenses. [6] The loss of intellectual property is a different 

form of harm. [6] A trade secret, once leaked, cannot be re-

stored in the same manner as a cash balance; a training corpus 

that infringes copyrights, once used to train a deployed ma-

chine-learning model, cannot be deleted without retraining the 

model from scratch; an open source violation, once given to 

millions of end users, cannot be corrected internally. [45] The 

loss resulting from an IP failure is inherently irreversible - a 

reality that exposes a fundamental weakness in traditional fi-

duciary duty doctrine. Because existing governance frame-

works rely on the assumption that boards can detect and rem-

edy breaches before permanent harm occurs, they are ill-

suited to address damages that are, by nature, unfixable. 

1.2. The Governance Gap: Traditional Board 

Oversight Vs Modern IP Vulnerabilities 

Conventional board oversight arrangements, stock ex-

change-listing requirements for an audit committee and com-

pliance reporting by general counsel came into being to mon-

itor the integrity of financial statements and regulatory com-

pliance. [43] Today's IP issues do not quite fit into any of these 

categories. In most cases, the first clue of an IP breach or a 

trade secret cyber-theft will be from an information security 

team reporting to a chief information security officer (CISO), 

who might report to several levels below the board, and who, 

as the SolarWinds [17] case demonstrated, may not always re-

port a threat in a fashion that is commensurate with the threat 

itself. [36] Choices with respect to Generative AI deployment 

are often made by a product/engineering team, based on 

speed-to-market considerations or technical feasibility, and, if 

consulted, only after a model has been trained on contested 

sets of data. [2, 42] Open-source code integration occurs reg-

ularly at the granular level of software commitment and is 

hard to observe from a board level, even when there are legally 

relevant licence considerations. [10] Each of these vulnerabil-

ities stems from a shared governance failure: while the risk is 

real and material, and actively monitored by operational teams 

below the board level, it lacks a dedicated oversight architec-

ture comparable to those long established for financial and 

safety risks. 

The Delaware Supreme Court addressed this governance 

deficit in Marchand v Barnhill [13] holding that board over-

sight requires an active "board-level compliance reporting 

system" tailored to a firm’s central mission-critical risks. Alt-

hough Marchand arose in the context of food safety - where 

an ice cream manufacturer suffered a catastrophic listeria out-

break - the court made clear that mere formal compliance with 

industry regulations does not fulfil a board's fiduciary duties 

when core operational hazards are at stake. The analogy to in-

tangible-asset governance is clear: if a firm, the market value 

of whose business is basically intangible, has no cyber-espio-

nage reporting system, no system of tracking the provenance 

of the data used for AI training and no system for compliance 

with open-source licences on its board, then it is doubtless cur-

rently exposed to the same kind of oversight risk that the Blue 

Bell board was when it was aware of the listeria contamination. 

1.3. Thesis Statement and Structural Roadmap 

This paper posits that in an enterprise whose value is over-

whelmingly intangible, the fiduciary duty of oversight de-

mands that directors actively exercise their best judgment in 

establishing, monitoring, and periodically reviewing enter-

prise-wide IP risk management systems. Consequently, pas-

sive reliance on lower-level IT or legal personnel can no 

longer serve as a "get-out-of-jail-free" card for directors and 

officers when a catastrophic IP loss occurs - marking what this 

article terms a new Caremark era. [6, 8, 38] Part 2 of the paper 

follows the doctrinal development of the oversight duty from 

Graham v Allis-Chalmers [3] to Caremark, to Stone v Ritter 

[18], to Marchand, and the recent extension of the oversight 

duty to corporate officers in In re McDonald's Corp, to the 

duties under the Companies Act 2006 codified in the UK. 

In Part 3, the paper takes a closer look at three specific ex-

amples of contemporary IP vulnerabilities: trade secret cyber 

theft, the deployment of generative AI, and open-source, un-

monitored use. [8] The paper explains in Part 3 how these spe-

cific examples can be seen as instances of governance failure. 

In Part 4, IP risk management is discussed in the context of 

the business judgment rule, and the chapter also explores the 
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concept of director and officer insurance. [1] In Part 5, the pa-

per suggests a viable set of revisions to the board charter and 

escalation mechanisms, before concluding with an argument 

that the proper interpretation of IP oversight should be that it 

is a non-delegable fiduciary duty. 

2. Evolution of Board Oversight Duties 

2.1. The Foundation of Directors’ Liability: 

Duty of Care and Loyalty 

Historically, company law recognised corporate directors’ 

duties as primarily comprising two main pillars: the duty of 

care (requiring directors to exercise diligence and attention in 

decision-making) and the duty of loyalty (requiring directors 

to act strictly in the corporation's best interests rather than their 

own). The board’s duty of oversight, however, developed 

along a far more complex doctrinal path. Initially, the legal 

standard for board oversight was largely passive and permis-

sive. Under early common law jurisprudence, directors were 

under no general obligation to proactively install internal 

monitoring systems to catch corporate wrongdoing in the ab-

sence of obvious warning signs or "red flags." This reactive 

approach meant that unless suspicious activity was brought di-

rectly to their attention, directors could not be held liable for 

failing to uncover employee misconduct. 

The oversight duty has an odd doctrinal pedigree, as it 

stemmed from an application of the duty of care in Graham v 

Allis-Chalmers Manufacturing Co, where the Court said that, 

apart from an interest in discovering a state of affairs the di-

rectors had no reason to suspect was wrongful, they had no 

duty to create and run a system of corporate espionage. [3] 

Unfortunately, that permissive standard was not easily put into 

practice in the more complex, multi-divisional structures of 

today's corporations, because the Board of Directors of a com-

pany cannot manage every decision of its operational divi-

sions, a problem which Chancellor Allen faced head-on in 

1996 in In re Caremark International Inc Derivative [33]. 

As corporate structures grew increasingly vast and decen-

tralised, this passive framework proved inadequate for modern 

corporate governance. A board of directors supervising a 

multi-divisional enterprise cannot directly manage daily oper-

ational choices, making proactive risk monitoring essential. 

Consequently, modern legal standards evolved from a passive 

“red flag” requirement into an active, affirmative duty. Today, 

director oversight requires boards to ensure that information 

and reporting systems are implemented and monitored to en-

sure material risk and legal compliance are routinely brought 

to leadership’s attention. 

The Caremark decision was founded on a derivative suit 

filed against the board of a healthcare services company, 

claiming that the board neglected to exercise due care by fail-

ing to implement proper internal controls, which allowed its 

employees to enter into illegal kickback schemes with refer-

ring physicians that resulted in the company paying more than 

$250 million in fines and civil settlements. Chancellor Allen 

explained that the standard for oversight liability is that a "sus-

tained or systematic failure" of the board to exercise oversight 

will create a lack of good faith, which is required to create a 

basis for director liability for corporate losses resulting from 

ignorance of legally violative activity. [6] The standard was 

intentionally, and notoriously, cast as one of the hardest theo-

ries a plaintiff could hope to win a judgment on, to avoid any 

liability on the part of the board for that which they had not 

prevented through good faith efforts at oversight. 

Though often overshadowed by the good faith inquiry, the 

element of an oversight claim has its own meaning in IP loss 

cases. Caremark's case has followed the reasoning of the court 

in Cede & Co v Technicolour Inc, which was decided two 

years before Caremark, that "after the plaintiff establishes the 

existence of a fiduciary duty, the burden shifts to the defendant 

directors to prove that the transaction or decision was entirely 

fair." [6] This reasoning informed, but did not define, the cau-

sation analysis in oversight cases. [1] For a board defending 

an IP-loss oversight claim, this simply means that, once a 

plaintiff pleads particular facts to the effect that the board's IP 

reporting system was nonexistent or ineffective, the burden of 

showing that such a system would not have prevented the IP 

loss, or that the IP loss was not proximately caused by the fail-

ure [18] of the reporting system, is placed squarely on the 

board's shoulders, and it is costlier to prove that fact than it is 

to establish a reporting system in the first place. 

2.2. The Caremark Doctrine and Its Modern 

Expansion (From Financial Controls to 

Operational/Cyber Risk) 

The Delaware Supreme Court adopted the Caremark stand-

ard 10 years later in Stone v Ritter [18], which stated two ques-

tions must be answered: “Did the directors fail to implement 

any reporting or information system or controls?” or “Did the 

directors implement any reporting or information system or 

controls but choose not to monitor or oversee it so that they 

are not informed of risks or problems that might have been the 

object of their attention” [18] It was as if, for about two dec-

ades after Caremark, plaintiffs could not get a foot in the door 

of any jurisdiction to enforce the test, and commentators 

openly doubted whether Caremark liability actually existed, 

or whether it would be a real liability at all [40]. 

The Delaware Supreme Court, then headed by Chief Justice 

Strine, breathed new life into a Caremark claim in Marchand 

v. Blue Bell Creameries in March 2019, [13] in the wake of a 

listeria outbreak which resulted in the deaths of three people 

and a nationwide product recall, and required Blue Bell 

Creameries to enter into a dilutive private equity transaction 

to stay afloat. Despite the company's formality of regulatory 

compliance, the court stressed that food safety was the most 
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fundamental safety and legal compliance concern of a com-

pany making ice cream, and the board lacked a committee to 

monitor food safety, did not have a regular reporting process 

or protocol for the company to provide food-safety compli-

ance information to the board, nor did the board have a sched-

ule for considering food-safety concerns. [13] Three months 

later, the Court of Chancery agreed in In re Clovis Oncology 

Inc Derivative case that a board that received internal reports 

that contradicted the company's public statements concerning 

the efficacy of a cancer drug and failed to take any action after 

receiving those red flags might be liable for oversight failure 

even in the absence of a nominal monitoring system. [7] In re 

Boeing Co. Derivative Litigation (2021), the court applied this 

oversight framework to aviation safety. It denied a motion to 

dismiss, holding that the board’s failure to rigorously exercise 

its oversight duties in a "mission-critical" operational area - 

specifically aircraft safety - directly caused the corporate 

breakdown [5, 47]. 

The most recent and important doctrinal innovation, and 

one that is most relevant to intangible-asset governance, is the 

Delaware Court of Chancery's January 2023 decision in In re 

McDonald's Corp Stockholder Derivative Litigation, in which, 

for the first time, the court determined that corporate officers, 

not just directors, have a fiduciary duty of oversight. [8, 50] 

The Officers were held to have more of these kinds of day-to-

day interactions with the operational risks than the board itself, 

and that led the court to believe that they are subject to the 

same policies that would result in a duty to recognise an oper-

ational risk, [8, 39] even though the court emphasised that an 

officer's oversight responsibilities are usually narrower and 

limited to his or her own responsibility area, in contrast to a 

director whose duties are more comprehensive. [26] For the 

chief technology officer, chief information security officer, or 

general counsel who has the responsibility for intangible as-

sets risk in their area of operation, McDonald's is a clear doc-

trinal warning: These officers now have an independent, per-

sonally enforceable oversight duty over their own domain in 

respect of the IP and cyber risk, a duty that recent scholarship 

on operational risk and outside compliance gatekeepers has 

independently confirmed [29]. 

2.3. Comparative Analysis: UK Companies Act 

(s.172/s.174) and Commonwealth Fiduciary 

Standards 

By contrast, English law approaches corporate governance 

from a distinct jurisprudential tradition. Historically, directors' 

oversight and fiduciary obligations were governed primarily 

by common-law and equitable principles established through 

case law rather than a statutory code. While these rules were 

eventually codified under the Companies Act 2006 (notably 

Sections 171 to 177), English courts continue to interpret these 

statutory duties in light of traditional common-law precedents, 

maintaining a more flexible, case-by-case standard for direc-

tor oversight. 

Under this dual standard, a director must exercise the care, 

skill, and diligence expected of a reasonably diligent person 

carrying out those functions. This standard imposes a dual test: 

an objective floor, which establishes a baseline standard of 

competence expected of any director in that role, and a sub-

jective ceiling, which elevates the required standard for direc-

tors who possess, or hold themselves out as having, special 

professional expertise. [20] The dual standard will have direct 

implications for non-executive directors who have been 

brought on to the board for their expertise in cybersecurity or 

intellectual property: Where the company incurs an "inevita-

ble" loss of IP due to a cyber incident to which a competent IP 

specialist would have raised concerns, the non-executive di-

rector will be expected to adhere to a reasonable-IP-director 

standard. 

The pre-2006 case law which informed the scope of permis-

sible delegation remains of great value. For the Director, in Re 

City Equitable Fire Insurance Co, the Court of Appeal said 

that a Director was not required to keep close watch on the 

activities of the company and could, in the absence of any rea-

son to suspect any wrongful activity, rely on the Directors' 

representative to carry out the duties in an honest manner, a 

concept which was expanded and now narrowed in Re D'Jan 

of London Ltd, where the Court held the Director liable for 

signing an insurance proposal form without reading it, saying 

that anyone who had any sense of duty would have done so. 

[14, 15] The Court of Appeal in Lexi Holdings Plc (in Admin-

istration) v Luqman [11] held that non-executive directors 

who in substance were totally inactive were in breach of their 

duty because directors have a continuing duty to obtain and 

maintain sufficient knowledge and understanding of the com-

pany's business to enable them to fulfil their duties, and that 

exercise of a power of delegation does not relieve or excuse 

any director from their duty to supervise the discharge of the 

delegated functions. The same rationale was used in Madoff 

Securities International Ltd v Raven, where it was held that a 

director's reliance on management's judgment, information 

and advice is limited by the ongoing supervisory obligation 

[12]. 

The principle which underlies the application of the earlier 

case of the Court of Appeal, Re Westmid Packing Services Ltd, 

is of the greatest importance: that any person who performs 

the statutory and fiduciary duties of a director will need to 

know that they are not merely a paper tiger, but that a "proper 

degree of stewardship" means that the individual director 

ought to be informed of the company's affairs and should be 

involved with other directors in the supervision and control of 

them. [16] This means that, when applied to a director who is 

not an executive director and has been appointed to a board 

based on his or her expertise in the technology, IP or cyberse-

curity field, that director is left in a materially weaker position 

to claim the protection of reasonable reliance than a director 

who is not knowledgeable in that field. 

While the language used is slightly different, the practical 

application of both systems is still quite similar; both allow 
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the board or a director to delegate operational duties related to 

intellectual property to a specially designated officer; [20] and 

both systems remove the protection when the board or director 

is actually or constructively aware of the red flag, either be-

cause of a lack of a reporting system as Marchand has noted, 

or because of a lack of a duty to supervise delegated functions 

as Lexi Holdings has pointed out. [11] The board that fails to 

show a good working IP oversight system, or active oversight 

of the officers to whom IP risk has been delegated, is vulner-

able on both sides of the Atlantic. 

3. Modern IP Vulnerabilities as 

Corporate Governance Failures 

3.1. Trade Secret Cyber-Theft and Industrial 

Espionage: Board Inaction as Breach of 

Duty 

Waymo LLC v Uber Technologies Inc. is the classic case of 

the negative consequences of the negligence of boards and ex-

ecutives towards a well-known trade secret. Waymo claimed 

that it had more than 14,000 confidential files leaked by An-

thony Levandowski, a former lead engineer on its self-driving 

car programme, after he quit to found a company Uber ac-

quired for some $680 m, and that Uber's own internal due-

diligence report created before the deal closed identified that 

Levandowski was likely to have access to files with Waymo's 

own LiDAR technology. [51] It was noted that Uber's own in-

ternal due diligence report flagged that its acquisition target's 

co-founder was potentially in possession of some 14,000 files 

containing Waymo's proprietary information before the acqui-

sition closed. 

Nevertheless, Uber went ahead with the deal and verbally 

and in contract compensated Waymo against any claims for 

legal action brought on by the alleged infringement of the 

trade secrets, a move that, on the facts Waymo contended, 

seems more like a deliberate, upper management risk-taking 

without having taken board-level steps to assess and quantify 

what the exposure to the trade secrets is [54, 55]. 

After a gruelling discovery process, the Federal Circuit 

court decision required Uber to produce the entire due-dili-

gence report, and a commitment that Uber would not use Way-

mo's confidential information in its autonomous vehicle hard-

ware or software. The case was settled five days into the trial, 

with the parties agreeing to 0.34% of Uber's stock, valued at 

about $245 million, along with a pledge that Waymo's confi-

dential information would not be used in Uber's autonomous 

vehicle hardware or software. [54, 55] The case also led to 

another criminal referral: In another former Uber security of-

ficer's statement, the presiding judge said that the company's 

business of trying to acquire competitors' trade secrets was 

done in an "undue manner [51]. 

The fallout from this case will not stop with the settlement; 

internal evidence of theft of trade secrets and acquisition pro-

ceedings will continue to play out as the cornerstone of future 

trade secret cases between technology firms, as new plaintiffs 

and regulators have discovered and cited in other cases involv-

ing employee mobility between competitors, and as the old 

joke goes, a written report, if unexercised, is only a report. 

Trade secret theft carries a steep cost. For boards, the core 

governance lesson of Waymo v. Uber is that the risk was ex-

plicitly identified during due diligence, yet the acquiring 

party’s deal team chose to proceed anyway. [30, 54] An effec-

tive board-level IP risk escalation mechanism, like Part 5 of 

this paper suggests, is precisely what prevents a red flag iden-

tified in due diligence from getting lost and neutralised at 

lower levels within the organisation where it would not be 

considered in making financing and governance decisions 

based on the strategic rationale of the acquisition. This is con-

sistent with empirical evidence that firms make financing and 

governance decisions in response to IP risk rather than IP risk 

being a purely operational concern [23]. 

Regulatory oversight of cyber-related IP risk has evolved 

significantly since the Waymo settlement. A prime example is 

the SEC's landmark 2023 enforcement action against Solar-

Winds and its former CISO, Timothy Brown, following the 

Sunburst cyberattack - marking the first time a US securities 

regulator sought personal liability against a CISO over a pub-

lic company’s cybersecurity disclosures [43]. 

While the SEC may not have succeeded in its main argu-

ments in July 2024, when the district court ruled that it had 

acted improperly in relying on hindsight and failed to prove 

that Brown intentionally failed to inform the executives in-

volved in public disclosures of the company's cybersecurity 

shortcomings, leading to the dismissal of the case, it neverthe-

less concluded that a CISO's internal risk discussions are dis-

coverable, and that internal dishonesty about unresolved cyber 

risks can blow back against the company if those risks are not 

escalated and addressed at the proper governance level [17]. 

SolarWinds shouldn't be interpreted as a triumph for boards 

that they would not have to worry about any cyber or IP vul-

nerabilities being exposed through internal reporting, [52] but 

rather as a cautionary tale about the evidentiary risk of having 

internal reporting on IP and cyber vulnerabilities that never 

reaches, or is not monitored by, the people responsible for the 

company's external representations [24]. 

3.2. Generative AI Deployment: Corporate 

Liability for Inadvertent IP Infringement 

and Data Loss 

Generative AI introduces an IP risk never anticipated by 

Caremark: a company using its own technology to infringe on 

third-party IP rights due to improper training data. The scale 

of this exposure became clear in December 2023, when the 

New York Times sued OpenAI and Microsoft, seeking bil-

lions in damages and demanding the destruction of any mod-

els or datasets built on the newspaper's copyrighted content. 
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[19] In April 2025, a federal judge in New York denied the 

defendants' motion to dismiss the suit and allowed the essen-

tial direct and contributory copyright infringement claims to 

proceed, due to Microsoft's admission of many publicised in-

stances of ChatGPT plagiarising material from the Times' ar-

ticles. [19, 49] Whether it is a product or a productivity tool, 

for any board that trains, refines, or releases a large language 

model, NYT v OpenAI is now the key precedent that proves 

that the origin of the training data is more board-related than 

the technical or engineering aspects [27]. 

This paper offers a more complex governance lesson on the 

comparative UK position, which was enunciated in a decision 

only months before this paper was written. In Getty Images 

(US) Inc v Stability AI Ltd [2] the Court ruled in favour of a 

narrower aspect of Getty's trade mark claim: that early ver-

sions of the Stability AI model could create synthetic images 

with Getty's watermarks and against its broader copyright 

claim, which alleged that the model constituted an infringing 

"copy" of the millions of images used to train it, where the 

model was not stored or reproduced any of the underlying im-

ages [31]. 

Mrs Justice Smith's judgment explicitly recognised the del-

icate balance needed between creative rights and AI innova-

tion. Yet, her mixed ruling offers no comfort to boards hoping 

generative AI deployment is a settled, low-risk domain. In fact, 

Getty's success on a claim its own lawyers considered second-

ary trademark infringement over synthesised watermarks - un-

derscores that the legal landscape remains unpredictable and 

fraught with litigation risk. The board misread the Getty ver-

dict by failing to recognise its narrow scope. The court's cop-

yright findings turned on specific, quickly evolving model ar-

chitecture, while the actual liability stemmed from an issue - 

watermark reproduction - that had received virtually no board-

level attention before trial. 

But whatever the outcome of both cases is, the implication 

for governance is the same: whether or not a deployed gener-

ative AI system will generate IP exposure for the operator is 

now a question that can only be solved by protracted litigation 

and multiple motions, and is a fact-based question, which is 

also technical in nature, rather than a legal sign-off question 

when the model is selected. [53] A board that approves the use 

of generative AI without a process to keep track of the prove-

nance of the training data or to review its assessment as the 

underlying [53] model as the set of training data evolves is 

likely following the Marchand pattern [13] of assuming that a 

single point-in-time review is enough for a mission-critical 

and ongoing risk. 

The heavy discovery burden in these cases illustrates why 

IP risk cannot be resolved through a single, pre-deployment 

legal opinion. [2] The NYT v OpenAI case has already trig-

gered intense disputes over preserving billions of user conver-

sations and generated high-stakes depositions of C-suite exec-

utives. Regardless of the ultimate verdict, this creates a multi-

year evidentiary burden that strains corporate resources long 

after technology deployment. [19] A board approving a Gen-

erative AI product without considering the possibility that 

later the product will be the subject of discovery for years to 

come without a clear documented record of the board's con-

sidered decision on the use of training data, whether that data 

is covered by licensing or fair-use restrictions and, if so, what 

the board did to decide that question, and by whom and when, 

is an evidentiary vacuum that will be filled by inference and 

reconstruction, if and when litigation occurs, without a clean, 

documented record of the board's decision. 

3.3. Unmonitored Open-Source Integration and 

Risks to Proprietary Assets 

Open-source software occupies a double-edged position in 

IP governance. While it offers software engineers significant 

development efficiency, it also introduces a massive, cumula-

tive compliance risk that expands with every code commit. An 

analysis of more than 1,000 commercial codebase audits 

across 17 industries revealed that 84% of codebases contained 

at least one known open-source vulnerability, 74% contained 

high-risk vulnerabilities, and 53% contained open-source li-

cence conflicts. [46] The Principles of Jacobsen [10] are a re-

affirmation of the fundamental principles of US law on copy-

right licenses, namely that the specific conditions under which 

works are to be copied and modified under an open-source li-

cence are conditions of the copyright licence itself, and not 

just contractual covenants which are breachable only in rela-

tion to damages. [10] The Federal Circuit held that the eco-

nomic value open-source licensors derive from mandatory at-

tribution and change tracking - such as driving traffic to their 

projects - is a legally protected interest. Copyright law does 

not merely regulate contracts; it exists specifically to safe-

guard and vindicate these economic and creative rights [10]. 

It is very easy to shrug off the governance importance of 

Jacobsen since compliance with open source is not likely to 

be a subject of discussion at the board level. [10] As opposed 

to a one-off licensing transaction that is legally reviewed at 

one point in time, the process of open-source integration is 

continuous and incremental, in which individual engineers 

take individual components of open source (libraries and 

packages) and integrate them into the company's shipping 

products, without necessarily having a centralised repository 

for which open-source licenses are used, or what license obli-

gations are thus embedded. No company will know, and thus 

not be able to accurately inform IPO investors, licensees or 

regulators, how much of the company's IP is being exposed 

through the copylefts, if it has never done an enterprise-wide 

open-source bill-of-materials audit; and this oversight is even 

more significant when an acquisition occurs, when a company 

goes public, or when an enterprise licensing agreement is 

reached. [28, 46] The Caremark standard's requirement that a 

board must ensure that "a reasonable information and report-

ing system exists" literally comes down to this: If a board 

never asks if such a system exists, then it has never tried to 
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establish an oversight role over one of the most important and 

continuously operating sources of IP risk that a software-de-

pendent company has [13]. 

The extent of this exposure is quantifiable, yet deeply trou-

bling. The Synopsys Cybersecurity Research Centre’s 2024 

Open-Source Security and Risk Analysis Report revealed that 

over 53% of audited codebases contained license conflicts - 

the exact type of non-compliance that Jacobsen establishes as 

grounds for copyright infringement claims. Concurrently, 

high-risk vulnerabilities surged from 48% in 2023 to 74%. [46] 

As Marchand establishes, a board breaches its fiduciary duties 

simply by failing to monitor its exposure to license conflicts 

relative to industry baselines. This failure of oversight exists 

independent of harm; the breach occurs regardless of whether 

a dispute ever materialises into tangible loss. 

4. The Business Judgment Rule and IP 

Risk Management 

4.1. Distinguishing Reasonable Business Risk 

from Uninformed Fiduciary Failure 

The Delaware court did not second-guess a decision made 

by directors on an informed, good-faith, and honest belief that 

the action taken was in the best interests of the company, and 

the business judgment rule assumes that the directors made 

their decision on an informed basis, in good faith and in honest 

belief that the action taken was in the best interests of the com-

pany. [1] The Delaware Supreme Court's ruling in In re Walt 

Disney Co Derivative Litigation [9] however, has made it 

clear that a board which approves a major transaction, in the 

instant case, an executive severance agreement, without ade-

quate information or deliberation waives the protection of the 

rule, even if the underlying substantive decision might other-

wise have been sound. In terms of IP risk, a board that has 

asked and decided to tolerate a certain amount of risk of losing 

its trade secret, AI training data, or open source is shielded by 

the rule. In contrast, a board that did not ask questions is open 

to oversight liability whether or not the underlying business 

decision was reasonable. 

This difference holds especially true in the generative AI 

realm, where technological evolution can make an informed 

decision challenging. [2, 32] Although a board does not have 

to be as technologically sophisticated as a machine-learning 

engineer to satisfy the Caremark rule, it does not require it to 

duplicate the function of specialised management; rather, it is 

enough that a board affords itself protection by ensuring that 

a reasonable reporting and escalation process exists, by which 

management's specialised assessment makes its way to the 

board when the underlying risk is material. [4] A board that 

has already, and regularly, replaced with a documented assess-

ment the legal exposures and provenance of the company's 

training data for generative AI has fulfilled its oversight duty, 

even if the final legal analysis turned out to have understated 

a rapidly evolving legal exposure; a board that failed to com-

mit to a documented assessment of the company's training 

data for generative AI, at least, has not. 

A line between protected business judgment and unpro-

tected uninformed failure is therefore not one between cau-

tious and aggressive IP strategies; a board may reasonably 

choose to take a lot of risk for AI training data to get the first-

mover advantage, [10] or a board may be more willing to ac-

cept a certain amount of uncertainty around the open-source 

licence in exchange for the engineering velocity, and either 

decision is within the protected scope of the business judg-

ment rule as long as it was actually made, and not made. [38, 

39] However, the "fiduciary question" that boards should be 

considering is not whether they have a high or low tolerance 

for IP risk, but whether that tolerance has been subjected to a 

board-level vote, in contrast to a "default" outcome whereby 

no one ever asked the question, which is consistent with the 

new mission-critical-risk framework that Caremark scholar-

ship has evolved, to this point [1]. 

4.2. Establishing Reasonable Board Oversight: 

IP Audits, Reporting Systems, and 

Escalation Protocols 

The six principles for cyber-care oversight that are defined 

in the National Association of Corporate Directors (NACD) 

and Internet Security Alliance's 2023 Director's Handbook on 

Cyber-Risk Oversight are adapted with only minor changes to 

become principles for IP risk oversight, and are used on four 

levels: Directors should view the risk as a board-level, enter-

prise-wide risk instead of a technical risk; Directors should be 

familiar with the legal implications of the risk on the compa-

ny's specific business; Directors should ensure that manage-

ment has in place a board-level, enterprise-wide risk manage-

ment program with sufficient staffing and budget; and, Direc-

tors should engage in board deliberations to understand the fi-

nancial exposure, and decide which risks are to be accepted, 

mitigated, or transferred. Principle six of the updated 2023 

edition also requires Directors to encourage systemic resili-

ence by collaborating with industry and governmental peers. 

[43, 48] The Handbook's focus on quantification is easily ap-

plicable to IP risk: A board that actively evaluates its exposure 

to trade secret theft, AI training litigation, or open-source non-

compliance creates a record protected by the business judg-

ment rule. Conversely, a board that fails to evaluate these risks 

abdicates its oversight role and forfeits that legal protection. 

There are three interrelated pieces that need to be part of a 

working IP oversight system. First, there must exist a standing 

IP and technology risk inventory which must be updated con-

tinuously - not merely triggered by transactions or disputes. 

This inventory should track access controls over the existing 

trade secret portfolio, map the provenance of training data, 

and monitor open-source licensing obligations across the 

company’s current codebase. Second, risks identified should 

not be resolved at the operational level but reported to the 
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board or a delegated committee when they reach a threshold 

rather than closing them at their identified level, as this may 

suggest that there is risk identification threshold at all. [41, 43] 

Third, there must be a fixed reporting cycle modeled on audit 

committee standards. Receiving information only when a cri-

sis erupts rather than on a regular, structured schedule was 

precisely what spelled the death knell for the board’s defense 

in Marchand [13]. 

In the IP context, the Handbook's recommendation that 

boards adopt defensible risk-quantification methods is espe-

cially critical. Unlike data breach notifications - where costs 

can be readily estimated using historical claims data - calcu-

lating IP risk and intangible asset exposure is far more com-

plex and nuanced. [48] The cost of a trade secret portfolio, the 

threat of an AI training corpus that turns out to be open source 

licensed with competing claims, and the cost of remediation 

of the open source conflict that is uncovered after deployment 

are all real challenges that require board evaluation [37]. 

4.3. The Role of Director & Officer (D&O) 

Insurance in Intangible Asset Protection 

While director and officer liability insurance and IP oversight 

risk are often linked, boards do not always know how this in-

surance works until a claim is made. [17, 35] As a result of the 

McDonald's litigation, insurers came to reconsider how to price 

and cover a director's exposure to the Caremark liability, as this 

oversight risk had not previously been treated as a standard 

component of traditional officer exposure. The McDonald’s de-

cision marked a critical turning point for the D&O insurance 

market. In its wake, underwriters fundamentally re-examined 

how they priced and structured Caremark coverage - with some 

insurers explicitly excluding oversight exposure on the grounds 

that it departed from traditional risk models [8]. 

These coverage disputes are especially common in the IP 

realm because most D&O and cyber-insurance policies were 

designed for traditional data breaches and unauthorized per-

sonal data access. They were not structured to address emerg-

ing risks like AI training-data infringement or trade secret dis-

putes arising from employee mobility. A board that fails to 

evaluate whether its policy explicitly covers these modern IP 

liabilities risks facing devastating coverage denials when a 

claim is made [17], 

Another challenge is that insurers are increasingly asking 

for proof of the governance structure, IP risk inventory, esca-

lation protocol, and documented AI governance amongst other 

things, as underwriting conditions; this is similar to the under-

writing conditions for cyber-insurance, which requires adher-

ence to standards of information-security management, such 

as ISO/IEC 27001, [22] as a prerequisite for coverage or as a 

factor that influences premium. The practical implications are 

that boards have two additional commercial motives, beyond 

the fiduciary duty, to formalise IP oversight: it is a condition-

precent for securing or maintaining IP-related insurance cov-

erage on reasonable terms, and second, it provides an inde-

pendent commercial reason for a board to formalise IP over-

sight rather than leave it within the informal network of engi-

neering and legal responsibilities [30]. 

Boards must scrutinize - rather than assume - the geo-

graphic scope and specific claim types covered by their insur-

ance policies. A policy negotiated primarily to mitigate U.S. 

litigation exposure may fail to respond effectively to UK pro-

ceedings like Getty Images v. Stability AI. This is particularly 

true given the UK's narrower statutory framework for second-

ary copyright infringement in AI models and its distinct legal 

standards for trademark infringement. [2] The lesson, in prac-

tice, is that the IP oversight committee suggested in Part 5 of 

this paper should not be sitting on a coverage summary that 

the company prepared only when the policy was placed but 

hasn't reviewed since, but instead review the company's D&O 

and IP-specific coverage on an annual basis based on the ju-

risdictions in which the company is exposed to AI, trade secret 

and open-source claims. 

5. A Proactive Legal Framework for 

Board-Level IP Oversight 

5.1. Guidelines for Board Charter Revisions 

and IP Oversight Protocols 

A key first step to establishing a defensible IP oversight 

structure is an amendment to the board charter that expressly 

identifies both IP and technology risk as an audit committee 

or board's duty. [43] Because McDonald confirms that an of-

ficer's silence in the face of a red flag in that officer's area od 

specialisation is sufficient to trigger the obligation to make a 

report, it is equally important that the charter or an accompa-

nying delegation resolution prescribe who has front-line re-

sponsibility for each category of IP risks. [8] The charter 

should also include a regularity of reporting to the board on IP 

risks; the types of incidents that should be escalated immedi-

ately as opposed to on a regular basis, based on the categories 

of incidents covered in Part 3; and the board's expectation that 

management will keep the rolling inventory of risks [43]. 

Delaware’s exculpation statute allows corporations to elim-

inate director liability for breaches of the duty of care, but it 

explicitly excludes the duty of loyalty. Because Caremark 

oversight liability is anchored in the duty of loyalty - requiring 

a showing of bad faith rather than mere negligence - exculpa-

tion provisions offer directors no shield against oversight 

claims. [21] This means that with a properly pleaded claim in 

IP oversight, exculpation clauses, no matter how broadly 

drafted, do not shield directors from liability, and in fact do 

not limit the impact of the changes to the charter and protocol 

proposed here: Directors are not excused from liability for 

failing to have a workable IP reporting system simply by in-

cluding broad exculpation clauses in their charter. 
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5.2. Governance Best Practices for Directors: 

Escalation Trees, Routine IP Valuations, 

and Vulnerability Audits 

The escalation tree for IP risk should reflect the escalation 

paths and response timelines that have been successful in 

safety and cybersecurity situations outlined above: a defined 

subset of events that trigger escalation; each escalation tied to 

a specific response timeline and a particular escalation path, 

not left to the judgement of the next manager in the chain. Pe-

riodic board level valuation exercises, like those performed by 

the Ocean Tomo intangible asset market, and value methodol-

ogy at the market level, complement each other: [45] a board 

that periodically reviews the estimated value of its trade secret 

portfolio, patent estate, and proprietary data is better equipped 

to ensure that they are being protected than a board that does 

not know what they are worth. [45] Vulnerability reviews, 

which are more common than in a stable patent portfolio and 

are performed at regular intervals that correspond to the risk 

inventory's change, complete the cycle of the risk inventory, 

This standard applies with particular force to non-execu-

tive and independent directors. A stark illustration of bad 

practice emerged in Re Lexi Holdings Plc [11], where a non-

executive director ignored a fictitious loan account appear-

ing in the corporate books - failing to read, question, or take 

any action regarding the financial anomaly. Merely review-

ing a report before presenting it to the board does not dis-

charge a director’s fiduciary duty if they fail to read it prior 

to formal execution. Under the principle established in Re 

D'Jan of London Ltd, a director who signs off on an IP risk 

report without first reading and understanding its contents 

breaches their duty of care. 

6. Conclusion 

Option 1: Direct & Polished (Recommended) 

The jurisprudence traced in this paper - from Graham’s re-

strictive bad-faith test, through Caremark’s demanding yet 

largely theoretical oversight standard, to the recent revival of 

oversight duties triggered by absent reporting systems and ex-

tended to corporate officers - reflects a driven evolution of 

what good-faith governance requires of a modern board. To 

date, this judicial recalibration has occurred almost exclu-

sively in response to physical safety crises, financial fraud, 

and workplace misconduct. What has yet to materialize before 

the courts is an IP oversight failure - a case where a board 

completely abdicates its duty to monitor intangible assets. Yet 

the doctrinal architecture is already established, and five dec-

ades of Ocean Tomo data prove that the underlying commer-

cial exposures are now fully in play: In the Marchand case IP 

risk arena, an unmonitored trade secret exposure was discov-

ered during due diligence, only to be ignored; In the Caremark 

case, an open-source compliance failure was uncovered only 

during an acquisition due diligence; and, In the generative AI 

arena, facts that an unchecked trade secret exposure was doc-

umented in due diligence and ignored, and facts that a gener-

ative AI system was trained without a documented provenance 

review, were all in play. 

This paper serves as an urgent warning: boards must not 

wait for a court to decide this test case against them. Estab-

lishing IP risk oversight is not a discretionary best-practice 

add-on - it is the direct application of existing Caremark doc-

trine. Boards bear an unyielding duty to maintain reasonable 

information and reporting systems for risks central to the cor-

porate enterprise. Given that intangible assets now comprise 

the vast majority of enterprise value, a board that would never 

tolerate the absence of financial controls or safety oversight - 

as seen in Marchand - has no legal or commercial justification 

for failing to establish oversight systems for the very assets 

that define its market worth. 
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