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Abstract 

Anomaly detection is a critical task for identifying unusual patterns that may indicate security breaches, fraudulent transactions, 

or system failures in various application domains. Conventional anomaly detection techniques often experience high false 

positive rates and limited adaptability when handling complex, uncertain, or evolving datasets. To overcome these limitations, 

this study proposes a novel Fuzzy Cuckoo-Based Clustering Technique (F-CBCT) that integrates fuzzy logic with cuckoo search-

based clustering and optimization. The proposed framework employs a decision tree classifier enhanced with fuzzy membership 

functions, enabling effective management of uncertainty during classification. Model parameters are optimized using a hybrid 

strategy based on Mean Square Error (MSE) and the Silhouette Index, improving clustering quality and classification accuracy. 

Experimental evaluations conducted on benchmark datasets demonstrate the effectiveness of the proposed approach, achieving 

a 96.86% detection rate, 97.77% accuracy, a 1.297% false positive rate, and an F-measure of 98.30%. Comparative analysis with 

existing state-of-the-art anomaly detection methods confirms that F-CBCT consistently outperforms conventional approaches in 

terms of detection capability, robustness, and reliability. The proposed technique effectively reduces false alarms while 

maintaining high detection performance, making it a promising solution for real-world anomaly detection applications across 

diverse and dynamic environments. 
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1. Introduction 

Anomaly detection is essential across various domains, in-

cluding cybersecurity, healthcare, finance, and industrial sys-

tems. Its main goal is to detect data patterns or instances that 

significantly differ from typical or expected behavior. These 

anomalies often indicate critical events such as network intru-

sions, fraud, or system failures, making their accurate and 

timely detection crucial for safeguarding assets and ensuring 

system reliability [1]. 

Over recent years, the complexity and volume of data have 

increased exponentially, presenting significant challenges to 

traditional anomaly detection techniques. Traditional ap-

proaches frequently face challenges such as elevated false 

alarm rates and poor adaptability to changing or dynamic data 

patterns, and inefficiency in processing large-scale datasets 

[2]. This has led researchers to explore advanced computa-

http://www.sciencepg.com/journal/mlr
http://www.sciencepg.com/journal/604/archive/6041102
http://www.sciencepg.com/
https://orcid.org/0009-0001-7549-0548
https://orcid.org/0009-0000-9618-8279
https://orcid.org/0009-0008-7188-3070
http://www.sciencepg.com


Machine Learning Research http://www.sciencepg.com/journal/mlr 

 

64 

tional intelligence and machine learning approaches, includ-

ing clustering algorithms, optimization techniques, and fuzzy 

logic, to enhance detection accuracy and reduce false alarms. 

Clustering algorithms, such as K-means and hierarchical 

clustering, group similar data points to distinguish normal be-

havior from outliers. However, their performance heavily de-

pends on cluster initialization and parameter selection, often 

resulting in suboptimal detection. Optimization algorithms 

like Particle Swarm Optimization (PSO) and Cuckoo Search 

Optimization (CSO) have been integrated with clustering to 

overcome these limitations by fine-tuning clustering parame-

ters and improving convergence rates [3]. 

Fuzzy logic provides a versatile approach for managing the 

uncertainty and vagueness commonly found in real-world da-

tasets, allowing for more refined and accurate decision-mak-

ing in anomaly detection. Combining fuzzy logic with cluster-

ing and optimization strategies has shown promising results in 

achieving higher detection rates and lower false positive rates. 

The experimental setup of this study is carefully designed 

to evaluate the effectiveness and robustness of the proposed 

method. It includes well-defined parameter configurations, 

benchmark comparisons, and rigorous validation strategies to 

ensure reproducibility and reliability of results [4]. 

The novelty of this work lies in the synergistic integration 

of fuzzy logic with an enhanced cuckoo search–based cluster-

ing framework for anomaly detection across both social and 

benchmark datasets. Unlike conventional clustering or 

swarm-based anomaly detection approaches, which typically 

rely on crisp data assignments or optimize a single objective, 

the proposed Fuzzy Cuckoo-Based Clustering Technique (F-

CBCT) introduces a hybrid fuzzy–metaheuristic architecture. 

This architecture is specifically designed to handle uncertainty, 

capture non-linear relationships, and manage overlapping data 

distributions more effectively [5]. 

A key contribution of this study is the formulation of a dual-

objective fitness function that simultaneously incorporates 

Mean Square Error (MSE) and the Silhouette Index (SI) 

within the cuckoo search optimization process. By jointly op-

timizing these two criteria, the method ensures both intra-clus-

ter compactness and inter-cluster separation—an aspect that is 

often overlooked in existing CSO-based anomaly detection 

frameworks, which tend to focus on a single clustering objec-

tive [6]. 

In terms of parameter configuration, critical algorithmic 

components such as population size, discovery rate (pa), step 

size, and the number of iterations are systematically tuned to 

achieve optimal performance. Similarly, parameters govern-

ing fuzzy membership functions—including shape parameters 

for triangular, trapezoidal, Gaussian, generalized bell, and Pi-

shaped functions—are adaptively selected to best fit the un-

derlying data distributions [7]. This adaptive configuration en-

hances the flexibility and generalization capability of the pro-

posed model across heterogeneous datasets. 

Furthermore, the integration of multiple fuzzy membership 

functions enables the model to represent diverse data charac-

teristics effectively, improving robustness in handling noisy 

and complex data environments. 

To validate the performance of the proposed framework, a 

combination of internal and external evaluation metrics is em-

ployed. Internal validation is conducted using metrics such as 

MSE and Silhouette Index, while external validation (where 

ground truth is available) includes accuracy, precision, recall, 

and F1-score for anomaly detection. Cross-validation tech-

niques and repeated experimental runs are also utilized to en-

sure statistical consistency and to minimize the impact of ran-

domness inherent in metaheuristic optimization algorithms [8]. 

In addition, the proposed approach incorporates a decision 

tree classifier applied to the optimized fuzzy membership out-

puts. This step effectively bridges the gap between soft clus-

tering and crisp classification, allowing for more accurate 

anomaly discrimination while preserving model interpretabil-

ity. Such a layered design distinguishes the proposed method 

from existing approaches, which often lack adaptive fuzzy 

reasoning mechanisms or post-clustering refinement stages 

[9]. 

Overall, the F-CBCT framework offers a comprehensive 

and adaptive solution for anomaly detection by combining the 

strengths of fuzzy logic, metaheuristic optimization, and inter-

pretable classification, supported by a robust experimental and 

validation framework. 

This research introduces a new approach called the Fuzzy 

Cuckoo-Based Clustering Technique (F-CBCT), which com-

bines fuzzy logic-driven decision-making with clustering and 

optimization mechanisms inspired by cuckoo search behav-

iour [10]. The proposed method aims to enhance anomaly de-

tection performance by maximizing detection rates while min-

imizing false alarms and improving overall classification ac-

curacy. Comprehensive evaluations on standard benchmark 

datasets show that F-CBCT delivers superior performance 

compared to existing methods, providing a reliable and effec-

tive solution for practical anomaly detection problems [11]. 

2. Literature Review 

Anomaly detection has been a critical research area with 

numerous techniques proposed over the past decades, each 

aiming to improve detection accuracy while minimizing false 

alarms. Various methods have been developed, spanning sta-

tistical models, machine learning algorithms, and hybrid ap-

proaches, with performance evaluated using metrics such as 

Detection Rate (DR), False Positive Rate (FPR), Accuracy, 

and F-Score. 

Kuang et al. 2007 initiated efforts with a method achieving 

a detection rate of 94.6% and an FPR of 3.0%, resulting in an 

accuracy. Anomaly detection has been a critical research area 

with numerous techniques proposed over the past decades, 

each aiming to improve detection accuracy while minimizing 

false alarms. Various methods have been developed, spanning 

statistical models, classical machine learning algorithms, and 
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more recently deep learning-based approaches, with perfor-

mance typically evaluated using metrics such as Detection 

Rate (DR), False Positive Rate (FPR), Accuracy, and F-score. 

Early studies primarily relied on statistical and rule-based 

techniques. For instance, Kuang et al. (2007) [6] achieved a 

detection rate of 94.6% with an FPR of 3.0%, while Hwang et 

al. (2007) [7] reported comparable performance but with 

slightly higher false positives. Zhang et al. (2008) [8] im-

proved the FPR to 2.0%, highlighting initial efforts toward re-

ducing false alarms while maintaining stable detection rates. 

However, these techniques often struggled with scalability 

and adaptability to complex network patterns. 

Subsequent advancements introduced machine learning 

models that significantly improved performance. Mukherjee 

et al. (2012) [9] and Sharma et al. (2012) [10] demonstrated 

enhanced accuracy and reduced FPR, with Sharma et al. 

achieving an exceptionally low FPR of 0.275% and accuracy 

exceeding 99%. Similarly, Panda et al. (2012) [11] and Al-

Ghuwairi et al. (2013) [12] reported near-optimal results with 

detection rates above 99% and strong precision values. De-

spite these improvements, many traditional ML-based meth-

ods depend heavily on handcrafted features and fail to gener-

alize well across dynamic and high-dimensional datasets. 

In recent years, deep learning approaches such as Convolu-

tional Neural Networks (CNNs), Long Short-Term Memory 

(LSTM) networks, and Autoencoders have gained prominence 

due to their ability to automatically extract hierarchical and 

temporal features. CNN-based models are effective in spatial 

feature extraction, while LSTM models capture temporal de-

pendencies in sequential data, making them well-suited for 

network traffic analysis. Autoencoders, particularly deep and 

variational variants, are widely used for unsupervised anom-

aly detection by modeling normal behavior and identifying de-

viations. 

However, despite their strengths, deep learning approaches 

exhibit notable limitations. They typically require large la-

beled datasets, incur high computational costs, and often lack 

interpretability—an important factor in security-critical appli-

cations. Moreover, deep models may overfit to specific da-

tasets and fail to adapt efficiently to evolving attack patterns 

without retraining. 

Recent surveys Alam and Faisal, 2025) [1], Abdallah et al., 

2024 [3] (Momand et al., 2023 [4]; emphasize that while deep 

learning techniques outperform traditional models in complex 

environments, their deployment remains constrained by com-

putational overhead, data imbalance, and real-time processing 

challenges. Furthermore, hybrid and adaptive approaches are 

increasingly recommended to address these limitations. (Table 

1). 

In this context, the proposed Fuzzy Cuckoo-Based Cluster-

ing Technique (F-CBCT) provides a significant advancement 

by combining the strengths of fuzzy logic and metaheuristic 

optimization. Unlike deep learning models, F-CBCT does not 

require large labeled datasets and offers improved interpreta-

bility through fuzzy membership functions. Additionally, the 

cuckoo search mechanism enhances global optimization and 

cluster formation, enabling effective detection of both known 

and unknown anomalies. Compared with existing approaches, 

F-CBCT demonstrates competitive detection performance 

while maintaining low computational complexity and reduced 

false positive rates, making it particularly suitable for dynamic 

and resource-constrained environments. 

Table 1. Comparative Summary of Methods. 

Study / Year 
Method 

Type 
Technique Used 

Detection 

Rate (DR%) 

FPR 

(%) 

Accuracy 

(%) 
Key Strength Key Limitation 

Kuang et al. (2007) Statistical Rule-based 94.6 3.0 95.1 
Simple 

implementation 

Moderate false 

alarms 

Hwang et al. (2007) Statistical Statistical model 94.71 3.8 N/A Stable detection Higher FPR 

Zhang et al. (2008) Statistical Statistical ~94.7 2.0 N/A Improved FPR 
Limited report-

ing 

Mukherjee et al. (2012) ML Predictive model 90.92 N/A 97.78 High accuracy Lower DR 

Sharma et al. (2012) ML 
Classification 

model 
93.41 0.275 >99 Very low FPR Moderate DR 

Panda et al. (2012) ML Hybrid ML 99.5 0.1 N/A 
Very high DR/F-

score 

Dataset depend-

ency 

Bhat et al. (2013) ML Classification 99.1 2.0 99 High precision 
FPR still nota-

ble 

Elbasiony et al. (2013) ML Hybrid 98.0 1.5 N/A 
Balanced perfor-

mance 

Missing accu-

racy 
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Study / Year 
Method 

Type 
Technique Used 

Detection 

Rate (DR%) 

FPR 

(%) 

Accuracy 

(%) 
Key Strength Key Limitation 

Nadiammai et al. (2014) ML Decision-based 96.86 0.5 98.12 Balanced DR & FPR 
Limited adapta-

bility 

Mohammadi et al. (2014) ML Classification 98.0 3.0 N/A High DR Higher FPR 

Ghanem et al. (2015) ML Optimized model N/A 0.033 96.1 Extremely low FPR DR not reported 

Duque et al. (2015) ML Detection model 70.75 N/A N/A N/A Very poor DR 

Pandeeswari et al. (2015) ML Classification 98.0 3.05 N/A Good DR 
Moderate F-

score 

CNN-based IDS (Recent 

DL) 

Deep 

Learning 
CNN ~98–99 ~1–2 ~98–99 

Automatic feature 

extraction 

High computa-

tional cost 

LSTM-based IDS (Recent 

DL) 

Deep 

Learning 
LSTM ~97–99 ~1–3 ~98 

Temporal learning 

capability 

Training com-

plexity 

Autoencoder-based IDS 
Deep 

Learning 
Autoencoder ~96–98 ~1–2 ~97–98 

Unsupervised detec-

tion 

Reconstruction 

bias 

Proposed F-CBCT Hybrid 
Fuzzy + Cuckoo 

Optimization 

~99+ (ex-

pected) 

Very 

Low 
High (~99) 

Low complexity, in-

terpretable, no large 

dataset requirement 

Requires param-

eter tuning 

 

3. Methodology 

This section details the methodology used to design and as-

sess the proposed Fuzzy Cuckoo-Based Clustering Technique 

(F-CBCT) for detecting anomalies. The approach integrates 

fuzzy logic with a cuckoo-inspired clustering algorithm, opti-

mized through hybrid performance metrics, to achieve effec-

tive and accurate detection of anomalies across diverse da-

tasets. 

3.1. Overview 

The F-CBCT algorithm is designed to address limitations in 

conventional clustering and classification techniques by com-

bining the interpretability of fuzzy membership functions with 

the global search capability of Cuckoo Search Optimization 

(CSO). This integration enables the system to accurately iden-

tify anomalies while reducing false positives. 

3.2. Data Pre-processing 

Prior to training the model, the datasets are pre-processed 

to improve data quality and optimize the model’s performance. 

Normalization: Features are scaled using min-max normal-

ization to ensure uniform value ranges, preventing bias due to 

differing scales. 

Handling Missing Values: Missing data points are treated 

via imputation or removal based on dataset characteristics. 

Feature Selection: Relevant features are selected through 

correlation analysis and domain knowledge to reduce dimen-

sionality and improve clustering efficiency. 

3.3. Fuzzy Membership Functions 

Fuzzy logic provides a mechanism to handle uncertainty 

and vagueness inherent in anomaly detection. Membership 

functions (MFs) define the degree to which an input belongs 

to a fuzzy set. This study evaluates multiple MFs: 

1) Triangular (trimf) 

2) Trapezoidal (trapmf) 

3) Gaussian (gaussmf) 

4) Generalized Bell (gbellmf) 

5) Pi-shaped (psigmf) 

Each MF shape influences the fuzzification process differ-

ently, affecting clustering and classification accuracy. The 

membership degree for each data point is computed based on 

the selected MF, enabling soft clustering rather than rigid as-

signments. 

3.4. Cuckoo Search Optimization (CSO) 

The CSO algorithm, inspired by the brood parasitism be-

havior of cuckoo birds, is employed to optimize clustering by 

effectively searching the solution space. CSO uses Levy 

flights for generating new candidate solutions and applies a 

discovery probability to replace poor solutions with new ones. 

In this study, CSO is enhanced by combining two objective 

metrics: 

Mean Square Error (MSE): Measures the clustering com-

pactness by quantifying the squared distance between data 
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points and cluster centroids. 

Silhouette Index (SI): Evaluates the quality of clustering by 

assessing how similar a point is to its own cluster compared to 

other clusters. 

The combined MSE + SI fitness function guides the CSO 

to find optimal clusters with minimal intra-cluster distance 

and maximal inter-cluster separation. 

In this study, the standard Cuckoo Search Optimization 

(CSO) algorithm is enhanced by combining two objective 

metrics, namely Mean Square Error (MSE) and Silhouette In-

dex (SI), to improve clustering performance and anomaly de-

tection accuracy. 

1) Mean Square Error (MSE): 

Mean Square Error is used to evaluate cluster compactness 

by measuring the average squared distance between data 

points and their respective cluster centroids. It is mathemati-

cally defined as:  

MSE = (1/N) ∑ ∑ 𝜇𝑖𝑘‖𝑥𝑖 − 𝑣𝑘‖2  

where N denotes the total number of data points, K represents 

the number of clusters, 𝜇𝑖𝑘 indicates the fuzzy membership 

degree of data point 𝑥𝑖 in cluster k, and 𝑣𝑘 corresponds to the 

centroid of the k-th cluster. A lower MSE value signifies im-

proved cluster compactness and better clustering performance. 

2) Silhouette Index (SI): 

The Silhouette Index assesses clustering quality by quanti-

fying how well a data point aligns with its assigned cluster in 

comparison to other clusters. It is mathematically defined as:  

𝑆𝐼 = (1/𝑁) ∑[(𝑏(𝑖) − 𝑎(𝑖))/ 𝑚𝑎𝑥{𝑎(𝑖), 𝑏(𝑖)}]  

where 𝑎(𝑖)  represents the average intra-cluster distance of 

data point 𝑖 , and 𝑏(𝑖)  denotes the minimum average inter-

cluster distance between 𝑖 and its nearest neighboring cluster. 

Higher SI values indicate improved cluster separation and 

overall clustering quality. 

3) Combined MSE–SI Fitness Function: 

To achieve optimal clustering performance, a hybrid fitness 

function is formulated as follows:  

𝐹 = 𝑤1 × 𝑀𝑆𝐸 − 𝑤2 × 𝑆1 

subject to the constraint 𝑤1 + 𝑤2 = 1 . The CSO algorithm 

optimizes this fitness function to produce clusters character-

ized by minimal intra-cluster distance and maximum inter-

cluster separation, thereby enhancing overall anomaly detec-

tion performance. 

3.5. Fuzzy Decision Module with Cuckoo-Based 

Clustering 

The clustering output from CSO is integrated with a fuzzy 

decision module: 

1) Each data point is assigned a fuzzy membership degree 

to clusters based on the optimized membership func-

tions. 

2) The fuzzy classifier aggregates these degrees to deter-

mine the anomaly likelihood. 

3) A Decision Tree classifier is incorporated post-cluster-

ing to further refine classification, leveraging crisp de-

cision boundaries informed by fuzzy clustering outputs. 

3.5.1. Mathematical Modeling of the Proposed  

F-CBCT 

This section introduces the mathematical formulation of the 

proposed Fuzzy Cuckoo-Based Clustering Technique (F-

CBCT) for anomaly detection. The model combines fuzzy 

membership representation with cuckoo search–driven cluster 

optimization and a hybrid fitness function to improve cluster-

ing performance and enhance anomaly discrimination capa-

bility. 

1) Problem Definition: 

𝐿𝑒𝑡 𝐷 = {𝑥1, 𝑥2, … , 𝑥𝑁} 

where 𝑥𝑖 ∈ 𝑅𝑑 , denote a dataset consisting of 𝑁  instances, 

each with 𝑑 features. The objective is to partition D into clus-

ters while simultaneously identifying anomalous instances 

based on fuzzy membership values. 

2) Data Normalization: 

Min–max normalization is applied using the following for-

mulation: 

𝑥𝑖𝑗
𝑛𝑜𝑟𝑚 =

𝑥𝑖𝑗−𝑚𝑖𝑛(𝑥𝑗)

𝑚𝑎𝑥(𝑥𝑗)−𝑚𝑖𝑛(𝑥𝑗)
  

where 𝑥𝑖𝑗  is the value of the 𝑖 − 𝑡ℎ data point for feature 𝑗, 

and 𝑚𝑖𝑛(𝑥𝑗) and 𝑚𝑎𝑥(𝑥𝑗) denote the minimum and maxi-

mum values of feature 𝑗, respectively. 

3) Fuzzy Membership Modeling: 

Each data point is assigned a set of membership degrees 

𝜇𝑖𝑘 ∈ [0,1], such that: 

∑ 𝜇𝑖𝑘
𝑘
𝑘=1 = 1  

ensuring that the membership values of each data point across 

all clusters sum to unity. 

4) Example Gaussian Membership Function: 

𝜇𝑖𝑘 = 𝑒𝑥𝑝 (−
‖𝑥𝑖−𝑣𝑘‖2

2𝜎𝑘
2 )  

where 𝑥𝑖 is the data point, 𝑣𝑘 is the cluster centroid, and 𝜎𝑘 

controls the spread of the Gaussian function for cluster 𝑘. 

5) Cuckoo Search Optimization: 

Each nest represents a set of cluster centroids 𝑉 =

{𝑣1, 𝑣2, … 𝑣𝑘} . New candidate solutions are generated using 

Lévy flights as follows: 
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𝑉(𝑡+1) = 𝑉(𝑡) + 𝑎 ∙ 𝐿𝑒𝑣𝑦(𝜆) 

where 𝑎 is the step size scaling factor and 𝐿𝑒𝑣𝑦(𝜆) denotes 

the Lévy flight distribution parameterized by λ. 

3.5.2. Fitness Function 

1) Mean Square Error (MSE) expression: 

MSE =
1

𝑁
∑ ∑ 𝜇𝑖𝑘𝑘

𝑁
𝑖=1 ‖𝑥𝑖 − 𝑣𝑘‖2  

In words MSE is the average over all data points of the 

weighted squared distance between each point 𝑥𝑖 and cluster 

center 𝑣𝑘 , where 𝜇𝑖𝑘  indicates the membership weight of 

point iii in cluster 𝑘. 

2) Silhouette Index (SI): 

The Silhouette Index measures how well-separated and in-

ternally cohesive clusters are, by comparing intra-cluster sim-

ilarity with inter-cluster dissimilarity. 

3) Combined Fitness Function: 

𝐹 = 𝑤1 ∙ 𝑀𝑆𝐸 − 𝑤2 ∙ 𝑆𝐼 

The combined fitness function 𝐹 is defined as a weighted 

combination of clustering error and cluster quality, where the 

Mean Squared Error (MSE) is penalized and the Silhouette In-

dex (SI) is rewarded using weighting parameters 𝑤1 and 𝑤2, 

respectively. 

4) Anomaly Score: 

𝐴(𝑥𝑖) = 1 − (𝜇𝑖𝑘)𝑘
𝑚𝑎𝑥  

An instance 𝑥𝑖  is considered anomalous if its anomaly 

score exceeds a predefined threshold 𝜏, i.e., 

𝐴(𝑥𝑖) ≥ 𝜏 ∙ 
5) Decision Tree Classification: 

The optimized fuzzy membership values are utilized as in-

put features to train a Decision Tree classifier, which performs 

the final step of anomaly detection. 

To ensure optimal performance of the proposed F-CBCT 

model, a systematic parameter tuning strategy was employed 

rather than arbitrary selection. The tuning process was con-

ducted using a grid search approach combined with cross-val-

idation (k = 5) across all benchmark datasets. Each parameter 

was varied within a predefined range, and the optimal values 

were selected based on maximizing Detection Rate (DR) and 

F-Measure, while minimizing False Positive Rate (FPR). 

Additionally, experiments were repeated over 10 independ-

ent runs to ensure stability, and the final parameter values were 

chosen based on average performance across datasets (Zoo, 

Diabetes, Iris, Vehicle, Wine, Glass, NSL-KDD). 

Table 2. Tuned Parameters and Justification for F-CBCT. 

Parameter Symbol Tested Range 
Selected 

Value 
Justification 

Number of Clusters K 2 – 10 5 
Provided best balance between intra-cluster 

compactness and inter-cluster separation across datasets 

Population Size (Cuckoo 

Search) 
N 10 – 50 25 

Moderate size ensures sufficient exploration without 

high computational cost 

Discovery Rate Pa 0.1 – 0.5 0.25 
Balanced exploration and exploitation, minimizing 

premature convergence 

Step Size Scaling Factor α 0.01 – 1.0 0.1 
Smaller values improved convergence stability and re-

duced oscillations 

Maximum Iterations Iter_max 50 – 200 100 Achieved convergence without excessive computation 

Membership Function 

Type 
MF 

trimf, trapmf, gaussmf, 

gbellmf, psigmf 
psigmf 

Lowest mean error and variance based on statistical 

evaluation 

Fuzzification Parameter m 1.5 – 3.0 2.0 
Standard value ensuring balanced fuzziness and cluster 

separation 

Fitness Function N/A MSE, SI, (MSE+SI) MSE + SI 
Combined metric improved both accuracy and cluster 

validity 

Threshold for Anomaly 

Detection 
T 0.2 – 0.8 0.5 

Optimal trade-off between detection rate and false posi-

tives 

 

Parameter Tuning Insights 

1) The use of grid search with cross-validation ensured that 

parameter selection was data-driven and unbiased. 

2) The combination of MSE and Silhouette Index (SI) as a 
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fitness function significantly improved clustering quality. 

3) The psigmf membership function consistently showed 

lower variance and better stability, making it the most 

reliable choice. 

4) The selected discovery rate (Pa = 0.25) allowed effective 

exploration of the solution space without excessive ran-

domness. 

5) Moderate population size and iterations ensured efficient 

convergence with reduced computational overhead, giv-

ing F-CBCT an advantage over deep learning models. 

Unlike prior works where parameters were selected heuris-

tically, this study adopts a systematic tuning strategy using 

grid search and cross-validation. The selected parameter con-

figuration is empirically validated across multiple benchmark 

datasets and supported by statistical analysis (mean, standard 

deviation, and significance testing). This ensures that the su-

perior performance of the proposed F-CBCT model is not due 

to arbitrary parameter selection but is reproducible and robust. 

3.6. Algorithm Workflow 

1) Initialization: Set CSO parameters, including population 

size, discovery probability, and maximum iterations. 

2) Fuzzification: Assign initial fuzzy membership values 

using selected membership functions. 

3) Clustering Optimization: Apply CSO using the com-

bined MSE + SI fitness function to update cluster cen-

troids and memberships iteratively. 

4) Classification: Use the Decision Tree classifier on the 

optimized fuzzy clusters to classify data points as normal 

or anomalous. 

5) Evaluation: Calculate performance metrics such as De-

tection Rate, False Positive Rate (FPR), Accuracy, and F 

Measure. 

3.7. Experimental Setup 

1) Datasets: Evaluation is conducted on multiple bench-

mark datasets including Zoo, Diabetes, Iris, Vehicle, 

Wine, Glass, and NSL-KDD. 

2) Comparative Methods: The performance of F-CBCT is 

compared with traditional clustering techniques (K-

Means, Decision Tree), swarm intelligence algorithms 

(PSO, CSO variants), and recent anomaly detection 

frameworks (FCOAC, SADA, SSAD, TVCPSO). 

3) Metrics: Key performance indicators include Detection 

Rate, FPR, Accuracy, F Measure, and RMSE. 

3.8. Implementation Details 

1) The entire methodology is implemented in Python using 

standard libraries for machine learning and optimization. 

2) Membership functions are defined using fuzzy logic 

toolkits. 

3) CSO parameters are tuned empirically for each dataset. 

4) Cross-validation techniques ensure robust evaluation 

and generalization. 

4. Results 

This study evaluated the performance of the proposed 

Fuzzy Cuckoo-Based Clustering Technique (F-CBCT) for 

anomaly detection across multiple datasets and compared it 

with several baseline and advanced methods, including K-

Means, Decision Tree, Particle Swarm Optimization (PSO), 

Cuckoo Search Optimization (CSO), and state-of-the-art ap-

proaches like FCOAC, SADA, SSAD, and TVCPSO. 

4.1. Membership Function Evaluation 

The performance of different membership functions—tri-

angular (trimf), trapezoidal (trapmf), Gaussian (gaussmf), 

generalized bell (gbellmf), and pi-shaped (psigmf)—was eval-

uated using metrics such as False Positive Rate (FPR) and 

Root Mean Square Error (RMSE), and F Measure. Results in 

Table 2 demonstrate that Gaussian and generalized bell mem-

bership functions generally produce lower FPR values, indi-

cating a stronger ability to reduce false alarms. Further sup-

ports this, showing that the proposed F-CBCT model achieves 

lower RMSE values across different datasets, especially when 

using the trimf and trapmf functions, confirming their robust-

ness in accurately modelling data distributions. 

Table 3. Comparative Analysis of Membership Functions in Anomaly Detection. 

Parameters Alert 

C-Measure AD-Measure trimf trapmf gaussmf gbellmf psigmf 

0.00 0.00 0.113 0.110 0.101 0.099 0.112 

0.00 0.25 0.133 0.121 0.126 0.120 0.120 

0.00 0.50 0.113 0.110 0.198 0.132 0.161 

0.00 0.75 0.625 0.600 0.608 0.622 0.576 
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Parameters Alert 

C-Measure AD-Measure trimf trapmf gaussmf gbellmf psigmf 

0.00 1.00 0.625 0.600 0.623 0.624 0.583 

0.25 0.00 0.137 0.130 0.137 0.164 0.127 

0.25 0.25 0.137 0.130 0.162 0.173 0.135 

0.25 0.50 0.332 0.249 0.374 0.367 0.271 

0.25 1.00 0.625 0.600 0.623 0.622 0.579 

0.50 0.00 0.113 0.110 0.150 0.106 0.137 

0.50 0.25 0.133 0.121 0.189 0.130 0.148 

0.50 0.50 0.625 0.600 0.573 0.601 0.564 

0.50 0.75 0.886 0.878 0.800 0.892 0.830 

0.50 1.00 0.903 0.888 0.848 0.903 0.841 

0.75 0.00 0.375 0.379 0.390 0.376 0.380 

0.75 0.25 0.375 0.379 0.411 0.377 0.385 

0.75 0.50 0.625 0.600 0.610 0.603 0.585 

0.75 0.75 0.883 0.868 0.836 0.849 0.841 

0.75 1.00 0.883 0.868 0.857 0.872 0.848 

1.00 0.00 0.375 0.375 0.391 0.375 0.379 

1.00 0.25 0.375 0.377 0.403 0.376 0.383 

1.00 0.50 0.625 0.600 0.616 0.617 0.587 

1.00 0.75 0.886 0.878 0.863 0.883 0.854 

1.00 1.00 0.903 0.888 0.897 0.909 0.866 

Average N/A 0.4918 0.4774 0.4910 0.4913 0.4705 

 

4.2. Comparative Performance Analysis 

The proposed F-CBCT method consistently outperformed 

traditional clustering and classification algorithms in detection 

accuracy, false positive rate, and F Measure. Specifically, F-

CBCT achieved an average detection rate of 96.86%, with a 

significantly reduced false positive rate of 1.297%, as com-

pared to TVCPSO’s false positive rate, which was higher de-

spite competitive detection accuracy. Accuracy and F Measure 

for F-CBCT also reached 97.77% and 98.30%, respectively, 

underscoring the method’s superior balance between sensitiv-

ity and specificity. 

Illustrates a detailed comparison of F-CBCT with its vari-

ants and other methods across seven diverse datasets. While 

traditional methods like K-Means and Decision Tree yielded 

moderate detection rates and relatively high false positive 

rates, optimization-based methods—especially CSO integrat-

ing Mean Square Error (MSE) and Silhouette Index (SI)—

showed marked improvements in performance metrics. 

FCOAC, SADA, and SSAD also demonstrated competitive 

results, yet F-CBCT surpassed them by consistently maintain-

ing higher detection rates and lower false positives across all 

datasets. 

To ensure the robustness and generalizability of the pro-

posed F-CBCT model, comprehensive statistical validation 

was conducted across all datasets. The experiments were per-

formed using k-fold cross-validation with k = 5, where the da-

taset was randomly partitioned into five equal subsets. In each 

iteration, four subsets were used for training and one for test-

ing, ensuring that every sample was used for validation ex-

actly once. To further reduce randomness and enhance result 

reliability, the entire cross-validation process was repeated 10 

independent runs, and the final results were reported as the 

mean performance values. 

In addition to average performance metrics (Detection Rate, 

FPR, Accuracy, and F-Measure), standard deviation (SD) and 

variance were computed across all runs to assess the stability 

http://www.sciencepg.com/journal/mlr


Machine Learning Research http://www.sciencepg.com/journal/mlr 

 

71 

and consistency of the model. A lower standard deviation in-

dicates that the model produces consistent results across dif-

ferent data splits and initialization conditions. 

Furthermore, to validate whether the observed improve-

ments of F-CBCT over baseline and comparative methods are 

statistically significant, paired statistical hypothesis tests were 

applied: 

1) A paired t-test was used for normally distributed results 

to compare mean performance differences. 

2) A Wilcoxon signed-rank test (non-parametric) was ap-

plied to handle non-normal distributions and ensure ro-

bustness. 

All statistical tests were conducted at a significance level of 

α = 0.05. The obtained p-values (< 0.05) confirm that the per-

formance improvements of the proposed F-CBCT model, par-

ticularly in reducing false positive rate and improving accu-

racy and F-measure, are statistically significant and not due to 

random variation. 

Overall, the inclusion of cross-validation, repeated runs, 

variance analysis, and statistical hypothesis testing demon-

strates that the proposed approach is not only accurate but also 

stable, reliable, and generalizable across different datasets. 

Table 4. Statistical Validation Across Datasets. 

Dataset Method 
Accuracy (%) 

(Mean ± SD) 
Variance 

FPR (%) (Mean 

± SD) 

t-test (p-

value) 

Wilcoxon (p-

value) 

Signifi-

cance 

Zoo TVCPSO 95.80 ± 1.22 1.49 2.78 ± 0.40 <0.05 <0.05 Significant 

 SSAD 96.90 ± 0.95 0.90 1.85 ± 0.32 <0.05 <0.05 Significant 

 F-CBCT 97.75 ± 0.68 0.46 1.21 ± 0.25 N/A N/A Best 

Diabetes K-Means 90.45 ± 1.80 3.24 5.10 ± 0.62 <0.05 <0.05 Significant 

 SADA 96.20 ± 1.05 1.10 2.05 ± 0.35 <0.05 <0.05 Significant 

 F-CBCT 97.35 ± 0.74 0.55 1.30 ± 0.28 N/A N/A Best 

Iris Decision Tree 92.10 ± 1.60 2.56 4.60 ± 0.58 <0.05 <0.05 Significant 

 FCOAC 96.85 ± 1.02 1.04 2.12 ± 0.33 <0.05 <0.05 Significant 

 F-CBCT 97.90 ± 0.70 0.49 1.18 ± 0.26 N/A N/A Best 

Vehicle TVCPSO 95.25 ± 1.28 1.64 2.95 ± 0.45 <0.05 <0.05 Significant 

 SSAD 96.95 ± 0.98 0.96 1.92 ± 0.30 <0.05 <0.05 Significant 

 F-CBCT 97.62 ± 0.75 0.56 1.27 ± 0.27 N/A N/A Best 

Wine K-Means 91.35 ± 1.75 3.06 4.85 ± 0.60 <0.05 <0.05 Significant 

 FCOAC 96.70 ± 1.08 1.17 2.15 ± 0.34 <0.05 <0.05 Significant 

 F-CBCT 97.80 ± 0.72 0.52 1.22 ± 0.26 N/A N/A Best 

Glass Decision Tree 92.75 ± 1.58 2.49 4.72 ± 0.55 <0.05 <0.05 Significant 

 SADA 97.05 ± 0.97 0.94 1.88 ± 0.29 <0.05 <0.05 Significant 

 F-CBCT 97.68 ± 0.70 0.49 1.25 ± 0.27 N/A N/A Best 

NSL-KDD TVCPSO 96.10 ± 1.25 1.56 2.85 ± 0.42 <0.05 <0.05 Significant 

 SSAD 97.20 ± 0.94 0.88 1.80 ± 0.30 <0.05 <0.05 Significant 

 F-CBCT 98.05 ± 0.68 0.46 1.19 ± 0.24 N/A N/A Best 

4.3. Visual Performance Validation 

Figures 1-4 visually confirms the performance advantage of F-CBCT, highlighting its ability to effectively minimize false 

alarms compared to the TVCPSO method, which exhibited comparatively higher false positive rates in similar scenarios. 
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Figure 1. Detection Rate (DR). 

 
Figure 2. False Positive Rate (FPR). 

 
Figure 3. Accuracy. 
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Figure 4. F-Measure. 

The results emphasize that integrating both MSE and SI 

metrics within the CSO framework, combined with a fuzzy 

decision module enhanced by cuckoo-inspired clustering, sig-

nificantly boosts anomaly detection performance. The pro-

posed F-CBCT not only achieves higher detection rates but 

also reduces false alarms, making it a reliable and robust so-

lution for real-world anomaly detection challenges. 

5. Discussion 

Earlier research has highlighted the limitations of tradi-

tional clustering and classification techniques in handling 

complex and high-dimensional datasets. For instance, Zhang 

et al. (2008) demonstrated that Random Forest-based intrusion 

detection systems improved accuracy compared to basic clas-

sifiers but still faced challenges with minority attack detection. 

Similarly, M. Mohammadi et al., [15] and T. F. Ghanem, [16] 

reported that Naïve Bayes classifiers, even with feature reduc-

tion, achieved moderate detection rates but lacked robustness 

in dynamic environments [8, 9]. Further showed that layered 

multi-classifier approaches enhanced minority attack detec-

tion but did not fully eliminate false positives. 

Hybrid approaches have been proposed to address these 

shortcomings. S. Duque et al. [17], N. Pandeeswari et al. [18] 

and I. Gupta, et al. (2025) [18] combined clustering with clas-

sification, such as weighted K-Means and Random Forests, 

which improved detection accuracy but still exhibited rela-

tively high false positive rates [11, 13]. Hybrid approach that 

combines the Cuckoo Search algorithm and the Genetic Algo-

rithm for feature selection, followed by an ensemble of Con-

volutional Neural Networks and Random Forest using major-

ity voting for prediction I. Gupta et al. (2025) [19]. Similarly, 

O. Salima, et al. (2013) [20] and R. Kaur et al. (2016) [21] 

emphasized the role of machine learning and data mining 

techniques in improving IDS performance, yet these methods 

lacked adaptability in dynamic environments [12, 14]. 

6. Conclusion 

Our findings differ significantly from these earlier results. 

The proposed F-CBCT framework consistently outperformed 

traditional and hybrid models by integrating fuzzy logic with 

cuckoo-inspired optimization and dual metrics (MSE and Sil-

houette Index). This approach achieved detection rates above 

96% and reduced false positive rates to as low as 1.19%, sur-

passing the performance metrics reported in previous studies. 

Visual validation (Figures 1-4) confirmed that F-CBCT main-

tains a superior balance between sensitivity and specificity, as 

reflected in its high F-measure values across diverse datasets. 

Abbreviations 

F-CBCT Fuzzy Cuckoo-Based Clustering Technique 

MSE Mean Square Error 

PSO Particle Swarm Optimization 

CSO Cuckoo Search Optimization 

DR Detection Rate 

FPR False Positive Rate 

CNNs Convolutional Neural Networks 

LSTM Long Short-Term Memory 

CSO Cuckoo Search Optimization 

MFs Membership functions 

MSE Mean Square Error 

SI Silhouette Index 

PSO Particle Swarm Optimization 

SSAD Self-Supervised Anomaly Detection 

SADA Self-Adaptive Anomaly Detection algorithm 
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TVCPSO Time-Varying Coefficients Particle Swarm 

Optimization 

FCOAC Fuzzy Cuckoo Optimization Ant Colony 
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