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Abstract 

Bluetooth technology is the most popular method of wireless communications in mobile phones, wearables, and Internet of 

Things devices. Bluetooth makes device connectivity and information transfer easy, and thus Bluetooth-related information can 

be useful digital forensic evidence. Research looking into the persistence of Bluetooth artefacts in Android smartphones after 

devices are unpaired is lacking. This study was designed to look into possible residual Bluetooth artefacts persistence and assess 

their forensic importance. A controlled experiment using Android devices was designed for the inclusion of Bluetooth artefacts 

through the pairing, connecting, and transferring of files. This was followed by manual device unpairing by the experimenter. 

Afterwards, Android Debug Bridge (ADB) was used to perform a logical acquisition of the paired Android device and extract 

paired Bluetooth information along with Bluetooth device identifiers, Bluetooth device MAC addresses, connection information, 

file information, and system information. Persistence of Bluetooth artefacts in the system before and after the unpairing of 

Bluetooth devices was assessed through a comparative analysis. The results of the study showed that unpairing Bluetooth devices 

does remove the bonding information, but residual artefacts still exist in the system. Evidence of user activities that includes 

transferred files, file information, and device identifiers was found to remain after the unpairing of the Bluetooth device. The 

transferred files along with the file information retained user file timestamps and showed a complete absence of changes, and 

thus provided evidence that the unpairing of the Bluetooth device did not remove all information connected to Bluetooth. 

Forensic evidence was found to be still available even after the active pairing(s) of the Bluetooth devices had been removed. 

These results are significant for forensic studies because they show how Bluetooth artefacts help to show how devices were used, 

what other devices were paired to, and what communication may have taken place. One of the contributions of this study to 

mobile and digital forensics is the understanding that the unpairing of Bluetooth devices is, in fact, not the full removal of 

evidence, but only the partial removal of evidence. This shows that forensic investigators should focus on the unpairing of 

Bluetooth devices to evidence. 
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1. Introduction 

Bluetooth is a short-range wireless technology originally 

designed for replacing cables between nearby devices, now 

embedded in phones, wearables, laptops, vehicles, and many 

IoT sensors [1]. It operates in the 2.4 GHz ISM band and em-

phasises low cost, low power, and ease of use. Bluetooth was 

introduced in the late 1990s as a cable-replacement protocol 

for personal devices, based on frequency-hopping spread 

spectrum in the 2.4 GHz band [2]. References in this manu-

script are consecutively numbered as they appear in the text 

using numerals in square brackets (e.g., [1-3] or [4-7]). 

1.1. Bluetooth Technology in Mobile Devices 

1.1.1. Overview of Bluetooth Communication 

Originally meant to replace cables, Bluetooth connects 

nearby personal devices such as phones, computers, and pe-

ripherals using wireless technology within the 2.4 GHz band, 

ranging over short distances and using low power and low-

cost links. Bluetooth Classic uses frequency-hopping spread 

spectrum to increase resistance to interference and operates at 

1 Mbps and 1600 hops/s using Gaussian frequency shift key-

ing (GFSK) modulation [3]. 

1.1.2. Bluetooth Classic and Bluetooth Low Energy 

(BLE) 

Although Classic Bluetooth and Bluetooth Low Energy 

(BLE) share the same frequency band, they have different 

functions and protocols [4]. Bluetooth Classic is intended for 

continuous, real-time, higher-throughput applications (such as 

audio streaming), while BLE is designed for quick, intermit-

tent, and low-throughput transmissions typical of IoT-based 

sensors and wearables. 

Table 1. High-level comparison of Classic Bluetooth and BLE design and usage. 

Aspect Bluetooth Classic (BR/EDR) Bluetooth Low Energy (BLE) 

Design goal Continuous, higher data rate Ultralow power, short bursts 

Compatibility Separate from BLE Separate from Classic; dual-mode chips support both 

Energy use Higher; not ideal for coin-cell multi-year operation Much lower; coin-cell battery can last years 

Typical apps Audio, keyboards, legacy peripherals IoT sensors, wearables, beacons, smart cities 

 

1.2. Artefact Persistence and Data Remanence 

Data remanence is the phenomenon whereby digital infor-

mation persists on a device even after an individual attempts 

to erase or delete it. There are several technical explanations 

within the Android operating system that account for the per-

sistence of Bluetooth artefacts [4]. 

1.3. Literature Review 

Bluetooth technology emerged in the late 1990s as a proto-

col for cable replacement and is now a communication stand-

ard used across many device categories, including 

smartphones, laptops, wearables, automobiles, and IoT de-

vices. This technology has become a valuable source of digital 

forensic evidence. Harte (2004) established the technical spec-

ifications of Bluetooth Classic by describing its use of fre-

quency-hopping spread spectrum (FHSS) with GFSK modu-

lation at a transmission rate of 1 Mbps [5]. 

From a forensic standpoint, the difference between Blue-

tooth Classic (BR/EDR) and BLE is substantial. Bluetooth 

Classic handles high-volume continuous data streams such as 

audio, while BLE was designed for low-volume, low-energy 

data bursts typical of IoT devices and wearables (Heydon, 

2012). Because both variants exist in the same dual-mode 

chips, they produce different forensic evidence profiles in the 

Android OS, necessitating different forensic approaches [6]. 

Becker (2019) demonstrated the importance of examining 

low-level system architecture in digital forensics; BLE adver-

tisements generate persistent entries in Android logs, high-

lighting their digital forensic significance [7]. 

The Android OS saves Bluetooth artefacts in several loca-

tions, most critically the /data/misc/bluetooth/ directory, 

which stores configuration files including bt_configure 

conf—containing device names, MAC addresses, link keys, 

and connection timestamps. Anglano (2014) noted the persis-

tence of bonding records in this directory and their ability to 

survive user-initiated application deletions, providing investi-

gators with a reliable source of historical device connection 

data. Access to this directory is restricted on non-rooted de-

vices, a limitation that later studies addressed using ADB log-

ical acquisition and memory forensics [8]. 

The Android Debug Bridge (ADB) is the primary tool for 
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logical forensic acquisition on Android. Lessard and Kessler 

(2010) were among the first to describe ADB forensic capa-

bilities in detail, demonstrating how the command adb shell 

dumpsys bluetooth_manager retrieves active and historical 

Bluetooth communication data without requiring root access 

[9]. Cusack and Tug (2012) carried out controlled experiments 

pairing and unpairing Android devices, confirming the recov-

ery of MAC address and timestamp information from system 

files post-unpairing. 

2. Materials and Methods 

2.1. Aim 

To analyse and recover residual Bluetooth artefacts in An-

droid smartphones before and after device unpairing for foren-

sic investigation purposes. 

2.2. Objectives 

1) To study how Bluetooth Classic and BLE store device 

information in Android systems. 

2) To identify Bluetooth artefacts generated during pairing 

and connection. 

3) To examine the persistence of Bluetooth artefacts after 

device unpairing. 

4) To recover forensic artefacts such as MAC addresses, 

device names, and connection logs. 

5) To evaluate the forensic significance of recovered Blue-

tooth artefacts. 

2.3. Experimental Setup and Device Selection 

Android smartphones were selected as the primary test de-

vices due to their widespread use and flexible access to sys-

tem-level data for forensic analysis. Devices were chosen 

based on practical usability and availability, ensuring they re-

flected real-world usage settings. Each device was used to 

carry out specific tasks including uploading data, associating 

with another device via Bluetooth, and subsequently unpairing 

the devices. An identical set of procedures was applied to 

every device to ensure uniformity. Furthermore, all chosen de-

vices supported ADB access, which was required to collect 

internal data pertaining to Bluetooth activities. 

2.4. Performing Bluetooth Pairing and 

Communication Activities 

Following device selection, Bluetooth pairing and commu-

nication tasks were performed to generate relevant artefacts 

for analysis. This step was critical to replicating real-world us-

age and observing how Bluetooth data is generated and stored 

within the devices. The activities included initiating Bluetooth 

discovery, pairing between devices, and transferring test files 

to simulate normal operational interactions. 

2.5. Simulating Device Unpairing Scenarios 

Device unpairing scenarios were simulated after complet-

ing Bluetooth communication exercises in order to examine 

the ongoing existence of Bluetooth artefacts. The Android 

smartphones' Bluetooth settings were used to manually unpair 

previously paired devices under typical user circumstances. 

The unpairing process was repeated using the same method on 

each of the chosen devices to guarantee consistency [8, 10]. 

2.6. Logical Forensic Acquisition 

A logical forensic acquisition procedure was employed to 

gather Bluetooth-associated data from the chosen Android 

smartphones after the unpairing scenarios were simulated. An-

droid Debug Bridge (ADB) was used to carry out the extrac-

tion procedure via a controlled interface. Commands were ex-

ecuted to obtain Bluetooth-related information including sys-

tem logs, MAC addresses, paired device records, and connec-

tion details, while maintaining data integrity throughout [11]. 

2.7. Artefact Analysis 

Once logical acquisition was completed, the extracted data 

was assessed for Bluetooth artefacts. Analysis focused primar-

ily on configuration files and system-level data captured by 

ADB commands [12]. The first phase reviewed retrieved 

Bluetooth configuration settings to locate device identities, 

MAC addresses, and previously paired device records. Blue-

tooth-related directories (e.g., /data/misc/bluetooth/) received 

particular attention, as connection and device data are typi-

cally stored there. System-level outputs from commands such 

as adb shell dumpsys bluetooth_manager were also analysed 

to observe connected device lists, connection settings, and 

other Bluetooth-related parameters. 

3. Results 

3.1. Bluetooth Artefacts Identified Before 

Device Unpairing 

Prior to unpairing the Android devices, Bluetooth-related 

artefacts were analysed using ADB-based logical acquisition. 

The investigation confirmed the presence of Bluetooth-related 

evidence in accessible storage following successful pairing 

and file transfer. The command adb shell dumpsys blue-

tooth_manager was used to check Bluetooth functionality and 

confirmed that pairing and file transfer operations had oc-

curred at the device level. The output showed that Bluetooth 

was functional during the experiment.
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Figure 1. Connected Devices before Unpairing. 

It should be noted that efforts to access Bluetooth system 

directories (e.g., /data/misc/bluetooth) were restricted by per-

mission limitations common to non-rooted devices, prevent-

ing examination of configuration and deep pairing data [13]. 

3.2. Bluetooth Artefacts Identified After Device 

Unpairing 

Further analysis was performed after Bluetooth devices 

were unpaired using ADB-based logical acquisition. The com-

mand adb shell dumpsys bluetooth_manager confirmed that 

the pairing connection had been removed at the system level, 

showing no bound devices remaining. 

 

 
Figure 2. Connected Devices after Unpairing. 

However, files previously transferred during the pairing 

phase remained in the sdcard/Download/ folder, retaining the 

default name associated with the Bluetooth transfer. This con-

firms that file-level artefacts were not deleted during the un-

pairing process. As in the pre-unpairing phase, access to sys-

tem directories such as /data/misc/bluetooth remained re-

stricted due to the absence of root access, leaving low-level 

configuration data unexamined [8]. 

3.3. Comparative Analysis of Artefact 

Persistence 

A comparative analysis was performed on Bluetooth arte-

facts before and after device unpairing using ADB-based log-

ical acquisition. The analysis reveals that certain system-level 

indicators are removed post-unpairing; however, user-level 

artefacts largely persist. 

 
Figure 3. File Information before Unpairing. 

 
Figure 4. File Information after Unpairing. 

Bluetooth activity on the device prior to unpairing remains evidenced through recovered file artefacts. The retention of user-

level artefacts is more complete than that of system-level artefacts, indicating that the unpairing process constitutes only partial 

deletion rather than complete removal [9]. 

3.4. ADB Commands Used for Bluetooth Artefact Analysis 

The following ADB commands were used to extract and compare Bluetooth artefacts before and after device unpairing: 
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Table 2. ADB commands used in forensic artefact extraction. 

Stage Command Key Result 

ADB Setup adb start-server & adb devices Server started; device listed as authorised 

Shell Access adb shell Entered Android device shell (/ $) 

BT Manager (Before) 
dumpsys bluetooth_manager | grep -i "Sender Device 

Name" 

Full MAC address of connected device displayed; de-

vice in paired condition confirmed 

Storage Navigation cd /sdcard/Download Accessed download directory; test files present 

File Listing ls /sdcard/Download All files including transferred file displayed 

File Metadata stat /sdcard/Download/Filename.jpg 
File size, access/modify/change timestamps, and own-

ership (UID/GID) confirmed 

Hash Verification sha256sum /sdcard/Download/Filename.jpg Unique hash value generated for integrity baseline 

BT Manager (After) 
dumpsys bluetooth_manager | grep -i "Sender Device 

Name" 

Partial MAC address shown; device confirmed as un-

paired 

Note: System-level Bluetooth directories (/data/misc/bluetooth) were inaccessible without root access, representing a significant limitation for 

forensic investigation on non-rooted devices. 

3.5. Identification of Stored Device Information 

The forensic examination identified artefacts related to MAC addresses, device names, connection timestamps, and Bluetooth 

configuration files. 

 
Figure 5. Storage Location before Unpairing. 

 
Figure 6. Storage Location after Unpairing. 
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MAC addresses uniquely identify devices within the Blue-

tooth environment, while device names provide contextual in-

formation that may assist investigators in associating a device 

with a specific user. 

 

3.6. Partial Deletion Vs. Complete Removal 

Analysis 

This analysis examines whether Bluetooth unpairing re-

moves all artefacts or results only in superficial deletion. 

 
Figure 7. Before Unpairing. 

 
Figure 8. After Unpairing. 

The evidence indicates that unpairing triggers partial deletion at the system level, while user-accessible file artefacts, partial 

connection identifiers, and metadata remain intact. 

3.7. Correlation and Validation of Artefacts 

Bluetooth artefact correlation and validation involved cross-examination of data from different sources, including logs and 

configuration files. Core data elements such as device identifiers, timestamps, MAC addresses, and device names were examined 

for consistency. 

 
Figure 9. Hash value before Unpairing. 

 
Figure 10. Hash value after Unpairing. 

Data validation reduces the risk of misinterpretation and 

confirms the reliability and integrity of the data. This process 

adds evidentiary value and ensures that forensic conclusions 

derived from artefacts are sound [14]. 

4. Discussion 

The findings of this study demonstrate that Bluetooth arte-

facts on Android smartphones exhibit varying degrees of per-

sistence depending on the level of storage (system-level vs. 

user-level) and the type of artefact. At the system level, un-

pairing results in the removal of bonding records from the ac-

tive Bluetooth manager output, suggesting that the operating 

system carries out some cleanup upon unpairing. However, 

the restricted access to /data/misc/bluetooth on non-rooted de-

vices limits the completeness of system-level forensic exami-

nation, a challenge widely documented in the literature [8, 9]. 

At the user-accessible storage level, the persistence of 

transferred files is particularly notable. Files received via 

Bluetooth remained in the sdcard/Download/ directory with 
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their original metadata intact including file size, timestamps, 

and hash values after the unpairing event. This finding is con-

sistent with Cusack and Tug (2012), who also observed that 

Bluetooth file transfers produce persistent artefacts independ-

ent of the pairing relationship. The unchanged hash values 

confirm that file integrity was maintained, and no tampering 

occurred post-unpairing, reinforcing the evidentiary value of 

these artefacts. 

The transition from full MAC address visibility to partial 

MAC address display in dumpsys bluetooth_manager output 

post-unpairing represents a significant forensic indicator. 

While the full bonding record is removed, the partial MAC 

address suggests that residual Bluetooth activity data is re-

tained in system buffers or logs accessible without root. This 

partial persistence supports the hypothesis that Android’s 

Bluetooth stack does not perform a complete purge of all de-

vice interaction records upon unpairing [13]. 

This study aligns with other studies of Bluetooth and mo-

bile device forensics. Previous literature has shown that infor-

mation related to Bluetooth can still be found within Android 

systems in cases where the user unpaired the device, or erased 

device associations. A study by Cusack and Tug in (2012) 

showed that device-related information persisted after Blue-

tooth-related activities. This study supports their work by 

showing that even though records of the active bond were 

purged after unpairing, user-level artefacts, such as transmit-

ted files and metadata, as well as partial device identifiers, 

were still found onboard. These results also suggest that Blue-

tooth artefacts have a crucial role in forensics in reconstruct-

ing how the device was used and in the history of the device’s 

communications. 

The dual-nature of artefact persistence partial system-level 

removal versus complete user-level retention has meaningful 

implications for forensic investigators. Investigators should 

not assume that a device’s Bluetooth history is inaccessible 

simply because no paired devices appear in the settings menu. 

Both ADB-accessible storage and, where root access permits, 

low-level configuration directories should be systematically 

examined. 

5. Conclusions 

5.1. Major Observations Regarding Bluetooth 

Artefact Persistence 

Several important observations were made regarding the 

persistence of Bluetooth artefacts on Android smartphones. 

Bluetooth-related data, including device names, MAC ad-

dresses, and connection timestamps, are generated during the 

pairing and communication processes and persist at varying 

levels after device unpairing [12]. System-level bonding rec-

ords are partially removed, while user-accessible artefacts par-

ticularly transferred files and file metadata remain fully intact. 

5.2. Forensic Value of Recovered Artefacts 

The Bluetooth artefacts recovered in this study demonstrate 

considerable importance to the field of digital forensics. Arte-

facts such as MAC addresses, device names, pairing records, 

and connection timestamps enable forensic examiners to link 

devices, identify previously connected devices, and recon-

struct user behaviour [13]. The persistence of file artefacts 

with unchanged hash values further confirms the integrity and 

evidentiary reliability of these data points. 

5.3. Implications for Digital Forensic 

Investigations 

The findings demonstrate that Bluetooth unpairing does not 

constitute a complete erasure of device interaction history. 

Bluetooth-related artefacts enable insight into proximity-

based communications and device associations that would not 

be recoverable through standard user-interface examination 

alone. Mobile forensic investigators should treat Bluetooth ar-

tefact analysis as a standard component of Android device ex-

amination [14]. 

5.4. Limitations of the Research 

This study examined only a small number of Android de-

vices, restricting the range of hardware, device models, and 

Android OS versions. The impact of the different Android ver-

sions, in combination with the manufacturers’ customizations, 

leave room for possible variance in the storage, availability, 

and persistence of Bluetooth artefacts. This may impact the 

study’s findings. The study also included only Android Debug 

Bridge (ADB) based logical extractions. Because the devices 

could not be rooted, the study was constrained in its ability to 

examine the Bluetooth system’s file, /data/misc/bluetooth, and 

gain access to low-level system files and bonding files. Nei-

ther advanced forensic extraction tools nor rooting techniques 

were used in this study. The Bluetooth artefacts were also only 

partially analyzed. Further studies on this field may explore a 

wider range of techniques and methods and consider the per-

sistence of artefacts across a wider range of Android devices 

and versions and Bluetooth Low Energy (BLE) artefacts. This 

will provide a more comprehensive forensic evaluation of the 

Android operating system. 

Abbreviations 

ADB Android Debug Bridge 

BLE Bluetooth Low Energy 

BR/EDR Basic Rate/Enhanced Data Rate (Bluetooth 

Classic) 

FHSS Frequency-Hopping Spread Spectrum 

GFSK Gaussian Frequency Shift Keying 

IoT Internet of Things 

MAC Media Access Control 
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OS Operating System 
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