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Abstract: Recently, the “Internet of Things” (IOT) has become a popular technical term for machine-to-machine (MM)
communication. The IOT is an interaction communication infrastructure for consumer electronics (CE) to connect smart objects.
We developed the cloud platform with the Constrained Application Protocol (CoAP) Communication technology to enhance
IOT services performance. The proposed technology allows smart objects to access and push cloud resources over the cloud
platform. The IETF Constrained RESTful Environments (CORE) working group has defined the CoAP to integrate with web
services. The main features of CoAP are UDP transport, asynchronous message exchanges, and low complexity. The objective is
to implement the Java Script Object Notation (JSON) to transmit messages between the CoAP controller and the cloud, providing
a stable cloud environment and sending CoAP messages from clients to the CoAP controller in each group.
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1. 5315

I35 5% 7 5 56 B A 2005 4F 32 U Wi 4 The  Internet of
Things (I0T) MEE, YWEAY (10T) 2 —#H e BT,
NAPRT DA B A CTOT ) i i i A3 i AH Es gz (1] -[2] .
TEBA- T A T34, O AR ER 1 N BN AT DL 3 48 P 4 etk
I, AN AT DLE A % R & 54, Yk B i
2 IRl PLiF i smart sensors A Be 15 Ac i 4T B ¢
YIE A I AH LS : (@) Mobile Control: #iFiE4TENE:
B, B S i T R S A R 4R B R I R i b 1) S 4
#ZHil. (b) Devices: it uiifb B WY 2 [T 45 A
A, [F1SEMEYME RG] E B A ETEE. (o)
Notification Event: 42l & B 91 B R 4t & el g R
REFBURES RS L0 FHE. PR, BHEFS. 1B
A FEIFE2008 -4 7R B 2R [1] BLIRAT W) A e i 44
Mo, A6 #E % % Instrumented, Interconnected fll
Intelligent = i [ ol & i 2 bbbk . A [ P s i
I (IDC) FE Ak 47 M 4 7 it 3 JE FH o 1) 7 15 2 AELFF 1€ 20113
FHI42218 2% 0 FI20 184F IR 15 N 298918 36 T, 1T = I i
AR TR, MIETransparency Market Research(TMR) T
fili, 20194 L M)A ) AE B 1, 319483670, 80%H i
(1) FL R 5 N HE A B (2]

Bl 2 AR B AR B T I 5 JE FH DR 8 i, N AP i 4 i e
EEAE SOEREYR 0 H . 1 AR E R A B
MEE S SPATET R 0 BEE S L 4% IS fISaas (sof tware
as a service) MG E, DL bl 5 FH IR AR Ui A AR
A AT R ) —(E BB 5 1 [19]-[21], EhmiER B4
TRy, RRENA L R 2. (0 A T v e g
RRFSIEH 3. WREE . R AR AR AN 7E A5 FH 2 vt 1] 7 22 0
4. BRREL A VR IZ B R DU E AR RE 15 .

TS A S WE TN, HH AW R EAEAN
M. =S AT B, FmA, B TH IR Z
HEL RS RS, EHAMAREN . BnfEHE
Uity R T SRR R R e, (T N R RS
(0B A 1 AR, A FH 3 7R I I s SRS AR ==
vty A DA IR, AR B 1 BRI S 2H 1 i A 2 SERR AN 1 RS I
FHERHE, PR IR 0 2 7E

1)

IETF (Internet Engineering Task Force) {JCoRET.
TEAR SR T — FH L JAREST ZE A5 1) CoAP 1 2 W] LAy /D HT TP
MRS . RESTHIEES & 1. n] 5 m %00F 47 A7 AR 2 e 2
JEH . 2. 38 FRAS B 1) SR RB A ] DAREAS [A] (14 47 R 2% 1T B
H— RIGERTAFGENR, ek PSR, 3.
B ARV E 225 P, RS ALERBE TR R o 4. AH A Ho A2
INTENTTP ek < B, REST SR BE KR ETE /N, 5.
ANTEEFEAMN GRS TR o 6. 7E IR R i o R
HIFHAEVEREAF . B — R 81 ¥ CoAP 4 A 1 AT RR B

2. CoAP #RAKIHE
2.1.CoAP =,

CoAP (Constrained Application Protocol) &7

YA 2 B, F14CoAPEM kg X, ARG
F1 CoAPHE M.

Ver T 0C Code Message ID
Options (Optional) —TLV Formation

Payload

1. Ver ZCoAPHIR A .

2. T (Type) RAaMBERIFAAL,

3. 0C (Option Count) /N4 (1) LI 45 (V)i TH U i .

4. CodeK/nilHRMISHAL: SFiRANSE. FEH B8 £THE.

5. Message IDE/RNIHEAMSE, AR EEMGAAL ICHRERIEEALE,

2.2. CoAP protocol

CoAPENFEUDP 2 L, THHTTP#EALFE TCPZ E. [E]2
HHA7RCoAPHI HTTP py 7 38 F A [A] B {8086 J& . TCPERUDP [ #;
K Z 7 [31015] 7€ Jix TCP #2 #t (1) & — il 1f 47 E |7
(Connection Oriented) fn] 52{2 sy, FH¥ T SUDP A2
—{H3AEE 42 (Connectionless) FIAE T S 2, © i
AN S FH Tl B ) 2R PR 8 R 15 IR Il Bl AN TR L
AR B R BRI IR NE AT AR
4 ] e 1) 2 42 ) S LR TR o [ BEUDP {5 BT RE & 7
s EIEBAER EL, EE SONMEERR, 1 HAGEEE
0] R PR A (1) B IR, 7R B Y L UDP Y 3
WA LLTCPAE R /N e 2 T AR UDPHE v] 52 s AR 5 (4] 3R #H
CoAP 2 W J& 22 fE i 2 i), SRR JE T (Message) LA
s/ ERE T (Request/Response) » B G, FUEJE M2
A B R, PRt 2 PRIk R ZE FE R 1) S HE,
Ut T AL S DY AR AL, Confirmable ( AJ M 52
Non—Confirmable (##FF##5211) , Acknowledgment (FEFZ)
Reset (FEFFIE) . CoAPHIEE JERERET7 X, fH15CoAPIRE
{EHTCP e, AT DA AL v 58 ) i il

Request/Response
Transaction

TCP UDP

IP 6LoWPAN
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2.3. CoAPHMAWIF K EH

Bormann[4] EAELEIR IR K InternetIRlE Fi%i#
HTTP FICoAP S W) B 48 . CoAP/{# FDatagram Transport
Layer Security (DTLS) f#e FH i PR 78 & Mt 1) 2 4,
{BDTLS #&UE K= AT A TPV6 IR 1S N K ) 28 M 47 5% f 12
. Raza[5]#RH [ EIPVOERIE N, MEAEDTLSHE BH AT LA
RAESM ) security bits, LLEH MK Th 3R SEAR V) B A %
i 5. Becker [6]LACOAPfH FH A AR BRIV AY, 13
IR RS MRS A H . TETF RPC7252 [7] 7] 52 CoAP
fRIREYE . Colittil[8] 42 HCoAPEEHT TP 5 i Lk,
JACOAP A1 BEIE AT B 45 mT LASR bl /N 6L, S & H
JPMEFERE 2 AR A B vy B A5 BB o Moritz [9]&5 A
SOAPERCOAPH5E, HJ LAGT A 43% TCP )& [ 28 241 1R 2 Iy
o SR DA 138 S hff 75 #R i EL7E IPvOAIRFERE . MEAR A RE IR
53T vy St vty B O 0 SR AR R, I8 A B R iy R &N DA
HUHB R . Angelo [10]#2Hi FIHTTP-CoAPHE 5, LA
Proxy (fRHLfA AR %%) 2 £ BLUDPHEAHT TP SLHT TPHEEUDP 41 [ 3
Fro~, 2R RS2 B CoAP Endpoint {8 & Bl 45 HTTP User
Agent B €& S Ui Bl EAAHTTP-CoAP Cross proxyftUDPEE
FACHTTP% F{E45HTTP User Agent, [A]¥EEHTTP User Agent
fH44CoAP EndpointHs—% e EAHTTP-CoAP Cross proxy
TEHTTPEE B} UDP4% P {2 45 CoAP Endpoint. Bergmann[11]
RHEMEEXEEHER, FHNZORER
IAD (integrated access device) , ‘& & —fHNiRX R,
ARG A 2 EREAH, HrP LANAREAH 3 3 H Ak B A\ 5 B
B A B M I R, H AT AR KR 2 TAD A2 LA 10/100M
Ethernet/1 1 BL LAN #HIE, FEWANMJHS:, TADFEELS SR
S 42 o () R 4 A2 DAADSL /SDSL 2% 15 158, et gy A5 4H 7 {2 iy
IR 7 THI 32 72 1 T B o SR PR RIS, R R R 2
%2 HCPUEE — 2D BR B . CPURLAH R T HUTIE N DL 3
BRI, BEE @A r R, oA
o LMK E BRRM, WEE, B, i
G EE RGO BARVIFi B A ARIE R TAD, AT A R E S
MR A EEIEIE G IADAR B H, B P R4
PR A B 2 B0 6 TADRY, TAD &3 25 5% i 111 Al (3% 3]
FHE, FHEEHE IS IC TAD AT % 1 7R 4% B AR TR 4R
LA B IREE . BRI . H AT RS
EREE. Jin [12] $2H-—FE CoAP Service Gateway fE
EORIAEEE M InternetZ 1257 CoAP service, Chun [13]
TEJEARIREE T sensor nodes 544 BUW Bl IRy 175 8 42 Hh AT
H) CoAP B3 E H I H . Bhalerao [14] 704 M2k
EESHT %R NCoAP Congestion ControlfJfEST.

D HTTP User Agent
Qcow Endpoint

1 0] O]

Unconstrained Internet

Lo’
T8

HTTP-CoAP cross proxy

B3 HTTP-CoAP cross proxyZiff.

3. VIR EmRBRET X

A 2 &5 B 355 1B QRCod e K7 35T 1) 55 85 5% I 7E CoAP
Controller FAFH, & aE M 5E lidz & £ A B E NS L &BUR
iR e A AR, 8 2 AT DL EECoAPFIC T oud iy AEI A%
AR | TR A X o

3.1. RHFEIELRE

RHEEAERMWE AR, AL FEnE
QRcode 2. 47148 5¢ i IRe a4 AR (R A 1 ¥ RIVED 75 s 5 1P
{7 B Port M &% fi 119 8 5% ) 18 38 CoAP 1 & &% it 75 CoAP
Controller 3. 53 fFHFCoAP Control ler &5 M K% e &
SRt A7AE R B I 4 s — 4HUTD (UTDA# F 2By te BEA7) , UID
W 7E G R BHE TP K Por t AR 2 9% 2R 1% B3 95 43 Cloud,
4. Cloud & % M & A\ A7 75 R &L b 10 B 7 70 A8 FH =5 e
ERIATH b, DRI R 8% —#HUID CoAP Controllerfif
o PRAE R AL AT U TD S E R A 8 7 5 10 L B A Y 5%
p St g B

55 F & DAERAE A TR IS AR B =, B H A2 i
SRR TCPE 7 , = am i BIGHUE 4% LATCP/ TP 19 12
IEE B 4 CoAP ControllerZ 4%, CoAP Controller##fk
CoAP1h 72 1% MR 48 (306 i 45 1 & kMt B 4%, & IR T
SE AR B4 H AT R IR BB R TERR R A 1, BRIk b,
TE 8 355 A 1048 FH 25t mT DA P T 1 B0 B 2 95 38 CoAP
e A CoAP Controller &M FEARA M, FHE AL
718 E i AR A ], 5 ) 5€ 4% CoAP Controller & it
CoAP Client i 42 il i 5% 5 Ik BB (1% 44 Cloud 4% BE /R 7E X
fE A

SIERIRE G

(Q G TCPIP TCPIP
® s e R
Q G g WIEHIE. =
] CoAP Controller (/(" ‘\(‘
==
\:l CoAP TCPIP
TCPIP
(C « &
i 4 {@ER IR
3{EAR IR il
COoAP Controller iR, Uiz
".':E’ 2.CoAP
1.##1#QRCode
CoAP Client
4 FRAEIELH,
3.2. EinseE

7E L ZERERE Cloud D REAT 1. 8 ) 25 B0 ik el 2 B IS
A E A4 Cloud 2. ClouddZaus 45 i 39k
% & i% 1 TCP/1P 17 5€ 18 1% %4 CoAP  Controller 3.CoAP
Controller F2US R il GRS A% S 042 il 4% 5 ({5 44 156
#, WHRCoAP Client 7R3l 3 & B4 44 Cloud 4.
U il s R S5 A THD I B W ] 5 T 7 o
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CoAP Controller

3AEAIERIER a’v 2 {EAERIEA
1 {ERIERI
%)

4 kI

Cloud

B5 CloudZ:#%.
3.3. CoAP ControllerZif&

WifE6 CoAP Client®& Juf1#iQRCode 2k 53 i 75 45 5% i
(Translation) 2| FHkum, T & SR Zax 5 IR 78 &%
P S e (P2 IH, R A IR IR Bk B RS
CoAP Controller & K} 4 [ A £ 7 UIDAE 4% 7% & 48 ax 5 11
SRS, CoAP ControlleritF|CoAP Client#%i#s &t
K ARIBUIDAG#2UIDL, UID2 . UID3 . UID4M)E 28 sk
SRR AT T 1] o

@ Translation

OO0 OO0

uiD2
D3 uUID4
uiD1
CoAP Controller

]COAP
E.

CoAP Client

&6 CoAP ControllerZii#.

QRCode QRCode

3.4. E¥5. CoAP controller. CoAP clients &\ EEiE
s

E i M CoAP controller 2 [H 1\ B 18 3& % FH JSON
(Java Script Object Notation) [1714%z(, JSON% =L
e H R — RN GRS HRGES, DS AR %
Tt A7 A% 5 B A RS R, T FH 3 mT DA a8 AR e A o 2
EAPATAT G R (25, B, s, W) , o] DLE s
By R B SR EE R S R, —MWeb AR, @
AT E B XML RS & 1, EIRFER FH JSONAE & & R 22
BT E B 7 .

AEE M. CoAP controller. CoAP clients FE
HEIEAE T ANE 7R, CoAP clients A CoAP controller
R 5% FH CoAPH 2 i =1 2., i 2 CoAP controller A
PR JSONTE 25 & kL A8 # o

TUAE CoAP 38 ANELAT LASE T4 Mo 2= o i 5 AR R R e

CoAP Internet

eovcen

COAP{SEND:{"v":1,""0,"c":3,"id":563,"
data"n\xFO\XBO\ff872}}

HTTP{RECV:{"v"1,"1".0,"d".563 "data"
NXFONXBOWKITE72}}}

HTTP:{SEND:{'v"1,"t"0."id" 563 "data"
AXFONXBOWXITE72}}}

B7 Zi. CoAP controller. CoAP clients B fEHiER.

4. BERESEHEARER
4.1. BERBEE

BAE 5 A A R (Raspberry Pi) [18] 154
CoAP controllerBd#E T &, MIHEIREIENALinux R HTH
P BB AR R, S P O B R A IR S 4 T B S ) R A
YE2 RBT T HEGNU/Linux (Debian, Fedora, flArch Linux
ARM), RISC 0S, FreeBSD, Plan 9, FC1&EE%4) 5] ZA%
256MBy te. BE516MBy tefif 7745 M58 FH SD-F & 1F fif 77 1L i,
CPUAg FH 7T00MHz {83 H1 7 (K ARMZE FEBCM2835 fiZ 3 2%,  [&8
TR 1) B AR

TN

/

B8 CoAP Controller.

4.2. BEREE

[E98E N HHCoAP Client #%i%341%|CoAP Controller
HISATARDL, —m put 2 f8iEiEEf-e ST2R A B Bl
(data) #& [ CoAPS& & 72 TP X 61616 ]port .

o
BR(E) HH(E) Br(V) ZWR(ID HED RBH)
-N send NON-confirmable message A
-0 file output received data to this file (use '-' for STDOUT)
-p port listen on specified port
-s duration subscribe for given duration [s]
-V num verbosity level (default: 3)
-0 num, text add option num with contents text to request
-P addr[:port] use proxy (automatically adds Proxy-Uri option to
request)
-T token include specified token
examples:

coap-client -m get coap://[::1]/

coap-client -m get coap://[::1]/.well-known/core

coap-client -m get -T cafe coap://[::1]/time

echo 1000 | coap-client -m put -T cafe coap://[::1]/time -f -
[root@localhost examples]# ./coap-client -m put -e 872 coap://[192.168.108.86]:6
1616
v:l t:0 tkl:0 c:3 id:18608
5.04
[root@localhost examples]# ./coap-client -m put -e 872 coap://[192.168.108.86]:6
1616
v:l t:0 tkl:0 c:3 id:2820

5.04
[root@localhost examples]# []

B9 CoAP Client #%i%F|CoAP Controllerd|fi.
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22 CoAPHITCP/ TP “F- ¥ 5[] .

e CoAP TCP/IP
e R 0.24 0.28
e R ] 0.26 0.32
R PR ] 0.27 0.23
R PR ] 0.3 0. 26
e R [ 0.29 0.24
e R [ 0.24 0.22
R PR ] 0.27 0.28
R PR ] 0.25 0.27
R PR ] 0.29 0.27
A4 0. 267 0. 26

W HIFABR T /2 1E 7] — 49 B3 S e i 9 Wk 114
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DL MEUR {25 CoAP Controller 3R HILEDSE, i CoAP
Client BY, Z£ v {8 5 UID: 872 44 CoAP Controller, CoAP
Control lerf&k AU B fRIUTD A 45 I LED K& 1) B [ B8 LED
& DM Gn i 10

CoAP Client

B10 CoAP Controller#sHi|LEDKE Pk

5. ZEWIE
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= i Ay Ay M CoAP clients, CoAP clients F1 CoAP
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